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PREFACE

force Khartoum to start peace talks with the opposition, members

of the U.S. Congress discussed imposing sanctions on energy
firms working in the African country. The reasoning of the American
lawmakers was simple: the threat of sanctions might be sufficient to
persuade the Sudanese government, anxious to avoid an exodus of
foreign businesses from Khartoum, to negotiate with the rebels.
Congress decided that the best way to pile the pressure on Sudan’s
rulers was to impose innovative measures preventing the global oll
companies that did business with Sudan from raising capital on U.S.
financial markets.?

The U.S. administration fiercely opposed Congress’s proposal,
fearing that such sanctions would ultimately hurt America. They
would in any case have been largely symbolic; amid the devastation
brought by the conflict, only three companies—from Canada, China,
and Sweden—were still operating in Khartoum. Yet barring foreign
businesses from tapping U.S. financial markets appeared to run
counter to Washington’s long-held commitment to the free movement
of capital, one of the ingredients of America’s economic success.
Skeptics pointed out that to escape American sanctions,
multinationals could also be tempted to raise debt or issue stocks in
other financial centers such as London, Singapore, or Tokyo. It

I n 2002 a brutal civil war was raging in Sudan. In an attempt to



looked like Washington was going to shoot itself in the foot. In the
end, Congress shelved its proposal.

The controversy over the Sudan sanctions started a debate about
sanctions overreach. Since then, the discussion has never stopped.
It has become even more intense in recent years as coercive
economic measures, such as trade tariffs, financial sanctions, and
export controls, have become the bedrock of U.S. diplomacy.
However, trouble is looming. The over-use of sanctions is fueling
resentment against Washington around the world, leading U.S.
friends and foes alike to rethink their ties to America and find
alternative avenues for doing business. This is exactly what critics of
the Sudan sanctions had feared.

It is not surprising that sanctions have become so popular over the
past two decades: they have many selling points. For one, they are a
quick way for the United States to demonstrate resolve and punish
bad behavior. After Russia invaded Ukraine in 2022, it took
Washington less than two days to impose penalties on Moscow. In
addition, sanctions are a low-cost policy. Only a handful of civil
servants are needed to draft sanctions. The burden of implementing
U.S. sanctions falls on multinationals and banks, which shoulder lost
opportunities and compliance costs.?

The immediate political and human costs of sanctions also
appear to be low, making them more attractive than other forms of
coercion, such as military intervention. Sanctions fill the void in the
diplomatic space between ineffective declarations and potentially
deadly military operations. With sanctions, the U.S. administration
can pressure countries to comply with its demands from the safety of
Washington. When journalists asked Treasury Secretary Steven
Mnuchin what the United States could do to halt Turkey’'s attack
against the Kurds in Syria in 2019, his default response was to
invoke sanctions: “We can shut down the Turkish economy.™



Finally, U.S. sanctions have proven to be effective in persuading
countries to alter their behavior. Iran is a case in point. If sanctions
had not put tremendous pressure on the Iranian economy, it is
doubtful that Tehran would have ever agreed to sign the 2015
nuclear deal. An added bonus is that sanctions tend to boost the
approval ratings of policy makers who impose them.* It is therefore
not surprising that Congress has long been the most enthusiastic
backer of sanctions; politicians have constituents to please, and
appearing to act decisively to defend U.S. interests is usually a vote
winner.

| discovered sanctions while working as a financial attaché for the
French Treasury in Moscow in 2014. | had a crash course in
sanctions after Russia illegally annexed Crimea and started to back
separatist rebels in eastern Ukraine. | continued to develop my
knowledge of sanctions in my next posting, at the French embassy in
Beirut. From there, | followed economic and financial developments
in 15 Middle Eastern countries—including several that were under
U.S. sanctions, such as Iran, Iraq, Lebanon, Syria, and Yemen. |
spent around half of my time on the ground, having long
conversations with government officials, businesspeople, and
ordinary citizens about life under sanctions.

| was covering Iran when the nuclear deal was signed in 2015.
However, the excitement of seeing this landmark agreement being
signed soon gave way to frustration. Despite the lifting of sanctions,
European firms remained wary of reentering the Iranian market; they
all thought the United States would not stay true to its word and
would soon reimpose sanctions on the Islamic republic. This was a
problem: getting European companies to return to Iran was the main
way of convincing Tehran that it had done the right thing by signing
the deal and that it should abide by its terms for the Iranian economy
to recover. Yet it proved impossible to persuade most Western firms
and banks to start doing business with Iran once again.



The Iranian example shows how the threat—real or perceived—
of U.S. sanctions has become a key factor influencing global
business strategies. In retrospect, European companies were proved
right in their decision not to go back to Tehran; under the Trump
presidency, the United States unilaterally exited the nuclear deal in
2018 and reimposed crippling sanctions on Iran shortly afterward. By
then, | had moved to London and joined the Economist Intelligence
Unit, where | continue to keep a close eye on sanctions.

Iran’s example is not unique. Over the past decade, | have seen
firsthand how sanctions have come to play a major role in the lives of
millions of people and in companies around the world, both in
sanctioned and—importantly—sanctioning countries. This is only
part of the story. Sanctions also reshape relations between countries
and, in turn global geopolitics. Few, if any, foreign policy tools have
as big an impact as sanctions. Yet the ripple effects of sanctions
remain understudied. In fact, only defense experts appear to have an
interest in the side effects of sanctions; they are largely ignored by
economists and political scientists.

This book is not for or against sanctions. It does not take a view
on whether the United States should resort to sanctions when it feels
that its interests are being threatened. However, if it wants to ensure
the long-term effectiveness of arguably its most powerful economic
weapon, America has to build a clear picture about the side effects
of sanctions and of how these shape the strategies of companies,
allies, and enemies across the world.
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1

FROM EMBARGOES TO SANCTIONS

A Brief History

discuss the impact of U.S. sanctions on Iran, Russia, or

Venezuela. Companies around the world hire teams of
lawyers and compliance officers to make sure that their business
dealings are sanctions-compliant. Targeted countries boast that they
have found inventive ways to circumvent sanctions. Twenty years
ago, the man on the street would have been hard pressed to explain
the concept of sanctions. Nowadays, most people have a basic
understanding of how sanctions work: they inflict economic, financial,
and social pain on a country to make it change its behavior.

U.S. sanctions have a global impact. Over the past two decades,
America has imposed more sanctions than the European Union, the
United Nations, and Canada combined.! Nowadays, Washington has
around 70 sanctions programs, targeting more than 9,000
individuals, companies, and economic sectors in virtually every
country in the world.? Some penalties focus on non-state actors,
such as Islamist terror groups, Latin American drug cartels, and
Syrian warlords. Other programs apply to entire countries, such as

S anctions have become trendy. Newspaper articles regularly



Venezuela, Cuba, or North Korea. Iran and Russia are by far the
most targeted states, being subjected to thousands of sanctions
designations.®

The drive to impose coercive economic measures comes from
the highest levels of the U.S. government. Treasury Secretary
Steven Mnuchin liked to boast that he spent half of his time working
on sanctions.* Unusually, Mnuchin gave press briefings on the latest
sanctions himself, taking dozens of questions from hordes of
journalists. Within the Biden administration, the picture is the same; it
took Biden only three weeks to sign his first sanctions designations
in response to a military coup in Burma.® Secretary of State Antony
Blinken even wrote a book about sanctions.

The U.S. enthusiasm for sanctions dates back several decades.
In the 1990s more than half of the world’s population was already
under American sanctions.® Back then, lobbyists already worried
about the *“sanctions frenzy,”” wondering whether sanctions had
become the reflex response for governments confronted with a new
problem. In 1998 President Bill Clinton lamented that the United
States had become “sanctions happy.?” He feared that the country
was “in danger of looking like we want to sanction everybody who
disagrees with us and not help anybody who agrees with us.”

The trend has accelerated in recent years. In 2017-2020 the
Trump administration put more than 3,900 people and companies
under sanctions—reaching an average of almost four sanctions
designations every working day.*® By comparison, President George
W. Bush imposed sanctions on 3,484 individuals and entities in eight
years.'! Iran was, by far, Trump’s main target; his administration
imposed 77 rounds of sanctions on Tehran, or nearly two per month.
This was massive, but it pales in comparison with the response of
the Biden administration to Russia’s invasion of Ukraine in 2022.
Only two months after the attack, the United States had imposed
penalties on around 1,000 Kremlin-linked individuals, banks and
companies.*?



Sanctions may be in vogue, but they are not new. They date back all
the way to the ancient Greek era. In 432 BC Athenian statesman
Pericles imposed a blockade against the city of Megaria to protest
against the abduction of three women. Fast-forward from ancient
Greece, and most historians agree that the first modern-day
sanctions were deployed during the Napoleonic Wars of the early
nineteenth century. In 1806 French emperor Napoleon imposed an
embargo against British trade in an attempt to asphyxiate Britain’s
economy.

The continental blockade, as it became known, relied on a simple
principle. Ships that were coming from Britain could not unload cargo
or disembark passengers in French-controlled ports and colonies
across the world. Links between Britain and continental Europe were
effectively cut, including the mail. Unsurprisingly, the embargo led to
a drastic reduction in British trade with Europe. However, this is only
part of the story. The British were quick to adapt to the blockade,
reorienting trade routes toward the American continent. Britain’s
efforts to mitigate the impact of the French embargo did not stop
here. To circumvent Napoleon’s blockade, the British also quietly
established smuggling routes to Europe.

British efforts proved successful: despite the French embargo,
the total value of British exports rose by more than 20 percent
between 1805 and 1810.1* Amid the economic devastation that the
Napoleonic Wars brought across Europe, this was an impressive
feat. Unbeknownst to the British, they had just shown that countries
under sanctions adapt to evade them or at least to lessen their
impact. More than two centuries later, the lesson still holds.

Napoleon’s trade embargo against Britain lasted for six years,
until the French emperor realized that the blockade was hurting
France; customs revenues had dropped, and shopkeepers were left
scrambling to find suppliers for products that they used to import
from Britain’s colonies, such as coffee, cocoa, or sugar. Again, the
lesson remains valid. Sanctions do not harm only their intended
targets: the measures often cause ripple effects and may incur costs
for the country that imposes them, too.



Nowadays, sanctions are a common diplomatic tool for the United
States to advance its interests. In their simplest form, modern-day
U.S. sanctions target individuals, freezing the assets that they hold in
America. When such people become “designated individuals,” their
U.S. bank accounts are blocked. Targeted people are also barred
from traveling to the United States. Sanctioned individuals often
boast about being targeted by American sanctions, as this shows
that they are well-connected and powerful at home.

Despite the media hype around a few high-profile cases, such as
penalties against Hong Kong's head of state Carrie Lam after a
crackdown on free speech or on Russian president Viadimir Putin
following Russia’s invasion of Ukraine, sanctions against individuals
are of limited value. In fact, their purpose is mainly symbolic. The
people whom such sanctions target often have a good idea that not
all is well in the relations between their home country and the United
States. They usually take precautionary measures to hide or move
their assets away from America well before they fall under sanctions.

Such preemptive steps are often not needed, anyway. The most
common scenario is that targeted individuals have no assets in the
United States and no plans to travel to America; they often (rightly)
fear that they might encounter serious problems either on U.S. soil or
when they return to their home country. For many rogue regimes,
travel to the United States is seen as a sure sign that the person in
guestion intends to defect to America and must therefore be “dealt
with.” This usually does not bode well for the life expectancy of the
unfortunate traveler. Thus, these sanctions are theater.

Beyond individual penalties, America’s sanctions arsenal includes
several other weapons. The most common of them are trade
embargoes; financial sanctions (which cut a country’s access to the
U.S. dollar or to the international banking system); and sectoral



penalties (which target specific economic sectors, such as oll
production, in a given country). Not all of these tools were available
in the 1950s, when the United States started to use sanctions to
advance its foreign policy goals. At the time, Washington’s toolkit for
economic coercion included only trade embargoes. These represent
the best-known and perhaps easiest-to-grasp form of economic
sanctions: all trade ties are cut.

The most famous U.S. trade embargo is the one that President
Dwight Eisenhower imposed against Cuba in 1960 in response to
Cuban leader Fidel Castro’s decision to nationalize three American
oil refineries. Retaliation against Cuba for the seizure of the plants
was not the White House’s real objective, however. Eisenhower’s
main aim was regime change in Havana. The U.S. administration felt
uncomfortable about the idea of having a close Soviet ally less than
100 miles from Florida’s coastline. For Washington, fostering regime
change in Cuba was a top priority before other Latin American
nations turned into hotbeds of Communism.

In 1959 the United States represented, by far, Cuba’s largest
trade partner: American companies absorbed 73 percent of Cuba’s
exports and provided 70 percent of its imports. The U.S. trade
embargo prohibited all commerce across the Florida Strait. In turn,
commerce between the United States and Cuba stopped suddenly,
leaving the Cuban regime scrambling to find other trade partners to
meet its import needs. Given Cuba’s reliance on the United States
for trade, Washington knew that the embargo would put Havana
under tremendous economic pressure. From this perspective, the
blockade was a resounding success. According to the United
Nations, the embargo has cost Cuba US$130 billion since 1960 (and
counting).** However, in spite of this tangible economic cost, the U.S.
embargo against Cuba has not achieved Washington’s desired goal
of regime change.

It is hard to assess the effectiveness of sanctions, given that we
do not have the counternarrative: no one knows what would have
happened if sanctions had not been imposed in the first place. Yet it
is hard to find evidence of sanctions-induced changes in Cuba that
benefited the United States. The simplest illustration of this: six



decades after Castro came to power, Cuba’'s Communist one-party
system remains in place.

The regime’s longevity partly reflects Cuba’s ability to adapt to
the U.S. blockade. After the embargo was imposed, Havana quickly
deepened ties with the Soviet Union. Moscow started to buy the
sugar that Cuba previously exported to the United States. The
Soviets also provided the Cuban regime with much-needed oil after
U.S. energy exports to the island stopped. More recently, Cuba
started to cultivate relations with China. Nowadays, Beijing is Cuba’s
largest trade partner, providing Havana with machinery and
consumer goods.*> From this perspective, the Cuban embargo may
well have benefited Russia and China. This is ironic, as both
countries are among America’s main foes.

Havana’'s enhanced links with Moscow and Beijing are one
reason why the Cuban embargo has failed. Another is that America
did not manage to persuade its allies to join its blockade of the
island; U.S. partners never saw Cuba as a threat to their security.
Despite the embargo, Cuba continues to trade freely with other
countries; Canada—hardly a U.S. enemy—represents one of Cuba’s
largest trade partners.® The island has commercial links with almost
every country around the world, except for the United States, and
represents a significant global supplier of nickel and medicines.

Arguably one of the main achievements of the U.S. trade
embargo is to have encouraged Cuba to deepen trade ties with
nearly every other state across the globe. The American blockade
has not succeeded in bringing about any of Washington's stated
goals in Cuba. It took the United States several decades to design a
more effective form of economic coercion. About 40 years later,
North Korea became the testing ground for a new approach to
sanctions.

U.S. sanctions against North Korea, which initially took the form of a
trade embargo, date back to the Korean War in the early 1950s.



Since then, the objective of these penalties—fostering regime
change in Pyongyang—has never changed. The U.S. administration
has always seen the ruling Kim dynasty as a threat to U.S. national
security. The Kims have long been developing missiles that could
target American cities. The North Korean regime also sells weapons
to terror groups. However, the United States could probably live with
all this, given North Korea’s small economic footprint and the
country’s remoteness from America.

U.S. sanctions against North Korea initially had a mostly symbolic
aim. they were a legacy of America’s involvement in the Korean
conflict. Usefully, they also gave impetus to plans to create a
governmental agency in charge of sanctions. In 1950 the newly
created, but at the time fairly innocuous, U.S. Treasury’s Office of
Foreign Assets Control (OFAC) had a single task: administering the
embargo against North Korea.

For 50 years, OFAC had little to do in terms of Korea-related
work. The embargo was in place, but its day-to-day administration
was mostly uneventful. In 2003 that changed abruptly when North
Korea withdrew from an international treaty meant to prevent nuclear
proliferation. Shortly afterward, the situation became even more
alarming: Pyongyang started to conduct nuclear tests. This led the
United States to add another, much graver, transgression to the list
of North Korea’'s faults: fostering the proliferation of nuclear
weapons. Reflecting a growing aversion to military intervention, the
United States and other Western powers chose the sanctions route
to pressure Pyongyang to drop its nuclear plans.

Western consensus over the need to keep North Korea in check
meant that sanctions against Pyongyang were imposed under the
aegis of the United Nations. Their main provisions seek to restrict
North Korea’'s oil imports and coal exports. By curbing the regime’s
access to energy resources, Western countries hope to slow
Pyongyang’s ability to develop weapons. Measures that restrict
North Korea’s ability to export coal—one of the only commodities
that the regime produces—follow the same logic. The aim is to
squeeze North Korean finances to limit the country’s capacity to
develop nukes.



The U.S. commitment to a multilateral approach toward North
Korea showed that Washington had learned some lessons from the
Cuban embargo. Instead of going alone against a rogue regime, as it
did with Cuba, the administration worked with allies and the United
Nations to implement sanctions against North Korea. This is a key
difference. As a result, Pyongyang cannot easily evade U.S.
penalties by developing trade ties with other countries. This does not
mean that the embargo against North Korea is working perfectly,
however. Even the best-designed trade embargoes can be evaded.
This is probably their biggest flaw.

Amid fierce competition, North Korea stands at the top of the global
ranking of sanctions busters.’” In the past 20 years, North Korean
smugglers have devised inventive methods to import oil and export
coal well above UN-mandated levels. One of the most common
techniques involves switching off the real-time tracking devices of
ships involved in illegal trade. Vessels whose transponders are
turned off do not appear on international tracking systems, allowing
them to perform so-called dark voyages.*® In turn, North Korea’'s
illegal ship-to-ship transfers of oil or coal in the middle of the East
China Sea are hard to detect, especially remotely.

If they choose to keep their transponders on to avoid raising
suspicions, North Korean smugglers tend to mask the true
destination of their ships. They pretend that they are going to African
ports, for instance, when they are really sailing to North Korean
waters. To arrange where to meet to perform ship-to-ship transfers,
crews send each other their coordinates via WeChat, a popular
Chinese messaging service. North Korean smugglers do not stop
here. They also go as far as changing the aspects of the ships
involved in illegal activities. As a result, security agencies struggle to
recognize those vessels on satellite images.

In 2018 UN inspectors uncovered a perfect example of a
combination of all of these sanctions-busting techniques. They



tracked the whereabouts of the Yuk-Tung, a ship that had been put
under UN sanctions for helping North Korea to import oil illegally.*®
After months of investigation, UN inspectors found that the owners of
the Yuk-Tung had put in place an elaborate strategy to evade
international penalties.

For starters, the smugglers spoofed the ship’s identity on
international tracking systems. They pretended that the Yuk-Tung
was a Panama-flagged vessel named Maika. The real Maika
belonged to a legitimate company that had nothing to do with North
Korea. On tracking devices, the Yuk-Tung’s (illicit) whereabouts
became those of the (legitimate) Maika. Meanwhile, the real Maika
ship was anchored off Lome, in Africa. Security agencies seeking to
track the whereabouts of the Yuk-Tung saw the movements of the
Maika in the Gulf of Guinea.

The smugglers’ plans went well beyond spoofing. They forged a
false certificate of registry for the Yuk-Tung under the name of the
Maika. The crew of the Yuk-Tung also repainted the ship to erase the
previous YT logo, replacing the Yuk-Tung’'s international
identification number on its stern with that of the Maika. The owners
of the Yuk-Tung had not chosen the Maika ship randomly: the Yuk-
Tung and Maika were twin sister ships, built in the same year with
similar appearances. Security agencies that detected activity from a
ship looking like the Yuk-Tung, which UN sanctions barred from
sailing, thought that it was the unsanctioned Maika.

All of these inventive techniques made it possible for the Yuk-
Tung to continue to perform illegal ship-to-ship oil transfers off the
North Korean coast undetected for several months. The value of
these Illicit transfers was not trivial: UN inspectors believe that it
stood at around US$7.5 million. This may sound like a lot, but the
Yuk-Tung scheme that the United Nations uncovered only represents
the tip of the iceberg. Many other ships have been engaging in
similar activities for decades, highlighting how targeted countries
adapt to evade trade embargoes.



The ability of the North Korean regime to evade sanctions highlights
the flaws of trade embargoes.?° A first problem is that blockades are
extremely difficult to monitor. Sanctioning countries do not have the
capacity to inspect all cargo planes and ships sailing around the
world. Taking only maritime smuggling into account, there are almost
100,000 cargo ships sailing across international seas.?* Inspecting all
of them once a month would entail 1.2 million inspections per year,
that is to say around 3,300 per day across the world’s oceans. This
would be an impossible feat even if all law enforcement agencies
across the world did just that, every day of the year.

Another issue is that most of the time, trade embargoes miss
their intended target. They rarely hurt the well-connected elites of
rogue regimes. North Korea is a case in point. More than 40 percent
of the North Korean population (or more than 10 million people) are
undernourished.?? Nine million North Koreans have no access to
basic health facilities. Around 20 percent of North Korean children
are stunted as a result of poor nutrition and repeated infections.
Meanwhile, the members of the North Korean elite continue to
access luxury goods thanks to the networks that Pyongyang has
built to evade the UN embargo.

Blockades also impede the activities of humanitarian workers. On
paper, embargoes are not meant to complicate the work of aid
organizations. However, most international agencies mention
sanctions as the first impediment to their activities in rogue countries
such as North Korea. A common complaint is that the UN embargo
prohibits the export of water-cleaning pumps and food-processing
machinery to North Korea, impeding the population’s access to clean
water and food products.

Faced with this criticism, the United Nations is quick to respond
that it is doubtful whether Pyongyang, if it had access to such goods,
would use them to increase sanitation and food production. Pumps
would likely end up being used to extract water out of illicit coal
mines. Food-processing machinery would be dismantled to produce
items that the regime believes are more crucial than food for
survival, such as nuclear weapons.



This is all true. But on the ground, these rational considerations
are of little comfort to humanitarian workers, who fear that the human
collateral damage of sanctions is often ignored. The relationships
between sanctions “targeters™—U.S. Treasury civil servants who
impose penalties—and humanitarian workers are often frosty (at
best). Most of the time, the two sides’ standpoints look irreconcilable.

Conscious of these flaws, in the early 2000s OFAC started to
brainstorm about how to replace trade embargoes with something
better. The agency had three objectives in mind. Improved sanctions
should be more targeted than blanket trade embargoes, sparing
civilians while hurting well-connected elites. Enhanced penalties
should prove more difficult to circumvent. And perhaps most
important of all, revamped sanctions should hurt rogue regimes more
than trade embargoes. With these aims in mind, OFAC started to do
some thinking.

In 2003, while OFAC was undertaking these efforts, the agency’s
targeters detected that an obscure bank in Macau, Banco Delta Asia,
was processing vast numbers of transactions for North Korea.?®* The
agency felt that it was on to something. With the help of the rest of
the intelligence community, OFAC started to dig a little deeper. After
a thorough investigation, the pieces of the puzzle that the agency put
together were astonishing. For more than 20 years,?* the North
Korean regime had been using networks of banks connected to
Banco Delta Asia to conduct illegal business abroad and then
repatriate illicit profits to Pyongyang.2®

OFAC's targeters quickly realized that the sums at stake were
huge. North Korea is a major (and probably the most skilled) global
player in the forgery of US$100 banknotes. The country also excels
at the smuggling of methamphetamine and heroin. In the early 2000s
North Korea received around US$500 million per year from its
banknote-counterfeiting activities and an additional US$100 million



to US$200 million from drug trafficking.?®¢ The funds served to finance
Pyongyang’s military ambitions.

OFAC's investigation proved damning. The agency showed that
Banco Delta Asia was involved in many of these transactions. The
bank represented nothing less than the sole financial conduit
between North Korea and the rest of the world. The arrangement
between Pyongyang and Banco Delta Asia did not stop here. It also
made it possible for North Korea to deposit bags of (counterfeit) cash
on Banco Delta Asia’s accounts.?” North Korean smugglers and
diplomats were then able to withdraw the money from ATMs
anywhere in the world, undetected. In the mind of OFAC analysts,
targeting Banco Delta Asia looked like an ideal way to apply
pressure on Pyongyang. However, there was a catch: back then, the
U.S. sanctions arsenal was limited to trade embargoes. The agency
had not yet invented any coercive measures to use against Banco
Delta Asia.

At the time, shortly after 9/11, North Korea was not a top priority
for OFAC. The agency was devoting a large share of its resources to
tracking the financial transactions of terrorists. It cost Al-Qaeda
around US$450,000 to finance 9/11;%¢ in the early 2000s the terror
group’s annual budget stood at around US$30 million. Without
access to international financial channels and banks willing to
process illegal transactions, financing of terror attacks is difficult and
more expensive. OFAC staff soon realized that the same reasoning
could apply not only to terror groups but also to countries, such as
North Korea.

Why not, OFAC officials thought, target the international bank on
which Pyongyang was so dependent to finance its illicit activities?
The reasoning went that by severing the ties between Banco Delta
Asia and the international banking system, North Korea would not be
able to launder and repatriate the proceeds from its illicit business
activities abroad. Without cash, the regime would find it harder to
finance nuclear weapons and, potentially, to survive. The concept of
financial sanctions, which target banking ties, was born. They remain
in effect to this day.



The idea behind financial sanctions is beautifully simple. It is difficult
to raise funds, conduct international business, or launder the
proceeds from illicit activities without banks. Cash is king, but
banknotes are bulky and impractical to carry around. For large
amounts of money, wires, and therefore banks to process them, are
needed. Instead of imposing trade embargoes that are difficult to
enforce and easy to circumvent, the United States decided to go
after the banks that process transactions for rogue regimes, starting
with Banco Delta Asia.

The United States had no intention of freezing the accounts that
North Korea held in Banco Delta Asia. At any rate, the United States
had no jurisdiction to do so; for all its might, OFAC remains an
American agency, which can freeze only U.S.-held bank accounts.
Instead, OFAC chose to ask Banco Delta Asia to make a seemingly
simple choice: the financial institution could either stop conducting
business with Pyongyang or be kicked out of the U.S. financial
system. Across the world, bank executives shuddered when they
heard that a bank’s ties to the U.S. financial system could be
severed: without such access, financial institutions cannot use the
U.S. dollar. For banks, this amounts to a death sentence, given the
greenback’s global clout.?®

Undeterred, Banco Delta Asia chose the second option and
continued its lucrative activities with Pyongyang (which it denied
existed in the first place). In turn, OFAC targeters imposed financial
sanctions on the bank, barring it from using the U.S. dollar. Rumors
of potential sanctions had previously triggered a run on the financial
institution. By the time Banco Delta Asia was effectively hit by U.S.
penalties, its clients had already withdrawn one-third of their deposits
from the bank’s coffers.*

This was quite a blow, but OFAC did not stop here. The agency
also got in touch with international banks that used to work with
Banco Delta Asia. U.S. officials warned these banks of the risks of
working with dubious institutions. International banks got the
message and started to think twice before doing business with murky



counterparts. Banco Delta Asia soon became a pariah on the
international financial scene that no reputable financial establishment
was willing to work with. A string of international banks that had
previously worked with Banco Delta Asia on behalf of North Korea
closed. (In late 2020 the United States rescinded the sanctions on
Banco Delta Asia.)3!

Financial sanctions turned out to be much more effective than
trade embargoes in hurting North Korea. Targeting a single bank was
all it took to deal a severe blow to Pyongyang, destroying the sole
conduit for North Korea’'s international banking transactions. Since
then, Pyongyang has refined its sanctions-busting tricks and found
other ways to finance its illegal activities across the globe. But as a
North Korean senior official admitted to a U.S. negotiator shortly
after Banco Delta Asia was hit, “You finally found a way to hurt us.”??
Financial sanctions were born. They would soon be put to good use
against Iran.
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HITTING WHERE IT HURTS

The Era of Financial Sanctions

against North Korea proved resounding. By cutting the access

of a single bank to the U.S. financial system, the agency dealt
a serious blow to Pyongyang. OFAC officials were still celebrating
this victory when they received instructions to start going after Iran.
Like North Korea, the Islamic regime is high up in the global ranking
of rogue countries. Tehran has long been sponsoring global terrorism
via Hizbullah, its Lebanese political and military subsidiary. From
Washington’s perspective, Iran’s support for paramilitary groups in
Yemen, Syria, and Iraq also represents a threat to the stability of the
Middle East.

Yet America’s main worry, as in the case of North Korea, centers
on lIran’s nuclear ambitions. Tehran maintains that its nuclear
program has purely civilian purposes, but most experts and Western
governments think otherwise: they believe the Islamic regime wants
to build a nuclear bomb. If Tehran manages to have nuclear
weapons, the Israeli government is convinced that Israel will be
wiped off the map. In such a scenario, there is also a distinct risk that

T he success of the Office of Foreign Assets Control (OFAC)



other Middle Eastern countries, such as Saudi Arabia, Turkey, or
Egypt, will want to become nuclear powers, too. This would
undermine Washington’s long-standing efforts to curb nuclear
proliferation.?

Concerns about Iran’s nuclear ambitions became especially
acute in the early 2000s after a group of Iranian exiles revealed
Tehran’s clandestine efforts to build nuclear centrifuges.? By then,
the country had already been the target of U.S. sanctions for more
than two decades. In 1979 the Tehran hostage crisis prompted
President Jimmy Carter to ban U.S. imports of Iranian oil and to
freeze US$12 billion in Iranian assets held in U.S. banks.® In the
1980s Washington also imposed an arms embargo on Tehran in
response to the Iran-lrag war.

Tougher sanctions came in the 1990s, when President Bill Clinton
imposed a full-fledged trade blockade on Iran to protest against the
country’s support for Islamist terror groups, such as Hamas in
Palestine. The embargo was also a response to early indications that
Iran was keen to launch a nuclear program. However, all of these
sanctions proved only mildly effective. In the early 2000s Iran’s
global efforts to sponsor terrorism were only expanding, and so were
the country’s nuclear ambitions.

To OFAC's frustration, the approach that the agency used against
Banco Delta Asia could not work against Iran. Pyongyang has long
been a pariah on the global stage. By contrast, Tehran holds the
world’s largest oil and gas reserves, making Iran a significant player
in global energy markets. In the early 2000s the Islamic regime had
few ties to the United States as a result of Washington’s long-
standing trade embargo. However, Tehran had deep commercial
relationships with European countries, such as Germany, as well as
Middle Eastern neighbors, notably Dubai and Turkey.

As opposed to North Korea, Iran did not rely on a single financial
channel to trade with the rest of the world; Tehran maintained links



with multiple international banks, including many reputable European
and Asian financial institutions. Targeting Banco Delta Asia, an
obscure bank in Macau that worked with North Korea, was a
reasonable endeavor. By contrast, imposing penalties on dozens of
major financial institutions from allied countries was not realistic;
such measures would almost certainly trigger a global financial crisis
and badly hurt the U.S. economy along the way.

Thwarted, OFAC had another idea: how about going after Iranian
banks instead? On paper, such a strategy appeared promising: in
doing so, the United States would sever the ties between Iran and
the global financial system, thereby choking the Iranian economy
and slowing Tehran’s nuclear ambitions. The United States had a
powerful weapon at its disposal to implement this strategy: the U.S.
dollar, which Iran used to conduct international trade and export oil.
Like Banco Delta Asia, sanctioned Iranian banks would lose access
to the greenback.

Such sanctions came with an added benefit, which made them
easier to sell to U.S. policy makers: most of the Iranian banks that
OFAC was keen to place under sanctions were also involved in the
financing of Hizbullah’s global terror operations,* such as the attack
against American and French military barracks in Lebanon in 1983,°
the hijacking of TWA Flight 847 in 1985,6 or the 1992 bombing of the
Israeli embassy in Buenos Aires.”

The proposed approach sounded good to the U.S. administration,
and OFAC was soon busy imposing financial sanctions against Iran’s
largest banks. In 2006 the agency started with Bank Saderat, which
represented the main financial link between Tehran and Hizbullah.®
In the following months, OFAC added other Iranian banks to the list,
including Melli (Iran’s largest bank), Mellat, and Sepah.® These
sanctions cut the access of these banks to global banking channels,
making international transactions difficult. The process that
eventually culminated in Iran’s total financial isolation had started.



The United States had an ulterior motive to impose sanctions against
Iranian banks. Washington wanted to send a strong signal to
multinationals: the administration was determined to curb Tehran’s
ability to do business with the rest of the world, and the United
States was watching all the transactions—Iegal or illegal—conducted
in Iran. To monitor these transactions, the U.S. Treasury had an ace
up its sleeve. OFAC had previously initiated a secret partnership with
Swift, the Belgium-based cooperative that provides the infrastructure
to process financial wires around the world.*°

The covert scheme had a simple goal: gathering data on the
activities of international companies in Iran. Given the long-standing
U.S. embargo on Tehran, these firms could only be non-American
ones. The United States maintains it was interested only in
operations that could benefit Iranian-sponsored terror groups, such
as Hizbullah or Hamas.** However, all financial transactions—many
of them perfectly legitimate—were recorded. This was not an
oversight. U.S. officials had a clear idea of how they could use these
troves of data.

U.S. Treasury officials started to pay visits to bankers across the
world, showing them that the U.S. Treasury had lists of all the
transactions that the bankers’ financial institutions had conducted
with Iranian businesses. The message was clear. doing business
with Iran was dangerous, and the United States was watching. If
international banks were caught processing illegal transactions for
Tehran, the United States would not hesitate to go after them and cut
their access to the U.S. dollar. The subtext was also obvious:
ditching all ties with Iran was the safest option. Many Western banks
started to think twice before clearing wires involving Iranian
companies.

Sanctions against lIranian banks were painful for Tehran.
However, their impact was not severe enough to convince the
Islamic regime to change tack. In 2012, six years after the United
States started to slap sanctions on lranian financial institutions,
Western intelligence agencies were still filing reports about Iran’s
nuclear ambitions.'? These developments alarmed Washington, but
also European capitals and Israel. The Obama administration
decided to act decisively. It threatened to put Swift under sanctions if



the institution did not stop doing business with Iran.'® Swift felt that it
had no choice but to oblige, and it cut ties to Tehran. Processing
international wires to or from Iran became almost impossible.

By targeting Iranian banks and cutting Tehran’s access to Swift, the
United States effectively imposed a financial embargo against Iran.
The lack of international banking ties put the Iranian economy under
tremendous pressure. Some business transactions with Tehran
remained legal despite the sanctions, but in the absence of financial
infrastructure to process them, they could not take place. Iran
became unable to conduct trade with Western countries. Worse still
for Iranian leaders, without access to global banks Iran’s ability to
export oil—a crucial lifeline for the regime—became severely
compromised.*

Growth collapsed. Iran’s currency, the rial, sank. Inflation shot up
to record-high levels. Living standards fell, and basic staples became
hard to find in supermarkets.* The Iranian leadership had no choice
but to acknowledge that sanctions were crippling the economy.
Speaking on the topic of sanctions, in 2012 Iran’s president
Mahmoud Ahmadinejad declared that “The enemy has mobilized all
its forces to enforce its decision, and so a hidden war is underway,
on a very far-reaching global scale.... We should realize that this is a
kind of war through which the enemy assumes it can defeat the
Iranian nation.”® Ahmadinejad’s tone was pugnacious, but Iran was
up against the sanctions wall.

Economic devastation was precisely the point of sanctions. The
United States hoped that faced with such difficulties, the Iranian
population would start to question whether the government’s nuclear
ambitions were really worth it. At some point, Washington expected,
the Iranian leadership would have no choice but to change tack and
abandon its nuclear program in exchange for sanctions relief. The
U.S. bet was bold, but it proved to be a winning one.



In 2013 Iranian voters elected Hassan Rouhani, a moderate
pragmatist (by lIranian standards), as president. After eight years
under the combative Ahmadinejad, this was quite a change.
Rouhani’'s campaign manifesto included two pledges. His first
promise was to negotiate a nuclear deal with the United States in
return for the lifting of sanctions. His second commitment was that
sanctions relief would prompt a swift economic recovery. For the rest
of the world, Rouhani's election represented a promising
development: it showed that Iranians felt that saving the economy
was more important than realizing the leadership’s nuclear
ambitions.

On the day he took office, Rouhani vowed to put an end to the
West’s “oppressive sanctions.”’ Yet power in Iran is not fully in the
hands of the president. The long-standing supreme leader, Ali
Khamenei, is a much more powerful figure than short-lived
presidents. At the time, Khamenei had been in power for nearly a
guarter of a century. He was present at Rouhani’s inauguration. The
supreme leader bluntly reminded Rouhani that Iran had to “stand up
to arrogance and bullies.”® Khamenei was clearly talking about the
United States. The path to negotiate a nuclear deal did not look
straightforward.

Khamenei was a hard-liner, who appeared reluctant to make
concessions around Iran’s nuclear program. To him, negotiating a
deal with Western countries was not only humiliating, but also a
waste of time. Given the number of coups that American and British
intelligence services are thought to have fomented on Iranian soil
since the 1950s, the supreme leader probably believed that he could
not trust America and Europe. In Khamenei’s view, conflict with the
United States also forms part of the regime’s identity;*® as he put it,
Tehran “needs enmity with America, the [Islamic] revolution needs
enmity with America.”?®

Khamenei's motives for opposing a nuclear deal went beyond
politics. Hard-liners like him were close to Iran’s Islamic
Revolutionary Guard Corps (IRGC), which is officially a branch of



Iran’'s armed forces. However, the IRGC’s outreach goes well
beyond the military sector. The paramilitary group also controls a
large share of the Iranian economy, especially in the energy and
construction sectors. Sanctions meant that the numerous companies
the IRGC owned faced no competition from international businesses.
The IRGC was not keen to see penalties being lifted: the long-
sanctioned group was directly benefiting from them.

Khamenei was caught between reformists, who wanted a nuclear
deal to save the economy, and hard-liners, who opposed the idea of
negotiating with seemingly untrustworthy Western powers. The
nuclear program used to be one of the most important items on
Iran’s policy agenda, even though it was pursued at the expense of
economic development. Yet Khamenei soon had little choice but to
shift tack. The Iranian economy was in a desperate state, and
Iranian voters had expressed their desire to see sanctions lifted.
Shortly after Rouhani’s election, Khamenei gave Iranian diplomats
the green light to negotiate a nuclear deal with Washington.?!

Secret negotiations with the United States had started in Oman a
few months before Rouhani’s election. They had not proved
constructive, to say the least. Disagreements between Iranian and
American negotiators were numerous. The American side thought
that Iranian demands were unrealistic, precisely to torpedo the
possibility of holding productive talks. Khamenei's change of heart
meant that from one day to another, this all changed. Armed with
new instructions from Tehran, Iranian negotiators started to accept
some limitations on their nuclear program that had previously
represented nonstarters. Discussions remained difficult, but at least
they became productive.

Two years later, in 2015, Iran and the five permanent members of
the UN Security Council signed the nuclear deal with great fanfare.
In return for sanctions relief, Iran committed to curbs and checks on
its nuclear program. Sanctions enthusiasts rejoiced: in their view, the
conclusion of the nuclear deal demonstrated the effectiveness of
sanctions in bringing a rogue country to the negotiating table. To
some, sanctions started to look like an almost magical tool to
advance U.S. interests. At around the same time, Russia began to
threaten Ukraine’s territorial integrity. Unsurprisingly, America looked



no further than sanctions to send a warning to Russian president
Vladimir Putin.

In early 2014, while American and Iranian diplomats were busy
negotiating a nuclear deal, Russia illegally annexed Crimea and
started to back separatist rebels in eastern Ukraine. Moscow’s
brazen actions caused consternation in Western countries: why was
the Kremlin risking war with the West over a small peninsula that
Soviet leader Nikita Khrushchev had given Ukraine 60 years earlier?
Europe and America felt that they had to act fast to prevent Putin
from seizing more of eastern Europe.??> Sanctions were in order.

Designing of sanctions entails carefully studying the strengths
and weaknesses of their intended target. OFAC had long known that
the energy sector represents Russia’s greatest asset but also the
country’s Achilles’ heel. Oil and gas extraction represents about one-
third of Russia’s economy, half of the country’s fiscal revenue, and
nearly two-thirds of its exports.?® In turn, the targeting of Russia’s
energy sector looked like a sure way to deal a fatal blow to the
Kremlin.

However, precisely because Russia’s oil and gas sector is so big,
American and European officials faced a tricky problem: if the United
States cut the access of Russian energy firms to the U.S. dollar
(possibly via sanctions on these companies or on Russian banks),
Moscow would become unable to export hydrocarbons. Without
access to Russian oil and gas, power plants and factories in many
countries would simply come to a halt.

The imposition of embargoes against Cuba and North Korea, two
minor players on the world economic scene, is one thing: the global
economy will not suffer one iota. The global footprint of the Iranian
economy is not negligible given Tehran’s vast energy resources, but
it remains limited, too. Going after Russia, which in 2014 was the
sixth largest economy in the world and the biggest oil and gas
producer, was an entirely different matter. If Western countries did



not get their Russia sanctions right, they risked shooting themselves
in the foot.

The situation was especially worrying for European governments.
The Cold War legacy means that Russia has long been a minor
trade partner for the United States; Washington could probably cut
all ties with Moscow without doing much harm to the American
economy. Europe, by contrast, finds itself in an entirely different
situation. Russia is Europe’s neighbor, and in 2014 Moscow supplied
around one-third of the European Union’s energy imports.?
Sanctions against Russia’s oil and gas sector would have been
mostly painless for the United States but a catastrophe for the
European Union.

This divergence of interests led to heated discussions between
Washington and Brussels. The U.S. administration wanted to go
hard against Russia, which meant targeting Moscow’s oil and gas
exports. Such a prospect was alarming for European countries,
which pushed for milder penalties during countless (and often
seemingly endless) late-night meetings. EU member states also
worried that sanctions against Russia’s energy exports would cause
a spike in global oil prices, which would be damaging for the global
economy. In the aftermath of the sovereign debt crisis in the euro
zone, this was not a risk that the European Union was willing to take.

Something else in the timing of the crisis made European
countries even more nervous. Tense transatlantic discussions to
design sanctions against Russia started in the chilly month of
February, during the colder winter period, when Europe’s energy
needs were greatest. The prospect of telling European citizens that
they would have to endure several months without heating for the
sake of Crimea, a land that few Europeans knew existed before
Russia seized it, did not appeal to EU leaders.

Another headache for both the United States and the European
Union was that many Western energy companies had a major
presence in Russia, providing Moscow with top-notch technology to
tap into ever more remote oil and gas fields. Britain’'s BP, the United
States’ Exxon, Italy’s ENI, and France’s Total, among others, had
multibillion-dollar projects in Russia. They had no intention of losing



their investments and made sure that their governments knew how
strongly they opposed sanctions. How many jobs were at stake back
home featured heavily in the case against sanctions that executives
from these companies made to European governments.

A final hurdle remained. Russia was not Cuba, North Korea, or
Iran, which had long been pariah states. In early 2014 Russia was a
member of the then-G8 and the G20 as well as an ally for both
Europe and, albeit to a lesser extent, the United States in the war on
terror. Both sides of the Atlantic wanted to give Putin a face-saving
way out to defuse or stop the conflict. After all, preventing the
Ukrainian stand-off from escalating further was the very point of
sanctions. At any rate, Russia was too big a target. going for
stringent sanctions would be devastating for Moscow but also for
Washington’s European allies. A more nuanced form of sanctions
was needed.

The compromise that the United States found to maximize pressure
on Russia while preserving Europe’s economic interests represented
a further refinement of financial sanctions. Instead of imposing
blanket penalties on Russian banks, which would have prevented
Moscow from exporting oil or gas by cutting their access to the U.S.
dollar, Washington adopted a more targeted approach. America went
after the three main pillars of the Russian economy: the energy,
financial, and military sectors. To do so, OFAC created a new
concept: sectoral sanctions. Such penalties target economic sectors,
rather than individuals, banks or companies.

The U.S. approach restricted Russia’s access to two crucial
Western commodities: deep, well-functioning capital markets and
technology for the extraction of oil and gas. Some of Russia’s largest
companies in energy (such as global oil major Rosneft), defense
(such as Rosoboronexport, which serves as an intermediary for
Russian arms exports), and finance (such as state-owned banks
VTB and Sberbank) were barred from raising medium- and long-term



debt in the United States—curbing their ability to finance themselves
on capital markets. Crucially, however, their access to the greenback
was untouched.

The most significant provisions of U.S. sanctions against Russia
relate to the energy sector, however. As part of its Russia sanctions
package, Washington restricted the ability of American energy
companies to explore and produce hydrocarbons in the Arctic region,
where most of Russia’s untapped oil and gas reserves are located.
The sanctions also banned the export of U.S.-made oil-drilling
equipment to Russia. The measure was retroactive: even existing
contracts had to be canceled.

For Moscow, development of energy fields in the Arctic is crucial:
in the long term, these reserves are meant to replace maturing fields
in the Urals and Siberia. Exploration of untapped resources in the
Arctic is far from easy; energy fields are located deep under the
Arctic Ocean, which is frozen for most of the year. To succeed,
Russia knows that it needs ample financing as well as Western—and
ideally American—technology. By barring Russian energy
companies from raising debt in America and making U.S.-made
technology off-limits for Moscow, sanctions have dealt a severe blow
to Russia’s energy sector.

If push comes to shove, Russia should be able to source the
financing required from China; in 2016 Chinese banks lent US$12
billion to a Russian-led consortium of energy firms to salvage the
US$27 billion Yamal gas megaproject after sanctions complicated its
funding.?® However, over time, securing financing from China might
prove increasingly challenging. The financial terms extended by
Chinese banks might also prove unattractive, but Russian energy
companies will have no other alternatives.

The other challenge for Russia will be to source the required
technology. Again, Chinese firms will be only too happy to help, but
Chinese supplies might not meet Moscow’s needs; Russian energy
companies are used to working with Western-made, top-notch
equipment, and adapting to other standards might be difficult. The
bottom line is clear: by limiting financing options and access to
American technology, the sanctions that the United States imposed



on Moscow in 2014 will constrain Russia’s ability to remain a major
player on the global energy scene in the coming decades. For the
Russian leadership, this represents an existential threat.

Since 2014 the United States has imposed several rounds of new
sanctions against Russia, first in response to Moscow’s meddling in
the 2016 U.S. presidential election,?® and then following Russia’s
invasion of Ukraine in 2022. The US imposed four seemingly
stringent penalties after the military assault on Ukraine. It froze
Moscow’s U.S. dollar-denominated foreign-exchange reserves (a
fairly small portion of the country’s total reserves) and cut the access
of several Russian banks to Swift. Washington also imposed
restrictions on Russia’s ability to raise sovereign debt (a measure
that U.S. Treasury officials had previously opposed).?” Finally, the
Biden administration announced a ban on Russian oil imports. These
measures made the headlines, but their impact will probably be
limited.

Restrictions on Russia’s access to its foreign-exchange reserves
will curb the ability of the Russian central bank to prop up the value
of the ruble. However, this will not bankrupt the Kremlin; the central
bank holds roughly US$300 billion of reserves in renminbi, gold, and
other non-Western currencies. Cutting the access of some Russian
banks to Swift was a death penalty for these financial institutions, but
the vast majority of Russian banks were spared and continued to
process international transactions. Preventing Russia from raising
sovereign debt will have only a symbolic impact; Moscow’s public
debt is among the lowest in the world. These penalties probably hurt
American investment funds, which held around US$15 billion of
Russian sovereign debt before the war, more than they hurt the
Kremlin.?® Finally, the U.S. ban on Russian oil imports was largely
immaterial; America imports very little Russian oil.

The lack of bite of the 2022 vintage of U.S. sanctions showed
that Washington had already implemented the most robust penalties



in 2014, with measures targeting the energy sector being the most
powerful U.S. weapon. The U.S.’s strategy has long been one aimed
at a slow asphyxiation of the Russian economy. Washington knows
that these measures will take decades to yield results, but the
consensus among U.S. policy makers is that they will pay off in time.
Shortly after dealing with Russia in 2014, OFAC turned to
Venezuela. With Caracas the calculation proved entirely different.
After some initial hesitation, the United States went for a policy of
applying immediate, maximum pressure on Venezuela’'s financial
lifeline.

America’s first sanctions against Venezuela date back to the mid-
2000s. At the time, Washington’s grievances against Caracas were
mild. Venezuela was not cooperating with U.S. anti-terror efforts
(some Venezuelan individuals had been tied to Hizbullah), and the
country served as a base for Colombian drug-traffickers (especially
to launder money). A few years later, the Obama administration
imposed further sanctions against Caracas, targeting Venezuelan
officials in retaliation for human-rights abuses, drug smuggling, and
support for international criminal networks. At the time, the White
House also banned the export of U.S.-made military equipment to
Venezuela for fear that the authoritarian government of Hugo
Chavez would use the gear to crush popular dissent. In truth, these
penalties mainly had a symbolic purpose. In the grand scheme of
things, Venezuela was simply not a foreign-policy priority for U.S.
diplomats.

This all changed in March 2017, when Venezuela started to make
international headlines. Supporters of the repressive regime of
Chavez’'s successor, Nicolds Maduro, stripped the opposition-
controlled parliament of its powers. International observers and
opposition politicians saw this as a coup, and a severe political crisis
that resembled a civil war between pro- and anti-government



factions followed. On the ground, the human toll was high. Dozens of
civilians died in demonstrations calling for free and fair elections.?®

Five months later protests were still raging, sparking fears in
Washington that the situation in Venezuela would spill over across
Latin America. President Donald Trump had previously declared that
he was not ruling out the military option to confront the Maduro
regime.*® However, sending in U.S. troops appeared risky, and at
odds with the president's “America First” isolationist policy.
Sanctions, which had by then become a tried and tested diplomatic
tool, looked much more appealing. OFAC was put to work to see
what form such penalties could take.

The agency’s assessment was an easy one to make: Venezuela
was nothing short of an economic mess, which left only a few
pressure points against which to impose painful sanctions. The oll
industry was the only sector that was still in decent shape. This
made it look like a perfect target, especially as hydrocarbons were
the financial lifeline of the Maduro regime: in 2017 Petréleos de
Venezuela (PdVSA; the Venezuelan state-owned oil company)
provided Caracas with 60 percent of fiscal income3! and nearly all of
the country’s export revenues.®? PdVSA also represented the
regime’s only source of hard currency, as the sale of oil was the only
activity generating profits in U.S. dollars.

Importantly, OFAC noted that there was little risk that allies would
oppose sanctions against PdVSA. Venezuela holds the world’s
largest reserves of oil, but decades of underinvestment mean that
the country is not a major player on global energy markets. Asian
and European economies import little hydrocarbons, if any, from
Venezuela. This meant potential U.S. sanctions against PdVSA
would not represent a problem for U.S. partners. However, there was
a catch: at the time, American oil refineries bought one-third of
Venezuela’'s oil exports, making the United States PdVSA's largest
market.*

It did not take U.S. oil refiners long to grow alarmed about the
prospect of sanctions on PdVSA. They had good grounds for
objecting and getting a hearing in Washington. In their view,
penalties against Venezuela’s oil sector would lead to mass layoffs in



U.S. refineries and raise domestic fuel costs.?* Citgo, the eighth
largest oil refiner in the United States, was particularly vocal in its
opposition to potential sanctions on PdVSA.** This was not
surprising. The firm is based in Texas, but it is fully owned by
PdVSA, that is to say the Venezuelan government. Venezuelan oil is
heavy, and thus hard to refine. Citgo had made massive investments
to acquire the technology to process Venezuelan crude in giant
refineries in Texas, lllinois, and Louisiana.*® If the United States
imposed sanctions on PdVSA, Citgo’s survival appeared at stake.
Alarmed, the company hired a team of lobbyists to make its case in
Washington’s corridors of power.

Another potential side effect of potential U.S. sanctions against
Venezuela’'s oil exports soon emerged. It was even more alarming.
PdVSA had just taken out a loan from Rosneft, the Russian state-
owned oil giant. As collateral, PdVSA had offered 49.9 percent of
Citgo’s shares.®” If PAVSA could not export oil anymore, it might
default on this loan. In turn, Rosneft could soon own almost nearly
half of Citgo’s assets, including a wide U.S. network of gasoline
stations, three oil refineries, several pipelines, and a few fuel
terminals.

Such a scenario posed a myriad of problems. For one, these
facilities provided thousands of jobs to U.S. workers. If Rosneft
absorbed Citgo, there was a risk that these jobs would vanish
overnight. Even more worryingly, Rosneft’'s largest shareholder is
none other than the Kremlin. For the U.S. administration, letting
Russia take control of a chunk of U.S. energy infrastructure was a
nightmare scenario. It would also have been a public-relations
disaster only a few months after Moscow’s meddling in the 2016
presidential election. The risk that sanctions against PdVSA would
backfire was simply too high. OFAC had to find something else.

Instead of going for the full-blown option—targeting Venezuela'’s oil
sector—OFAC cut the country’s access to international debt



markets. As a result, Caracas was effectively barred from issuing
sovereign debt in U.S. dollars. In theory, this strategy was a powerful
one: it prevented the rollover of existing public debt, raising the
chances of a sovereign default. As a government-owned entity,
PdVSA was targeted by these restrictions, too. Citgo was also
affected; the company was prevented from sending its U.S. profits
back to Venezuela. On paper, these measures looked set to
asphyxiate the Venezuelan regime financially. Yet sanctions
specialists knew that these penalties mainly had a symbolic value.

Venezuela had long been facing problems to raise sovereign
debt, and these had nothing to do with sanctions. Financial investors
had no appetite for the debt of a rogue regime crippled by decades
of chronic economic mismanagement. The interest rate on
Venezuela’'s sovereign debt stood at nearly 30 percent, about ten
times the average interest rate recorded in other emerging
markets.?® Despite having massive financing needs, Caracas had
been able to tap international debt markets only twice in the year
before U.S. penalties were imposed. Sanctions against Venezuela'’s
sovereign debt looked great in theory, but they could not work in
practice: the country’s access to international debt markets was
already nonexistent.

Experts also knew that blocking the repatriation of Citgo’s
dividends to Venezuela would not make much of a difference for the
Maduro regime. Granted, Citgo represented Venezuela’s largest and
most profitable foreign asset. Before it was hit by sanctions, the U.S.
energy firm used to send around US$1 billion in dividends back to
Venezuela every year® Every penny was much needed, but
Venezuela’s fiscal deficit was of an entirely different order of
magnitude. It stood at nearly US$30 billion in 2017. Citgo’s dividends
were petty cash for Caracas.

Venezuela defaulted on its sovereign debt three months after
U.S. sanctions were imposed. PdVSA started to miss debt
repayments shortly afterward. The U.S. administration officially
welcomed these developments, but OFAC officials knew that
sanctions did not have much to do with this. Restrictions on PdVSA's
oil exports were the only measure that could seriously weaken
Caracas. However, U.S. oil refiners were vocally opposed to such



penalties. OFAC shelved its files on PdVSA. The agency had to wait
for a second chance to go after Venezuela’'s cash cow. Unbeknownst
to American sanctions experts, this would not take long.

In January 2019 Juan Guaido, an opposition politician, declared
himself as Venezuela’s interim president until free and fair elections
could be held. Guaido quickly received the support of the
international community. However, Maduro resolutely held on to
power. In Washington, the administration started to look for ways to
send a powerful signal of its support to Guaido. The United States
believed that regime change in Venezuela was possible, if not
imminent. To speed up Guaido’s installation, the United States
looked no further than sanctions.

This time, proponents of sanctions against PdVSA had a solid
narrative to offer to whoever would listen. They argued that
sanctions against the Venezuelan energy firm would deprive the
regime of crucial oil revenue. In their view, this could only accelerate
the fall of Maduro’s regime and encourage the installation of a
Guaido-led administration. The reasoning was hard to resist. It also
fitted neatly with the administration’s foreign policy priorities, which
included regime change in Venezuela. Support for sanctions against
PdVSA started to gain traction within Washington.

There was another reason why the administration was more open
to targeting PdVSA than had been the case two years before. Since
2018 the United States has been ramping up its domestic oil
production and energy exports to historic highs. The rise in U.S.
crude production meant that domestic oil refiners could replace
Venezuelan oil with crude from the U.S. Gulf coast, something that
they could not do back in 2017. From the perspective of the Trump
administration, supporting the development of American oil
producers could not be a bad idea. After two years of intense
lobbying, Citgo’s lobbyists lost the battle. The United States put
PdVSA under stringent sanctions.



The United States’ approach against PdVSA was intended to put
Caracas under maximum pressure. Sanctions barred the
Venezuelan oil company from exporting oil, including to U.S.
refineries. For PAVSA's coffers, this was a catastrophe. American
refiners used to pay cash for Venezuelan crude, providing PdVSA
with around 70 percent of its cash income. Shipments to other
buyers, such as Russia’'s Rosneft and China’'s CNPC, were less
profitable; they were earmarked as repayment-in-kind for previous
loans.®® Cash from oil shipments to the United States vanished
overnight, leaving a hole of US$11 billion in PAVSA’s accounts.*

U.S. sanctions also cut out PdVSA's access to the U.S. financial
system, barring the energy company from using the greenback and
further complicating illicit oil exports to buyers willing to ignore U.S.
sanctions (in return for a steep rebate). On top of this, U.S.
companies that used to provide Venezuela with light crude were
forbidden to do so0.4? This was a crucial part of the sanctions
package: if it is not diluted with lighter crude, which often came from
the United States, Venezuelan oil is so heavy that it cannot flow via
pipelines. Without access to American light crude, PAVSA had no
choice but to market Venezuelan oil at a discount until the firm could
find alternative suppliers.

Even before Washington sanctioned PdVSA, Venezuela's oil
production had been cut by half in the space of only two years,
owing to chronic mismanagement and underinvestment. U.S.
sanctions dealt a further blow to Caracas. U.S. companies stopped
buying Venezuelan crude overnight. Most international buyers of
Venezuelan oil also ditched their contracts with PdVSA after
American diplomats paid them visits to (more or less gently) remind
them to comply with U.S. sanctions. For PdVSA, repaying existing
debt became difficult. Some analysts predicted that the company
would prove unable to meet its financial commitments.



PdVSA's collapse looked possible. Such a scenario appeared to
be a welcome development, but it kept some at OFAC awake at
night. The agency wanted to make sure that Russia’s energy giant
Rosneft would not be able to seize Citgo’s assets if PAVSA defaulted
on its debt. U.S. officials had solid reasons to be worried. The
Venezuelan firm had pledged half of Citgo’s shares as collateral for a
bond due to mature in 2020. PdVSA had used the other half of
Citgo’s shares to secure a loan from Rosneft. In late 2019 a US$928
million repayment on PdVSA’'s 2020 bond became overdue.

Creditors were growing impatient. They threatened to go after
Citgo—the bond’s collateral—to get their money back. If Citgo was
dismembered during negotiations with creditors, there was a chance
that the Russian oil company could seize the other half of the U.S. oil
firm. The risk looked small, but Washington did not want to take any
chances. Previous fears that Russia’s state-owned oil giant could
take control of U.S. energy infrastructure resurfaced. Some senators
argued that such a scenario represented a threat to national
security.*?

Under tremendous pressure, the U.S. Treasury imposed a freeze
on all transactions related to PdVSA's 2020 bond, effectively
preventing investors from seizing half of Citgo to make up for the
missed bond repayments.** The United States had the power to
impose such a ban: the bond was denominated in U.S. dollars. This
was another example of how the United States can leverage the
greenback to impose its will in business negotiations between private
creditors. With the ban in place, Citgo’s assets remained off-limits for
Rosneft.*

In Venezuela, targeting a single company is all that Washington had
to do in order to weaken the regime. Cash receipts from PdVSA's oll
exports vanished, and Caracas was left scrambling to find other
customers for its crude. The regime initially managed to circumvent
the penalties, but the United States gradually tightened the sanction



screws to target illicit oil exports.*¢ By early 2020, PdVSA’s crude
shipments represented only a fraction of what they used to be.*’

All is not lost for Caracas. Unsurprisingly, Russia and China have
stepped in to help Maduro. The Venezuelan government has also
ramped up drug-trafficking and illegal mining activities to replace part
of its lost oil revenues.*® As a result, Maduro remains in power and is
able to claim that U.S. sanctions are painless. In late 2020 he even
regained control of parliament, the last institution that remained in
the hands of the opposition. The reality is different, however.
Sanctions will put the regime under tremendous pressure until
Maduro gives in and comes to an agreement with the United States.
Perhaps he will, or maybe not. In the meantime, Venezuela’'s
prospects appear bleak.
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HIT AND MISS

Why Sanctions Sometimes Work, but More Often Falil

Gaddafi got off on the wrong foot. Shortly after overthrowing King

Idris |, Gaddafi nationalized Libya’'s energy industry and booted
U.S. oil companies out of the country. Ten years later, Libya
epitomized what a rogue state could look like. Gaddafi’'s penchant for
terrorism and desire to acquire chemical weapons worried
Washington.! The autocratic ruler also had a tendency to murder his
opponents on the streets of European capitals. On top of these
assassinations, Gaddafi sponsored terror attacks in Western airports
and worked with illegal proliferation networks to try to develop a
nuclear arsenal for his country.

Washington saw Tripoli as an immediate threat to American
security. In 1979 President Jimmy Carter added Libya to a list of
states deemed to sponsor terror, prohibiting the export of U.S.
military goods and financial assistance to the country. However,
Gaddafi's behavior did not change. Two years later, Libyan fighter
jets opened fire on U.S. airplanes involved in a naval exercise over
international waters that Gaddafi claimed were Libya’s. In retaliation,

I n 1969 America’s relations with Libya’'s former ruler Muammar



President Ronald Reagan stepped up pressure: he imposed a ban
on Libya’s oil exports to America. Washington also prohibited sales
of U.S.-made oil and gas equipment to Tripoli. Reagan’s strategy
was clear. he sought to put maximum pressure on Gaddafi by
targeting the powerhouse of the Libyan economy—the energy
sector.

Gaddafi did not budge. In April 1986 it became painfully clear to
Washington that sanctions had failed to deter the Libyan ruler from
using terror attacks as a foreign-policy tool. Libyan intelligence
officers planted a bomb in a Berlin disco that was popular among
U.S. soldiers, killing three people (including two American
servicemen) and injuring another 230. Ten days later, Reagan
ordered retaliatory air strikes against Tripoli and Benghazi. Reagan’s
recourse to military force represented an admission by the White
House that the effects of U.S. sanctions had not been severe
enough to convince Gaddafi to change tack.

The limited impact of the penalties did not come as a surprise to
the administration: Washington was sanctioning Tripoli on its own.
European states lamented Gaddafi’'s behavior, but they did not see
Libya as a security threat. In fact, U.S. allies were benefiting from
America’s row with Gaddafi. Sanctions meant that Tripoli could not
export oil to the United States. This was not a problem for Gaddafi,
who simply shifted export routes toward European buyers. Sanctions
also prevented Libya from importing oil and gas technology from
America. Gaddafi did not see this as an issue, either; he started to
source such equipment from European companies, which were
happy to oblige. The United States knew that sanctions against
Libya had no chance of working without the support of European
allies. Something had to change to convince Washington’s partners
to impose penalties on Tripoli, too.

The United States did not have to wait for long. In the late 1980s
Libya added bombing of passenger jets to the long list of its
murderous foreign-policy tools. Libyan intelligence officers took part
in the 1988 bombing of Pan Am Flight 103 over Lockerbie, a small
town in Scotland, kiling 270 people (including the CIA's deputy
station chief in Beirut). One year afterward, Tripoli downed a French
airliner, UTA Flight 722, over Niger, murdering a further 170 people



(including the wife of the U.S. ambassador to Chad). An international
outcry followed, and the United States started to lobby for UN
sanctions against Libya.

With American allies finally aboard, it was easy. A few weeks
after the downing of the UTA Flight 722, the United Nations imposed
stringent penalties against Tripoli. Western countries froze the assets
that the Libyan government held abroad, depriving the regime of
much-needed sources of cash. UN sanctions also prohibited all
exports of oil and gas equipment, as well as arms sales, to Tripoli.
Air travel to and from Libya was banned. The country became a
pariah on the international stage. In these conditions, foreign energy
companies started to exit Tripoli.

The impact of UN-mandated, multilateral sanctions on the Libyan
economy proved to be severe. Libya’'s energy infrastructure soon
started to crumble as investment and access to Western technology
dwindled. Growth became a distant memory, raising the risk of social
unrest as salaries stagnated amid skyrocketing inflation. Overall,
Libyan government officials reckon that international sanctions cost
the country around US$30 billion.?2 For Tripoli, this was too high a
price to pay. Libya hung on for ten years before giving in to sanctions
pressure.

In 1999 the country eventually handed over the two Libyan
suspects in the bombing of Pan Am Flight 103 (one of them was
sentenced to life imprisonment and the other was found not guilty).
Gaddafi also announced that he would stop waging terror attacks
and stayed true to his word. Libya's nuclear arsenal and stock of
chemical weapons were dismantled under international supervision.
In return, the United States and the United Nations lifted all
sanctions against Tripoli.

For Washington, Libya represented a rare, unequivocal sanctions
win: the country was one of a select group of rogue countries that
managed to extricate themselves from U.S. penalties. For sanctions
enthusiasts, Gaddafi's surrender was a clear demonstration that
sanctions can be effective to force rogue countries to alter their
behavior. However, the truth is that Libya was an exception. In most



cases, sanctions do not work. In some instances, they may even
backfire and hurt U.S. interests.

In 1919 President Woodrow Wilson remarked that “A nation that is
boycotted is a nation that is in sight of surrender. Apply this
economic, peaceful, silent, deadly remedy and there will be no need
for force. It does not cost a life outside the nation boycotted, but it
brings a pressure upon the nation which, in my judgment, no modern
nation could resist.”® On this one, Wilson’s judgment was wrong.
Apart from a few high-profile wins such as Libya, there is little
evidence that sanctions are as effective as policy makers would like.
In fact, history shows that most of the time, nations resist and
sanctions fail.

In a 2019 report, the Government Accountability Office (GAO)
noted that the U.S. government does not know whether existing
sanctions programs work, and what effects they have.* This is not
surprising. The U.S. Treasury does not publish studies on the
effectiveness of sanctions before they are imposed or after they
have been in place for some time. Nor do the State and Commerce
Departments. In fact, such assessments do not exist: before
Imposing sanctions, an administration checks only whether they
could cause immediate humanitarian damage.®

Government officials are not to blame. They usually have to draft
sanctions programs in a rush to respond to fast-unfolding diplomatic
crises. Assessing whether sanctions are effective is also hard.
Before sanctions are imposed, accurately predicting whether they
will work is akin to looking into a crystal ball. Once sanctions are in
place, determining whether they have been useful would require
some form of access to alternative realities; such an assessment
would have to be based on an impossible comparison between what
could have happened (if sanctions had not been imposed) and what
really happened (with sanctions in place).



It is feasible, however, to check whether what occurred after
sanctions were imposed coincides with their initial goal. The results
are not encouraging. A review of all U.S. sanctions programs since
1970 shows that targeted countries altered their behavior in the way
that the United States hoped that they would only 13 percent of the
time.5 In an additional 22 percent of the cases, the policies of
sanctioned states became somewhat—but not fully—more palatable
to Washington.” Considering these figures, sanctions hardly
represent a panacea; on average, they fail two-thirds of the time.

Examples of sanction failures are not hard to find. In Cuba, the
regime of Fidel Castro is still in place after more than 60 years of a
U.S. embargo. In North Korea, the Kim dynasty remains in power
while the population is starving. In Iraq, international sanctions did
not prompt Saddam Hussein to consider leaving Kuwait. Iran is still
supporting Hizbullah and destabilizing the Middle East. Russia has
never returned Crimea to Ukrainian control after seizing the
peninsula in 2014. Instead, the Russian army invaded Ukraine eight
years later. The reality is that sanctions are sometimes effective, but
most often not, and it is hard to accurately predict if they will work.

Gauging whether sanctions will work is akin to fortune-telling. This
does not mean that it is completely impossible to guess whether
proposed penalties have at least a small chance of being effective.
Experience shows that four factors may help to determine whether
sanctions might work (or not): how long they have been in place;
whether they have a narrow or a broad goal; the preexistence of
trade ties between the United States and the targeted country; and,
perhaps most important of all, whether allies are aboard.

First, sanctions work fast or never.2 If penalties have not yielded
results within two years, the target country usually has no intention of
giving in. In 2018 Washington imposed sanctions on Turkey to
protest against the detention of Andrew Brunson, an American
pastor. Only two months later, Ankara bowed to U.S. pressure and



released Brunson, prompting Washington to lift the related penalties.
If sanctions are going to work, as turned out to be the case with
Turkey, they do so fast.

Conversely, if sanctions have not proved effective after a couple
of years, they are unlikely ever to yield results. After several years,
sanctions become the new normal for targeted countries. They set
up mechanisms to circumvent sanctions. Targeted states increase
domestic production in order to reduce their reliance on imports.
Since it fell under sanctions, Russia has been ramping up
agricultural production to become self-sufficient in food supplies.
Sanctioned countries also forge new ties with other trade partners.
Over the past two decades, Iran has been reorienting exports away
from the West, toward China, India, and Turkey.®

The vast majority of U.S. sanctions programs have been in place
for more than two years, raising thorny issues. If these penalties
have little chance of ever yielding results, should Washington lift
them even if they have not achieved their stated goals? This would
make theoretical sense, but also diminish U.S. leverage; in the
future, sanctioned countries would assume that they just need to
stick it out for a few years until Washington gave up and eventually
lifted the penalties.

The objectives of sanctions are often vague, which makes lifting
them—normally in return for a specific action, such as ditching a
nuclear program—even trickier. Iran is a case in point. When the
U.S. administration exited the nuclear deal and reimposed penalties
against Iran in 2018, Washington initially outlined 12 steps that
Tehran had to take for sanctions to be lifted, including withdrawing
from Syria, releasing U.S. prisoners, and halting its ballistic missile
program.® However, President Donald Trump contradicted his own
administration shortly after these demands were made, tweeting that
his only goal was to see Iran ditch nuclear weapons (the existence of
which was never proved).

One year later Trump changed tack again. He implied that he
was ready to lift Iran-related sanctions if Hassan Rouhani agreed to
meet with him (the Iranian president declined the offer). Meanwhile,
other U.S. officials kept hinting that the only acceptable outcome was



regime change in Tehran.* In the light of these confusing
statements, there was no way for Iran to gauge how it could alter its
behavior in a way that would persuade the United States to lift the
sanctions. Even in Washington, officials were hard pressed to give a
definitive outline of the steps that Tehran had to take before
sanctions could be lifted.

Another problem is that in addition to having poorly defined goals,
many U.S. sanctions programs have no sunset clauses: once
implemented, they can be in place forever without review. The Office
of Foreign Assets Control (OFAC) has not updated Cuba-related
sanctions much since their imposition in the 1960s, for instance. The
penalties still reflect legacy concerns over Havana’s association with
the former Soviet Union. Terminating these sanctions would be
difficult; American citizens and companies that had their assets
seized by Castro’s regime still have unsettled claims worth around
US$8 billion against Cuba.'? Yet an update of U.S. sanctions against
Cuba, so they address current disputes rather than Cold War—era
problems, appears long overdue.

The issues with legacy sanctions programs do not end there. The
designations in decades-old programs often turn out to be out of
date. This is not surprising; OFAC has been struggling with staff
shortages for years.’* After they have spent a few years gaining
knowledge about sanctions, many OFAC officials choose to join the
private sector, as salary packages in due-diligence companies are
more attractive than OFAC’s. Staff shortages mean that some Africa-
related sanctions programs do not even have a single full-time staff
member to administer them.** The situation is even worse at the
State Department: around half of the department’s positions for
sanctions specialists were vacant in 2020.1°

Coming back to the features of successful sanctions, the second
characteristic of typically effective penalties is that they have a
narrow purpose. Sanctions that have a limited objective, such as the
release of a political prisoner or the settlement of a trade dispute,
tend to work.*® In 2018 penalties against Turkey worked in no small
part because their goal was limited: the U.S. administration only
wanted Ankara to release Pastor Brunson. By contrast, sanctions



that have broader objectives, such as regime change in Cuba, North
Korea, or Venezuela, tend to fail.

This explains why sanctions against dictatorships, which often try
to foster a change in leadership, seldom work.'” Since the 1950s
nearly 90 percent of the U.S. penalties that have proved to be
effective were imposed against states that have a multiparty
electoral system.'® This makes sense. By definition, authoritarian
regimes have no intention of giving up power; in many cases, their
leaders would be signing their death warrant. In addition, popular
resentment is an important factor for sanctions to work. On paper,
sanctions are not meant to affect the population of targeted
countries, but the truth is that ordinary people often get poorer
because of sanctions. Access to consumer goods shrinks. Travel
becomes more difficult. Citizens soon start to ponder whether the
policies of their government are worth the trouble. Hardship for
voters becomes pressure on governments.'®

This is precisely what happened in Iran in 2012-2015, for
instance. Iranians resented the impact of sanctions, especially as the
country used to enjoy decent living conditions. Crucially, Iranian
citizens had a way to signal their displeasure with sanctions. Iran is a
theocracy with a dismal human-rights record, but the country holds
presidential elections (independent observers believe that these are
not free and fair, but these polls still offer the population some say in
governance?). In 2013 lranians elected a reformist, Rouhani, as
president, tasking him to get sanctions lifted. He delivered on his
pledge by signing the nuclear deal in 2015.

Conversely, in countries where decision-making is not
democratic, civilian pressure cannot bring results; there is no
pathway for citizens to make their voices heard. Where dissent is
suppressed, authoritarian regimes have no incentive to alter their
behavior in a way that could prompt the lifting of sanctions. In fact,
history shows that when dictatorships fall under sanctions, their
human rights record tends to deteriorate. Disappearances, torture,
and political imprisonment increase, as rogue governments double
down on punishing those they think are colluding with the
sanctioning enemy.?!



The third characteristic of typically successful sanctions is that
they target economic partners.?? Again, U.S. sanctions against
Turkey in 2018 fit this pattern. Washington and Ankara have long
had significant economic links and are NATO allies. Sanctions were
an anomaly that needed fixing. Conversely, if the United States
targets a country with which it has few ties, the sanctioned country
will have little incentive to alter its behavior. The severance of minor
links will only represent the continuation of existing conditions.
Partners have much to lose. Adversaries do not.

Finally, multilateral support is crucial for sanctions to be effective.
Despite its unmatched economic power, the United States cannot
sanction alone: from 1970 to 1990 only 13 percent of unilateral U.S.
sanctions appear to have achieved their stated goals.?®> Penalties
against North Korea illustrate this issue. More than 90 percent of
North Korea’s trade goes through China. The rest tends to go to
Russia. If Beijing and Moscow are not aboard, sanctions on
Pyongyang are useless; they will never be implemented on the
ground.?*

Multilateral support for sanctions at the United Nations is ideal. It
means that all countries will (theoretically) impose the same
restrictions. In turn, international firms around the world will need to
comply with a unique set of common regulations for their dealings
with the targeted country. For businesses, this is a crucial point: if
sanctions are not multilateral, firms from non-sanctioning countries
may benefit from the situation by seizing the market shares of
companies headquartered in sanctioning states. This is what
happened in Libya before allies joined the United States in imposing
sanctions against Gaddafi. However, getting sanctions approved at
the United Nations is often difficult.

Drafting of UN sanctions is a convoluted affair, not least because
of the traditional reluctance of Russia and China—two permanent
members of the UN Security Council—to go down the sanctions
route. Moscow and Beijing are skilled at watering down UN-
mandated sanctions against their allies, such as North Korea. In
2019 Russia and China blocked a resolution of the UN Security
Council that condemned Pyongyang’s imports of 3.5 million barrels



of refined petroleum products—seven times the limit mandated by
UN sanctions—in the previous year.?

Even if Russia and China are aboard, preparation of sanctions at
the UN level involves agonizing debates over the choice of words to
please everyone, including countries that may have close ties with
the sanctioned state—such as Russia vis-a-vis Syria or China
toward African dictatorships. This long process often presents an
opportunity for targeted countries; in the meantime, they may take
preemptive steps to lessen the impact of upcoming penalties,
building up stocks, rerouting trade, and setting up sanctions-busting
networks.2s

In sum, typically effective sanctions are in place for the short
term, have a narrow goal, target a democracy that has significant
ties with the United States, and are backed by American allies. This
is the exact opposite of most U.S. sanctions programs. The vast
majority of Washington’s penalties have been in place for years (if
not decades), targeting dictatorships with which the United States
has few ties. In many cases, U.S. sanctions have broad objectives,
such as regime change. In many instances, these goals are not
clear. In recent years the United States has also increasingly
sanctioned on its own, as Washington’s unilateral exit from the Iran
nuclear deal in 2018 illustrates. On the basis of these metrics, many
U.S. sanctions programs appear to be doomed to falil.

In 1990 the United States imposed sanctions on Pakistan in protest
against the country’s covert nuclear program. The penalties cut
Washington’s economic and military aid to Islamabad (America’s
support previously amounted to around US$600 million per year?).
The United States halted the delivery of U.S. military equipment,
including much-awaited F-16 jets, and canceled joint U.S.-Pakistan
military exercises.?® The consequences of sanctions against
Islamabad turned out to be much more wide-ranging than the United
States had expected. Sanctions against Pakistan diminished



America’s influence on the ground, with catastrophic consequences
for national security. The Pakistan example highlights how sanctions
can backfire and hurt U.S. interests.

Washington and Islamabad had collaborated closely during the
1980s to push the former Soviet Union out of Afghanistan.?® Ties
between the Pakistani and American military were extensive.
Pakistan’s officers used to receive training in the United States. In
Islamabad, American and Pakistani officials maintained close
relationships, exchanging information on sensitive topics over a drink
or on the golf course. After the United States imposed sanctions on
Islamabad, such military instruction programs and informal social
encounters came to an end. Pakistani officials did not want to be
seen as being on friendly terms with the United States anymore.

At around the same time, ISI, the Pakistani intelligence service,
secretly started to support the rising Taliban movement in
Afghanistan.’® Despite Pakistan’s denials, Washington suspected
that the country was providing assistance to the Islamist movement.
However, U.S. officials on the ground were struggling to collect
much-needed information on this topic; sanctions had decimated
their previously fruitful informal channels of discussion with Pakistani
officials. Because of sanctions, American diplomats and intelligence
officers found themselves in the dark, with no reliable Pakistani
sources to tap into.

U.S. sanctions were not the reason why Pakistan started to
support the Taliban; Islamabad’s view that Afghanistan constituted
an important buffer against a potential Indian military attack was a
key motivating factor for Pakistani generals.’® However, America’s
sanctions represented a turning point in the relationship between
Washington and Islamabad. The penalties led to a sharp
deterioration in U.S.-Pakistan ties, destroying decades-old
connections with a significant—although often murky and unreliable
—regional power.?2 With U.S. influence in Islamabad greatly
reduced, Washington found itself in a blind spot to track the rise of
Al-Qaeda in Afghanistan. This came with disastrous consequences.

The Pakistan example is far from an isolated one. In many cases,
America’s sanctions foster anti-American sentiment instead of



winning the hearts and minds of the citizens that they intend to save
from rogue regimes. In lIran, U.S. penalties imposed after
Washington exited the nuclear deal have managed to do what the
regime had always dreamed of achieving: uniting Iranians against
sanctions. In Venezuela, almost 60 percent of citizens oppose U.S.
sanctions.®® In fact, the rise in popularity in the early 2020s of
Venezuelan president Nicolas Maduro may have been due to the
vocal support of his opponent, Juan Guaido, for sanctions. In Russia,
President Vladimir Putin’s approval ratings went to record highs after
the country was first placed under U.S. penalties in 2014.34 Eight
years later, Putin’s popularity jumped again following the invasion of
Ukraine.

In the long term, there is a risk that U.S. enthusiasm for sanctions
will undermine the attractiveness of the American dream for those
living in targeted countries. This is a dangerous development:
because of sanctions, the United States is losing influence even
among educated, urban young people in the countries that it targets.
In a not-so-distant future, a significant share of the population of the
countries that the United States has placed under sanctions might
harbor anti-U.S. sentiment. Some of them may become easy prey for
the recruiters of murderous terror groups such as Al-Qaeda or
Islamic State.

In 1763 Founding Father Benjamin Franklin learned from a friend
that the United Kingdom had found a new way to raise money.
London was planning to raise taxes on the goods that its colonies,
including the United States, imported from the United Kingdom.
Surprisingly, Franklin was not alarmed. He wrote to his British friend,
“you cannot hurt us without hurting yourselves.®®” Nearly three
centuries later, Franklin’s reasoning still holds: a country cannot
Impose coercive economic measures on another one without hurting
its own interests. This illustrates another reason why sanctions can



backfire. In many cases, U.S. businesses bear the brunt of American
coercive economic measures.s¢

The best-known example of how U.S. penalties can hurt
American firms and workers dates back to 1980. Back then, Carter
imposed a partial embargo on grain exports to the USSR to protest
against the Soviet invasion of Afghanistan. Washington was making
a bold bet: the White House hoped that the USSR would soon face
difficulties sourcing wheat, soybeans, and corn, and thus feeding the
Soviet population. Carter’s assumption was that Moscow would feel
it had no choice but to withdraw from Afghanistan in the hope of
having the U.S. grain embargo lifted.

Carter’s plan backfired. The United States used to supply around
one-third of the USSR’s grain imports. After the embargo was
imposed, this share fell to about 20 percent.?” Other countries were
keen to win the market shares that the United States had lost.
Argentina and Brazil ramped up their grain supplies to the Soviets.
Even close U.S. allies, such as Canada and Australia, sensed a
lucrative opportunity and increased their exports to the USSR.
Meanwhile, U.S. farmers were left with a massive surplus of grains
and no obvious countries to export them to. Commodities prices
tumbled, and U.S. agricultural land values plummeted, driving many
American farmers out of business.

Faced with such a dramatic situation, Reagan lifted the Soviet
grain embargo after only one year. However, the damage was done,
and U.S. farmers never regained Moscow’s trust. The entire world
also realized that Washington would not rule out using food supplies
as a weapon. Countries that used to rely on imports of U.S. grains
became more careful and sought to diversify their supplies. In the
following years, the U.S. share of global exports for corn, soybean,
and wheat all dropped.®® The Soviet grain embargo was not the only
reason behind this fall of U.S. market shares; the strength of the U.S.
dollar, which made imports from the United States more expensive,
also explained it. However, Carter’'s embargo was an aggravating
factor.

Companies often mention the Soviet grain embargo, which many
U.S. farmers continue to believe was “a catastrophic mistake,**” to



explain why they believe that the United States is often shooting
itself in the foot with sanctions. American firms argue that “they have
been through this before [during the grain embargo], and it ends
badly for both [companies] and taxpayers.*®” The data show that
from a purely economic standpoint, they are right.

In the mid-1990s an extensive study put the negative impact of
sanctions on U.S. firms at almost US$20 billion per year.** This
figure includes only lost exports, although it is hard to estimate
whether U.S. companies were able to reroute part of their exports to
non-sanctioned countries. The same research estimates that every
year, more than 200,000 American jobs are also lost because of
sanctions. Given how hard it is to reliably estimate the costs
associated with sanctions, these data should be treated cautiously.
However, these eye-popping numbers give an idea of the hidden
costs of sanctions for American businesses.

These figures date back to almost 30 years ago. The real value
of U.S. exports lost because of sanctions is probably much larger
nowadays. A conservative estimate would stand at around US$50
billion per year (assuming that lost opportunities rose proportionately
with exports since 19954). The real figure may be much higher,
however. Sanctions have become more widespread than they were
in the 1990s, targeting larger economies—such as Russia’s—than
they used to. In addition, these estimates only refer to the trade of
goods; they exclude exports of services, which today represent
almost half of U.S. exports.

Other lost opportunities for American businesses are even harder
to measure. International companies may believe that U.S. suppliers
are unreliable because of sanctions, for instance. As a result, some
foreign businesses report that they prefer to use non-American
suppliers to avoid the risk of sanctions-induced supply-chain
disruptions. Far away from rogue regimes, firms across America
often pay the price of U.S. coercive economic measures. However,
the costs that U.S. penalties impose on American businesses do not
appear in government statistics, making sanctions look less costly
than they really are.



In some worst-case scenarios, sanctions may even benefit U.S. foes
or, ironically, other sanctioned countries. Penalties against
Venezuela are a case in point. In January 2019 U.S. sanctions on
Venezuela’s oil exports created a global shortage of sour, heavy
crude. Oil traders were quick to adapt. They saw Russia’s Urals oil
as an ideal replacement, as the Russian crude has similar
characteristics to Venezuela’s. For the first time in history, Russia’s
Urals oil started to trade at a premium over Brent crude, to the
benefit of Russian—often sanctioned—energy companies.

The story does not end here. Three months afterward, the U.S.
waivers that had allowed Iran to continue to export oil to a few
countries (despite the U.S. withdrawal from the nuclear deal)
expired, exacerbating the global shortage of heavy crude. The
sanctions-fueled dearth of Venezuelan and Iranian oil was excellent
news for Russia’s energy firms; Urals oil was in even greater
demand. As a result, Russian energy exporters received around
US$1 billion in extra revenue.*® Rosneft, Russia’s largest oil firm, is
state-owned. This means part of the extra money landed in Russia’s
state coffers, financing Moscow’s military adventure in Syria or,
ironically, supporting the cash-strapped Venezuelan government.

The benefits that Russia derives from U.S. sanctions against
Venezuela go far beyond extra oil sales. After the United States
iImposed sanctions on Venezuela’'s oil exports, Moscow vowed to
help Caracas to continue to export crude. For a while, the
transactions went through two obscure, Switzerland-based
subsidiaries of Rosneft.** At some point, these two companies
handled around 70 percent of Venezuela’'s oil exports, conducting
ship-to-ship transfers a la North Korea to hide the true destinations
of illegal oil cargoes.*

Russia’s help is not free, and Moscow has reaped rewards in
return for its support. Rosneft has received stakes in at least six
Venezuelan oil joint ventures and the in-kind repayment (in the form
of oil) of billions of U.S. dollars of loans that the Russian energy giant
had previously extended to Petréleos de Venezuela (PdVSA), the



Venezuelan state-owned oil company.*¢ The United States eventually
imposed sanctions on the two firms that used to handle Venezuela'’s
illegal oil exports. This has not deterred Moscow?*’: other Russian
state-owned shell entities have taken over the lucrative process,
playing a game of cat and mouse with OFAC.® When these
companies fall under sanctions, new ones replace them—until
Washington catches up with the new scheme.

In May 2019 Trump spent one hour on the phone with Putin. After
the call, the U.S. president was adamant that Russia was “not
looking at all to get involved in Venezuela, other than he'd like
something positive to happen for Venezuela.*®” Trump might have
misunderstood what Putin believed would be “something positive” for
Maduro. The Kremlin has every reason not to ditch Caracas;
Moscow is getting profitable stakes in Venezuelan oil fields in return
for its sanctions-busting support. In Venezuela, U.S. sanctions
benefit Russia, which is also under stringent American penalties.
Well-designed sanctions can backfire. In a worst-case scenario, they
may even benefit U.S. foes.
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COLLATERAL DAMAGE

When Sanctions Kill

Operation Desert Shield in response to Irag’s invasion of Kuwait.

Unsurprisingly, sanctions formed part of the diplomatic and
military arsenal that Washington and its allies deployed to put
pressure on Iraqi leader Saddam Hussein. Four days after Operation
Desert Shield started, the international community placed Iraq under
stringent sanctions that cut off the country’s access to humanitarian
goods, such as food and medical supplies.

Within weeks, food staples became scarce and health care
unavailable.! Malnutrition followed, and infant deaths reached record
highs, inflaming popular opinion in Iraq against Western countries.?
Malaria, typhoid, and tuberculosis, diseases that had previously
almost disappeared, reemerged. Relief was slow to come. An “oil for
goods” scheme that allowed Iraq to export limited quantities of oil in
exchange for food and medicines was only signed five years later, in
1995.

Iraq’s population paid a high price for these sanctions. The
United Nations estimates that around half a million Iraqi children died

In August 1990 a U.S.-led international coalition launched



because of the measures.® These figures are highly controversial,
but it is an undisputed fact that several thousands of Iraqi kids died
as a result of the sanctions.* In 1995 the then-U.S. ambassador to
the United Nations, Madeleine Albright, stated that this death toll had
been “worth it,>” given the need to apply pressure on Saddam
Hussein. Albright subsequently retracted this statement, stating
repeatedly that saying these words had been a “terrible mistake.”®

Iraq is an extreme example of the negative humanitarian impact
of sanctions. Since the 1990s the United States has taken steps to
try to limit the damaging side effects of sanctions programs on the
populations of targeted countries. Blunt embargoes—such as the
one against Ilrag—are seldom used anymore. The few trade
blockades that remain in place—for instance on Cuba and North
Korea—include (limited) provisions for the supply of humanitarian
goods. Over the past decade, targeted sanctions against specific
economic sectors, financial channels, and well-connected individuals
have become the norm—as is the case in Iran, Russia, and
Venezuela. Modern-day sanctions do not produce widespread
starvation, but this does not mean that they are harmless. Civilians in
targeted countries still suffer from the negative humanitarian side
effects of sanctions.

Ask any lIranian, Russian, or Venezuelan, and they will say that
inflation is the most obvious side effect of sanctions. In Iran,
consumer prices rose by more than 30 percent per year in 2012—
2013, when sanctions put Tehran under complete financial isolation.”
Inflation jumped to around 15 percent in Russia in 2015—shortly
after the country was placed under U.S. and EU penalties for
annexing Crimea and backing separatist rebels in eastern Ukraine.®
The record goes to Venezuela: inflation skyrocketed to more than
1,000,000 percent after the United States imposed stringent
sanctions on Caracas in 2018.° The price of a single roll of toilet



paper jumped to nearly 3 million bolivars, requiring a three-kilogram
stack of 1,000 bank notes to pay for it.*°

Economists say that such eye-popping price rises are not
surprising. Sanctions restrict trade and prompt the depreciation of
currencies, making imported products become both scarcer and
more expensive. Sanctions also disrupt supply chains, fueling a rise
in the number of intermediaries involved in the trade of goods, even
for basic staples such as grains. As a result, imports become more
expensive, as each middleman wants to take a cut. In such
conditions of scarcity, black markets often thrive, offering overpriced
products of dubious quality (and further fueling the inflation spiral).

Penalties that restrict exports have an impact on inflation, too.
Sanctions prompt a rise in consumer prices when they limit the
ability of targeted countries to export commodities, such as oil in
Iran’s case. As a result of such embargoes, the central banks of
sanctioned states see their foreign-exchange reserves fall, leaving
them with few options to defend their currencies and to pay for
imports.

The effects of higher inflation can be devastating for the
population of targeted countries. The Democratic Republic of Congo
(DRC) provides a good example of how the ripple effects of well-
meaning sanctions may be detrimental to the local population.'* In
this poverty-stricken African country, where GDP per capita stands at
around US$1,000 per year,*? the probability of infant deaths in
resources-rich regions that hold vast reserves of minerals, such as
tin, gold, or tungsten, is twice as high as the national average.® This
may sound counterintuitive: Why are babies dying at a faster rate in
the areas that should be the richest in the country?

The explanation is that warlords involved in widespread human-
rights abuses control these regions. In an attempt to tackle this
issue, American penalties imposed under a clause of the 2010
Dodd-Frank Act force international companies to audit their supply
chains in order to discourage them from sourcing warlords-controlled
“conflict minerals.” The aims of the legislation—reducing the
revenues of militias and promoting peace in the DRC—are laudable.
The Dodd-Frank Act has had some positive effects, not least in



encouraging media attention around the plight of the DRC. However,
the negative side effects of the legislation far outweigh the positive
ones.

As soon as it was adopted, the legislation imposed a de facto ban
on artisanal mining in the DRC, putting thousands of poor miners out
of work.** Transport links to villages that produce fewer minerals
were reduced, making food and infant health-care products become
more expensive. As a result, parents cannot access basic staples for
their children, who die of malnutrition or lack of medical care. The
effects of higher inflation go well beyond increased child mortality.*®
Price rises also fueled an increase in poverty, leading to further
violence,* such as banditry and kidnappings for ransom.’

As they were drafting their well-meaning legislation, Senator
Chris Dodd and Congressman Barney Frank probably had no idea
that they would drive up infant mortality in the DRC, thousands of
miles away from Capitol Hill. Yet the unforeseen effects of the
penalties appear to be punishing innocent Congolese families, rather
than powerful warlords whose power and fortunes do not seem to
shrink.'® More than one decade after the Dodd-Frank measures were
imposed, war-torn DRC is no closer to peace, and U.S. penalties
have not helped in reaching a settlement.

U.S. government officials usually have two ready-made answers
when asked about the humanitarian impact of sanctions.*® The first
denies that sanctions have any adverse humanitarian effects, citing
exemptions for food and medicines. This position is largely
untenable, and often raises eyebrows. Most officials therefore prefer
to flip the question, arguing that the behavior of the targeted country
is what led the United States to impose sanctions in the first place.
Whether the administration always realizes the full extent of the
fallout from sanctions on the population of targeted countries
remains an open question.



Policy makers are not to blame. In many instances, sanctions
have a structural impact on targeted economies, which makes it
difficult to disentangle their humanitarian effects from other causes of
economic collapse. Iran illustrates this problem very well. In early
2020 what was then termed a novel coronavirus started to spread
across the world, eventually leading the World Health Organization
(WHO) to declare a pandemic in March. Iran quickly found itself
among the worst-affected countries. Official Iranian statistics remain
murky, but since early 2020 more than seven million Iranians have
fallen ill with coronavirus,? resulting in hundreds of thousands of
deaths.?!

Even before the Covid-19 pandemic started, the humanitarian
side effects of U.S. sanctions on the Iranian population were well
documented.?? American penalties were hindering Iran’s access to
medicines, for instance.?®* Chemotherapy drugs and treatments for
epilepsy, cancer, and multiple sclerosis were notoriously hard to
access; Western pharmaceutical companies restricted supplies, as
they worried about falling foul of sanctions if they did business with
Tehran.?* Sanctions had also fueled inflation to such highs that the
few medicines and spare parts for medical equipment that remained
available had become prohibitively expensive.?®

The pandemic only made a bad situation worse. Masks,
symptoms-relief medicines, and personal protective equipment soon
became in short supply—as also happened in many places across
the world. The Islamic republic produces significant quantities of
health-care products domestically, but factories struggled to meet
expanding demand, necessitating imports from less-affected
countries to meet demand. However, desperate attempts by Iranian
hospitals to import critical medical supplies failed—something that,
by contrast, did not happen in many countries.?

The poor response of the Islamic regime is the main reason why
the coronavirus spread so quickly on Iranian soil. At the onset of the
pandemic, the Iranian government tried to hide the true scale of the
outbreak. Officials also delayed the imposition of social-distancing
measures to curb the spread of the disease. In fact, Supreme Leader
Ali Khamenei concocted his own conspiracy theory: the United
States had created the coronavirus. He went as far as saying that



America had used genetic data from Iranians to make the virus
deadlier in Iran.?’

Sanctions represented an ideal scapegoat for Tehran to explicate
the terrible situation in the country. To explain why things had gone
SO wrong, a spokesperson from the Iranian health ministry declared,
“Remember [lran] is a country under sanctions.”® The Iranian
government had a solid narrative to offer. If sanctions prevented the
import of medical equipment and medicines, the idea that they were
responsible for the high coronavirus death toll appeared to be a
reasonable assumption.

Across the world, media reports started to question whether the
United States was right to continue with its policy of maximum
pressure on Iran during the pandemic.?® In late March the New York
Times asked for an easing of sanctions against Tehran while
coronavirus raged.*® More than 30 members of Congress called on
the administration to lift penalties against Iran on humanitarian
grounds.’* The United Nations also stepped in, stating that a
relaxation of sanctions on Iran was “urgent.”??

Tehran’s behavior did nothing to win hearts and minds at the
White House and in the administration, however. In a face-saving
bravado, the Islamic regime turned down Washington’s offer to help
via the WHO. Adding another layer to his inventive conspiracy
theories, Khamenei stated that American doctors wanted to come to
Iran only to assess the effectiveness of their U.S.-made “poison.”™?

The U.S. administration soon faced an intense media storm around
the events in Iran, but U.S. officials staunchly maintained that Iran’s
difficulties in fighting the outbreak had nothing to do with sanctions.
A State Department spokeswoman declared that “We have
repeatedly said that U.S. sanctions do not impede the Iranian
regime’s response to the Covid-19 crisis.”** On paper, she had a
point. In 2000 U.S. farmers and pharmaceutical companies had
successfully lobbied the Clinton administration to allow some limited



sales of food and medicines to Iran.®® In the 2010s the U.S. had
further expanded the scope of medical goods that could be exported
to Iran.

As a result, the 2020s vintage of U.S. sanctions on Tehran did not
prohibit the export of masks, medicines, and some personal
protective equipment. Such exports fall under general exemptions,
that is to say automatic sanctions waivers that allow humanitarian
trade to prevent a repeat of what happened in Iraq in the 1990s.
American officials kept restating these talking points. The
administration’s stance was clear: sanctions would not be relaxed.

In early April the U.S. State Department released a memo titled
“Iran’s Sanctions Relief Scam.”® The fact sheet argued that “Iran’s
slick foreign influence campaign to obtain sanctions relief is not
intended for the relief or health of the Iranian people but to raise
funds for its terror operations.”” The United States’ policy of
maximum pressure on Iran looked set to continue. In the midst of the
pandemic, Washington imposed additional sanctions on firms
facilitating Iran’s oil exports, further undermining the regime’s ability
to finance the import of medicines.3®

Despite its apparently firm position, the administration knew that
it would not get away from intense media scrutiny without
announcing measures to show its goodwill. As the controversy
mounted, the U.S. Treasury revealed that Tehran could use the
normally frozen accounts that Iran’s central bank holds abroad to
process transactions related to the import of medical supplies. The
Office of Foreign Assets Control (OFAC) also published clear
guidance on what was permitted, or not, under Iran sanctions. This
was a welcome step, as sanctions programs are typically detailed in
obscure legal documents that cover hundreds of pages and may
deter even the most determined exporters. The guidance repeated
that exporting medical supplies to Iran was generally fine.

The administration had a final ace up its sleeve: the U.S.
Treasury explained that humanitarian trade with Iran could freely flow
through a “Swiss channel.” This mechanism makes it possible for
Swiss companies to export basic supplies, such as food and
medicines, to Iran without having to worry about U.S. sanctions.



Under this scheme, the Swiss government takes care of the due
diligence, making sure that the exported goods do not fall into the
hands of sanctioned Iranian entities.

On paper, the Swiss channel sounds promising. Despite the
small size of the Swiss economy, the country is home to several
pharmaceutical manufacturers, such as Roche and Novartis, and
food companies, such as Nestlé. In addition, the Swiss mechanism
was launched in early 2020, right when the pandemic started. Yet
three months afterward, the Swiss channel had not registered a
single transaction beyond a pilot one. For sanctions watchers, this
did not come as a surprise. Companies willing to use the Swiss
channel have to send extraordinary amounts of sensitive information
to the U.S. authorities.®

Among other requirements, Swiss exporters have to provide
OFAC with reports detailing the financial situation of the Iranian
banks they intend to do business with. Such reports have to include
details on the accounts that Iranian banks hold in foreign institutions.
Many companies wonder what the United States intends to do with
these troves of data; European officials have called the process a
“fishing expedition™® to document the ties between Iranian and
European banks. Even if exporters had been able to provide the
data, gathering them would have taken months, rendering the
channel impractical to tackle the pandemic.*

For all the faults of the Swiss mechanism, the administration
hoped that announcing these steps would defuse the media
controversy over the humanitarian impact of U.S. sanctions on Iran.
It was wrong. Yet the truth is that the White House, Treasury and
Congress could not have done much more than they did: U.S.
sanctions formed part of the explanation for the shortage of medical
equipment in Iran, but sanctions relief would not have helped during
the pandemic. Sanctions have had such a deep, structural impact on
trade between Iran and the rest of the world that fixing things would
have been much more complex than simply lifting sanctions.



The problem that Iran faced was (at least) threefold. The first issue
was that most businesses do not wish to trade under the general
exemptions that allow the export of humanitarian goods to
sanctioned countries. This is because such exemptions come with
stringent conditions. Medical equipment must be recognized as a
“device” in section 201 of the Federal Food, Drug, and Cosmetic Act
and designated as “EAR99” in U.S. export administration
regulations.*?

As a result, general exemptions—which are capped at a mere
US$500,000 per year—do not cover some equipment that was
crucial to fight against the coronavirus, such as oxygen generators,
laboratory machines, and medical-imaging equipment. OFAC
considers these products as sensitive, which means that companies
willing to export them to Iran need to apply for special export
licenses.

Getting such licenses is far from easy. In 2016 lawyers estimated
that a company asking OFAC for an export license had a roughly 50
percent chance of getting it.** Sanctions specialists thought that a
solid application had a good chance of being approved. In 2019 the
number of successful applications for OFAC’s licenses had fallen to
around 10 percent.** The figure was probably even lower at the
onset of the pandemic, reflecting President Donald Trump’s much-
touted policy of maximum pressure on Tehran.

Firms willing to trade under general exemptions have other
reasons to be cautious. Even when general exemptions apply,
companies must check that they do not conduct business with
sanctioned entities. This is time-consuming, but doable. However,
there is a catch. Doing business with a company that has ties to a
sanctioned entity is also prohibited. For firms willing to trade with
Iran, investigating a prospective local Iranian partner is not enough.
Businesses must also check who their potential Iranian partner does
business with.

Given the opaque nature of business links in Iran, it is effectively
impossible to know with certainty that a company does not have any
ties to sanctioned entities. The sanctioned Islamic Revolutionary
Guard Corps (IRGC) holds such a sway over the Iranian economy,



for instance, that many Iranian firms have dealt with the paramilitary
group at one point or another. At any rate, conducting thorough due
diligence is both expensive and time-consuming. Most international
businesses do not think that the potential benefits are worth the
costs at the best of times, never mind during an urgent pandemic
when lengthy investigations represent a nonstarter.

The second set of issues for Iran pertains to the financial sphere.
Even under general exemptions, foreign banks cannot do business
with Iranian financial institutions sanctioned on terrorism and nuclear
proliferation grounds. With most Iranian banks being subject to such
penalties, only four unsanctioned banks used to handle the
transactions related to Iran’s humanitarian imports. However, in
October 2018, the United States imposed sanctions against the most
important of them, Parsian Bank.4°

Sanctions on Parsian Bank were a big blow for Tehran. The
institution used to process most of the financial transactions related
to Iran’s imports of food and medicines. Even usually circumspect
U.S. sanctions attorneys protested, arguing that the evidence to
sanction Parsian Bank was thin;* the institution, which was known to
have solid anti-money laundering procedures, was never found to
be engaging in illicit activities.#” According to OFAC, the issue was
that an Iranian investment company called Andisheh Mevaran had
bought and sold less than 0.3 percent of the shares of Parsian Bank.
The investment company was not under sanctions, so the operation
was not, in itself, an issue.

The problem was that Andisheh Mevaran had subsequently
channeled the profits that it had derived from selling Parsian Bank’s
shares to the Basij network, a sanctioned paramilitary group. Parsian
Bank maintained that it was not aware that Andisheh Mevaran
intended to finance the Basij network, and that the bank could not
reasonably be held responsible for the dealings of its 70,000
shareholders.*® In addition, Andisheh Mevaran’s transaction was for



such a small amount that it fell below all regulatory thresholds. The
United States was undeterred and called Parsian Bank a sponsor of
terror.*®

A second financial issue had to do with the reluctance of foreign
banks to do business with Iran. Before the Covid-19 pandemic
struck, the few banking transactions that were taking place between
Iran and the rest of the Western world were processed by only a
handful of European banks, most often on an ad hoc basis for a few
trusted clients with whom the financial institutions had been doing
business for years. Once the pandemic started, such limited financial
channels were not enough for Iran to manage to ramp up medical
imports.

The lack of financial ties between Iran and Europe, which had not
reimposed sanctions against Tehran when the United States left the
nuclear deal in 2018, reflected the fact that many international banks
are reluctant to process transactions related to Iran, even when they
are legal. Instead of taking the time to scrutinize potential
transactions and check that they comply with sanctions, many
financial institutions prefer to turn down any requests involving Iran
(a process known as “de-risking” or “overcompliance”).

Like companies, banks feel that they have too much to lose if
they are found to be breaking U.S. sanctions, and not much to gain
from doing business with Iran. The fear of falling foul of sanctions is
only one aspect of the problem. After the global financial crisis of
2008-2009, most Western financial institutions cut banking ties with
those Middle Eastern and African countries that were deemed to be
both too risky from a compliance perspective and not lucrative
enough in those cost-cutting times. Iran fit this category well.

In theory, the U.S. Treasury’s “comfort letters,” which offer foreign
banks guarantees that they can process transactions without
breaching sanctions, could help to solve the overcompliance issue.
However, getting a comfort letter from OFAC has become so tricky
since the late 2010s that many international banks have stopped
trying. Just like the Swiss channel, comfort letters also come with
onerous reporting requirements that many banks believe are at best
not worth it and at worst a U.S. intelligence-gathering operation.



Even if foreign banks manage to get comfort letters from OFAC,
their legal departments do not usually think that the documents offer
strong enough guarantees. U.S. financial regulations are applied at
both the federal and the state levels. This means the attorney
general of a single state or the prosecutor of any given city may have
another interpretation of sanctions rules than that of OFAC, which
operates at the federal level.

Many European banks have painful memories of their dealings
with federal and city prosecutors.®® In 2014 French bank BNP
Paribas was fined a whopping US$8.9 billion by a federal district
judge in Manhattan for “large-scale, systematic violations”* of U.S.
economic sanctions against Cuba, Sudan, and Iran. To be on the
safe side, lawyers maintain that financial institutions would have to
receive comfort letters from the financial authorities of every single
U.S. state where they have some sort of presence before processing
transactions with Iran.

The issues pertaining to the financial sphere do not stop here.
Alongside North Korea, Iran remains on the black list of the Financial
Action Task Force (FATF), the international body that oversees
efforts against money laundering and the financing of terror or
nuclear proliferation; the Islamic republic has not ratified international
conventions against the financing of terror and organized crime. As a
result, the FATF urges international banks to remain cautious about
any transactions involving an Iranian counterpart. In plain English,
this means ditching all ties with Iran.

A final financial deterrent is that international businesses often
worry that they might not be paid for the products that they export to
Iran, with good reason; Iranian companies struggle to get hold of
hard currency to pay their foreign counterparts. The explanation lies
with sanctions. U.S. penalties severely restrict Iran’s oil exports,
which normally represent the main source of foreign exchange for
Tehran. In turn, international businesses can never be sure that their
Iranian partners will be able to pay them quickly (and in full).



The third and last set of problems has to do with logistics. Even if a
medical supplier were able to determine that its Iranian partner did
not have links to targeted entities and managed to find a bank willing
to process the related transaction, it would still have struggled to
have the merchandise delivered to Tehran. Like banks, most
shipping companies tend to “overcomply” with sanctions and prefer
to turn down business with Iran. The few Western shipping firms that
wanted to continue trading with Iran after the United States
reimposed sanctions against Tehran in 2018 could not do so; their
insurance companies disagreed, fearing that they could themselves
be liable to sanctions.

Short of sending planes full of medical equipment, which was in
short supply in the United States, there is little that Washington could
have done to help Tehran combat the coronavirus pandemic.
Sanctions relief could have benefited only those companies that
already had well-established ties with Iran, as they would have been
able to ramp up exports quickly. However, most medical firms had
long exited the Iranian market for fear of falling foul of U.S. sanctions
or of running into reputational issues.

Doing business with Tehran during the pandemic simply did not
make sense, anyway. Demand for masks and personal protective
equipment had skyrocketed, and medical-supplies companies were
struggling to meet global demand. Many countries were willing to
buy medical equipment at any cost: why would private firms have
bothered exporting medical equipment to Iran given the risks?

The Iranian example shows how disentangling the negative
humanitarian impact of sanctions from other factors is a complex
endeavor. Addressing all of the ripple effects that sanctions had had
over several decades could not have been done fast. Most of the
time, sanctioned states have also been suffering from decades of
chronic mismanagement, and Iran is no exception to the rule.



Sanctions often make difficult situations worse for the populations of
targeted countries.

Fixing these issues is far from a straightforward process. The
side effects of penalties are often so deep and complex that
sanctions relie—a mere legal act—is not enough to restore robust
business, financial, and logistical ties. Reinstating business and
financial ties also requires time and trust—ingredients that were in
short supply during the pandemic. Perhaps counterintuitively, the fact
that sanctions have such deep structural effects may well make them
less effective.

Sanctions work only if sanctions relief represents a credible
option. If targeted countries know that the lifting of penalties will not
deliver fast and tangible economic benefits, they have no reason to
alter their behavior in a way that would meet U.S. demands.
Overcompliance is also in the minds of the leaders of sanctioned
countries: they know that there is virtually nothing that governments
can do to persuade companies to reenter previously sanctioned
markets. From the perspective of U.S. foes, the prospect of seeing
sanctions being lifted is often less appealing than Washington would
like.

The Iranian example confirms this reality. The country’s
experience with sanctions relief has been bitter, even during the
short period when the United States was part of the nuclear deal.
Tehran has little incentive to curb its nuclear ambitions or its ballistic
missiles program to please the United States; the Islamic republic
has long concluded that even when sanctions are lifted, companies
remain too afraid to reenter the Iranian market and bankers too
panicked to process any transactions. In Iran’s case, the very
effectiveness of U.S. penalties could have negative consequences
for the stability of the Middle East and America’s security.

Iran is not an isolated example. Other rogues, chief among them
North Korea, know that sanctions relief often fails to live up to
expectations. Should Washington manage to open negotiations with
Pyongyang to curb the country’s access to nuclear weapons, it
would be hard to convince the North Korean leadership that the
potential lifting of sanctions would translate into immediate, tangible



economic benefits. This could leave the United States more empty-
handed than it seems to negotiate an agreement with North Korea.

If they are a weapon of U.S. diplomacy, which looks increasingly
likely given their central role in economic warfare, sanctions could
contradict international law. Under the Geneva Convention, weapons
must discriminate between civilians and combatants. Even in war
zones, soldiers cannot do as they please; they must abide by rules
that seek to avoid the killing or harming of innocent civilians. The
problem with sanctions may be that there are no global rules
governing their use. If sanctions lead to the closure of factories and
the death of citizens of rogue countries who are unable to access
medical supplies, are they much different from other deadly forms of
intervention? The lack of access to lifesaving medicines may kill as
many people as a sustained military assault.

Is it even possible to design sanctions that do not have an
adverse impact on civilians? Sanctions aim to put pressure on the
populations of targeted countries to prompt policy changes by their
governments. It follows that penalties that do not inflict pain would
probably be worthless. This means that by design, sanctions are
weapons that have damaging humanitarian consequences. They
produce fewer deaths than conventional wars, but they Kkill
nonetheless. Whether policy makers believe that this is an
acceptable trade-off for advancing U.S. interests remains an open
debate.
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SANCTIONS OVERREACH

When Foreign Firms Get Caught in the Crossfire

major concern for international businesses: companies fear

that they could inadvertently fall foul of sanctions and
become liable to astronomical fines or lawsuits in the United States.
Keeping track of regulations is hard, which adds another layer of
worries for business executives. Every year around 1,000 regulatory
bodies issue about 60,000 regulatory alerts. This represents 240
new rules to take into account every working day.* According to Colin
Bell, HSBC’'s chief compliance officer, “You have to build an
industrial-scale operation just to digest all the regulatory changes.”?

This avalanche of new regulations has fueled the development of
internal compliance departments, especially within financial
institutions. The number of people tasked with keeping track of legal
requirements in international banks has tripled since the mid-2000s.
Nowadays, about 15 percent of the staff of a major bank works in the
compliance department, making sure that all transactions respect
international rules. For a major bank such as Citi, this represents
30,000 people—roughly the size of a big university like Columbia.3

O ver the past two decades, U.S. sanctions have become a



HSBC's risk and compliance budget stands at US$1 billion per year
—enough money to buy around 5,000 average houses in the United
States.*

In the past, becoming a compliance officer was not an attractive
prospect; the job was seen as a back-office role for naysayers. This
Is no longer the case: nowadays, chief compliance officers manage
large teams, report directly to the CEO, and have a seat at
management committees. When HSBC’'s board assesses the
performance of the bank’s CEO, compliance is the main factor that it
takes into account. Profits and revenue growth come second and
third.5

Specialized compliance firms are also growing fast, proof that
compliance has become a full-fledged industry. Demand for such
services, which range from providing legal advice to investigating
potential business partners in far-flung countries, is rising by double
digits every year. Tech start-ups are also investing in the field: they
are developing artificial intelligence algorithms that can vet complex
transactions in seconds, when a human being would take hours.
Arachnys, a New York—based company, claims that it can automate
all compliance checks, thereby eliminating human input from the
process.®

Other tech companies go even further: some have created
algorithms that scan large swaths of transactions to spot suspicious
patterns. Such methods are especially useful to track North Korean
sanctions evaders.” Pyongyang ranks among the most innovative
and sophisticated sanctions busters; the regime uses thousands of
front companies that are closed as soon as they are sanctioned.
Scanning fast-outdated lists of sanctioned entities is of little use
when trying to ensure conformity with North Korea-related
sanctions. Tracking North Korean-like behaviors represents a much
more effective approach.



U.S. sanctions are the biggest compliance headache for businesses.
Perhaps surprisingly, this is especially the case for non-American
companies. Mentioning U.S. sanctions with European or Asian
business executives often produces angry, worried, or dreadful
reactions. Many international firms feel that Washington is
specifically targeting non-U.S. businesses when it comes to
sanctions enforcement. Data seem to confirm these suspicions:
since 2009 the Office of Foreign Assets Control (OFAC) has
imposed more than US$4 billion in fines on foreign companies
breaching sanctions; over the same period, U.S. firms had to pay
less than US$300 million in fines for evading sanctions.®

On paper, this stark difference could mean that the compliance
departments of American firms are much better at their job than their
foreign counterparts or that U.S. companies are simply more
virtuous. However, a closer look at the data shows that this is not the
case; U.S. firms breach sanctions just as much as foreign ones, but
when they are caught, OFAC appears to be much more
understanding. In recent years a foreign company caught evading
sanctions could expect to receive a fine of US$139 million. For
American firms, the average fine was 70 times lower, at just US$2
million.®

The United States has a long history of imposing sanctions that
target the activities of non-American businesses. Such sanctions fall
into two categories: extraterritorial penalties and secondary
sanctions. Confusion usually reigns around whether a sanctions
program is extraterritorial or includes a secondary component. Even
though these two types of penalties share a similar objective—
preventing all companies around the world from doing business with
countries that are under U.S. sanctions—they are technically quite
different.

U.S. extraterritorial laws are regulations that are applicable
anywhere in the world. They are nothing new. In 1789 the United
States adopted the Alien Tort Statute (ATS), which gave U.S. courts
the right to hear lawsuits from foreigners for violations of U.S. or
international law that did not take place on American soil.*® In the
eighteenth and nineteenth centuries the legislation mainly targeted
piracy acts in international seas. In the twentieth century the United



States issued other extraterritorial legislation on antitrust, banking,
and labor regulations.* However, U.S. extraterritorial laws were
mostly a minor phenomenon that interested only a few specialized
attorneys.

In the early 1980s the situation changed.'? The Paraguayan
father of a young man who had been tortured and killed while in
detention in Paraguay got word that one of his son’s torturers, a
Paraguayan policeman, was in the United States. The police officer
had been living in New York City for nine months on a tourist visa,
contravening U.S. immigration rules. The father got the policeman
arrested for overstaying his U.S. visa. While the police officer was
awaiting deportation back to Paraguay at the Brooklyn Navy Yard,
the father brought a case against him under the ATS.

The procedure was a leap of faith; the ATS had never been
invoked in such a situation. A U.S. federal court upheld the claim,
stating that the ATS was relevant and that federal courts had
jurisdiction over the suit even though the crime took place 5,000
miles away from America and no U.S. citizens were involved. The
Paraguayan family was awarded US$10.4 million (however, it was
never able to collect the money because the policeman did not have
any assets in the United States). Since then, foreigners who have
suffered human-rights abuses anywhere in the world have used the
ATS to sue alleged perpetrators and obtain reparations in the United
States.

Until the mid-1990s Washington’s sanctions programs were not
extraterritorial. At the time, most U.S. sanctions were directed
against entire countries, such as Cuba, or specific individuals and
companies. Sanctioned persons and businesses were added to the
Specially Designated Nationals (SDN) list that OFAC administers,
barring them from using the U.S. dollar and from doing business in
the United States or with American citizens. To comply with
sanctions, U.S. firms simply had to check that they did not do



business with an embargoed country and that their foreign business
partners were not on the SDN list. Meanwhile, non-American entities
did not have to worry about Washington’s blockades and the SDN
list; in theory, they are not supposed to respect U.S. law, including
sanctions rules.

U.S. companies lamented this discrepancy, arguing that it put
them at a disadvantage; when U.S. entities could not deal with a
sanctioned country or firm, non-U.S. businesses were often happy to
jump in. In 1996 this disparity started to come to an end. In February
of that year the Cuban Air Force shot down two airplanes flown by
Brothers to the Rescue, a Florida-based group of opponents of the
Cuban regime. In retaliation, the United States adopted the Helms-
Burton Act, which extended the U.S. trade embargo that prevented
American companies from doing business with Cuba to all
international firms.

The Helms-Burton Act represented the first U.S. step toward
making sanctions extraterritorial. With this measure, Washington
sought to level the playing field between U.S. and non-U.S.
companies: all business with Cuba was to be outlawed, not only for
U.S. firms, but also for international ones. Unsurprisingly, European
governments decried the Helms-Burton Act, saying that it infringed
their sovereignty. The European Union lodged a complaint at the
World Trade Organization (WTQO). To Washington’s alarm, the bloc
also considered freezing some EU-held American assets and
iImposing visa requirements for U.S. business travelers.®® Intense
negotiations followed. In the end, President Bill Clinton backed down
and waived the provisions of the Helms-Burton Act that applied to
non-U.S. companies. However, the idea of U.S. extraterritorial
sanctions was born.

The Helms-Burton Act sent shockwaves through global business
communities. The legislation was the first hint that foreign
businesses might one day have to comply with U.S. sanctions.
Washington knew that it could leverage its global economic clout to
force international companies to respect American penalties. No
reputable firm could take the risk of becoming blacklisted in the
world’s biggest economy. Businesses were warned, but after Clinton



backed down on the Helms-Burton Act, they gradually forgot about
the threat.

It took the United States 14 years to revive the concept of
extraterritorial sanctions, and when the country did so, it was with a
twist. In 2010 Congress adopted a new round of sanctions against
Iran. The United States had been waging a campaign of maximum
pressure against the Islamic republic for several years. However,
these new sanctions had a novel feature: they introduced the
concept of secondary sanctions, which threaten to add foreign
businesses that do not respect U.S. sanctions to the SDN list. As is
the case for all entities on the SDN list, firms that are placed under
secondary sanctions lose access to the U.S. dollar and must leave
the American market. In addition, their executives may be subject to
individual penalties.

The United States argues that secondary sanctions do not target
non-American businesses, but that foreign companies must choose
between the U.S. market and that of sanctioned countries. This is
not really a fair choice; few global firms can afford to lose access to
the greenback and to stop doing business with the world’s largest
economy.* As a result, almost all international companies comply
with U.S. sanctions, for fear of becoming the target of sanctions
themselves. Secondary sanctions magnify the reach of U.S.
penalties beyond American borders: in practice, everyone has to
follow U.S. rules.

Congress is the most enthusiastic backer of secondary sanctions.
The majority of Congress-led recent sanctions programs against
Iran, Russia, and North Korea include the possibility of imposing
secondary sanctions. This is not surprising. In the foreign-policy
sphere, lawmakers are often under intense pressure from their
constituents and from NGOs to act decisively. For members of
Congress, secondary sanctions look even more attractive than
“regular” sanctions, as their effects go well beyond U.S. borders.
Lobbying from U.S. companies also explains the interest of
lawmakers in such far-reaching penalties; the threat of secondary
sanctions means that non-U.S. businesses have to think twice
before replacing American firms in sanctioned countries.



By contrast, U.S. presidents—including Barack Obama, Donald
Trump, and Joe Biden—have traditionally displayed a much more
cautious approach toward secondary sanctions. The White House is
acutely aware of the tensions that secondary sanctions create with
U.S. allies, which resent the damage these potential penalties do to
their national companies. The divide over secondary sanctions
between the White House and Congress has deepened in recent
years. After having left the president in the driver’'s seat for foreign
policy for decades, the legislative is trying to reassert its role in this
area. The interest of lawmakers in secondary sanctions forms part of
this trend.

Only a few non-American companies have, so far, been added to
OFAC'’s blacklist as a result of secondary sanctions.'® In 2018 the
United States blacklisted a Chinese entity and its director for buying
fighter jets and missile systems from Russia (U.S. sanctions prohibit
the purchase of military equipment from Russia). Beyond a handful
of such high-profile cases, sanctions programs on Russia, North
Korea, and China have vyielded few secondary sanctions
designations over the past years. Doing business with Iran remains,
by far, the likeliest path toward the SDN list. Chinese firms are the
worst offenders. Since 2020 the United States has added a few
dozen China-based companies to OFAC’s sanctions list for buying
Iranian oil despite U.S. penalties.®

Whether the United States imposes secondary sanctions is not
what matters most, however. The simple threat of secondary
sanctions is often more than enough to deter international
companies from entering transactions that could trigger such
penalties. Potential reputational problems are also too high to take
any chances. U.S. policy makers are well aware that the power of
secondary sanctions lies in their deterrent effect. In turn, they like to
cultivate ambiguity around the criteria that the United States uses in
order to decide when and why to impose secondary sanctions,



further heightening uncertainty and boosting the dissuasive effect of
secondary sanctions.’

In 2017 Congress adopted new sanctions against Russia, Iran,
and North Korea that planned for automatic secondary sanctions
against companies that conduct “significant transactions” with
sanctioned entities in these countries. However, the United States
did not provide a definition of what a “significant transaction” entails;
OFAC only published a nonexhaustive list of examples of such
transactions, mentioning—to the consternation of most lawyers—that
true cases would be assessed on an individual basis, against
unknown criteria.*®

The U.S. president also has significant leeway in the imposition
of secondary sanctions, further heightening uncertainty around what
may trigger such penalties. In 2019 Turkey received air defense
missiles from Russia, in violation of U.S. sanctions against Moscow.
It is hard to imagine that the US$2 billion deal did not meet OFAC’s
threshold for what constitutes a “significant transaction.” However, it
took the White House two years to impose secondary sanctions on
the Turkish entities and citizens involved in the deal. Ironically,
international companies did not see this slow pace as a positive
development; Washington’s apparent restraint with Ankara only
made it harder to decipher the criteria that are used to determine
whether to impose secondary sanctions.

Proponents of secondary sanctions argue that this lack of
predictability gives the United States leverage in diplomatic
negotiations, for instance when Washington tried (but failed) to
convince Turkey not to deploy the Russian missiles. This is a valid
point. Secondary sanctions are usually meant to heighten the impact
of primary penalties if these have not proved to be powerful enough.
However, for foreign companies, the feeling of being held hostage to
diplomatic negotiations they have nothing to do with may be hard to
stomach.

Many non-American businesses also believe that they are at a
disadvantage, compared to U.S. firms, when it comes to dealing with
the uncertainty around secondary sanctions. OFAC’s answers to the
queries of foreign companies around the legality of potential



transactions are painfully slow, if they materialize at all; there is no
formal mechanism for foreign businesses to secure legal clarity as to
whether a transaction is sanctions-proof or not. And when non-U.S.
businesses receive clarifications, these are unlikely to be helpful.
OFAC’s answers are often worded in such a vague way that even
seasoned lawyers are left scratching their heads; the agency’s
typical reply is that “it is up to the business community to conduct the
necessary due diligence and make its own decisions about sanctions
risk.”1®

To make matters worse, it is impossible for foreign firms to apply
for sanctions waivers; only American businesses can.?® OFAC
argues that granting such waivers to non-U.S. firms would fuel the
perception that U.S. sanctions are extraterritorial, something that the
agency vehemently denies.?® The U.S. government also does not
want to appear to be authorizing transactions that might benefit
sanctioned countries. However, seen from outside the United States,
it is hard for foreign firms not to feel that the United States applies
double standards between American and non-American firms.

Over the past decade, U.S. secondary sanctions have had a
massive impact on the dealings—and strategy—of foreign firms. The
fate of the European companies that had reentered the Iranian
market after the nuclear deal was signed in 2015 is a case in point.
Three years later, the United States unilaterally exited the nuclear
deal and reimposed sanctions that included a secondary component
on Tehran. The European Union remained in the nuclear deal.
However, EU firms had no choice but to give in to U.S. demands and
leave Iran. As Trump put it in a tweet shortly after the United States
reimposed sanctions on Tehran, “The Iran sanctions have officially
been cast. Anyone doing business with Iran will NOT be doing
business with the United States.”??

For most European businesses, the U.S. decision to reimpose
sanctions on Iran was not a problem. Many firms had never had any



dealings with Tehran. Those that had been present in Iran until 2010
had been extremely cautious about reentering the Iranian market
after the nuclear deal was signed; they feared (for good reason) that
the lifting of U.S. sanctions would only be temporary. However, some
European companies intended to reenter the Iranian market. What
happened to French oil major Total is a textbook example of how
secondary sanctions may derail the business plans of non-American
companies.

Total has a long history of facing issues with U.S. sanctions in
Iran. In 1996 the U.S. Congress adopted the D’Amato-Kennedy Act,
which imposed extraterritorial sanctions against Libya and Iran in an
effort to curb their nuclear ambitions and support for terror. The act
prohibited almost all international investments in the Iranian or
Libyan energy sectors in an attempt to prevent non-U.S. energy
companies from operating there. Previous U.S. sanctions against
these countries did not apply to foreign firms, and non-U.S.
businesses had proved eager to fill the void left by the departure of
American companies. The D’Amato-Kennedy Act was meant to
ensure that foreign firms would have to comply with U.S. law just as
much as American ones.

In the mid-1990s, Total was already an active player in the
Iranian energy sector. The French company was developing the
second and third phases of the South Pars, a giant offshore gas field
that Iran and Qatar share in the Persian Gulf.?® For Total, the newly
found extraterritoriality of U.S. sanctions represented a serious
problem; the D’Amato-Kennedy Act threatened the involvement of
the French company in the South Pars project. The European Union
engaged in intensive lobbying with the United States to protect the
interests of European firms, such as Total, in Iran and Libya.

European governments were all the more outraged because the
United States had also just adopted the Helms-Burton Act, which
intended to prevent European companies from doing business with
Cuba. EU capitals regarded the D’Amato-Kennedy Act as a further
escalation of the Helms-Burton Act, and a dangerous threat to
European economic interests. Europe’s condemnations did not deter
the U.S. administration, however. Clinton was running for reelection,
and he was keen to show that he was a staunch defender of



American interests. In application of the D’Amato-Kennedy Act,
OFAC started to investigate Total's operations in Iran—the first step
toward a sanctions fine.

The United States expected that the European Union would give
in and stop fighting against extraterritorial sanctions after a few
months of inflamed rhetoric. Washington was wrong. Led by France,
European governments mounted a counterattack against U.S.
extraterritorial penalties. Brussels launched an EU-wide legislation
that theoretically forbids European companies from complying with
non-European laws. The so-called blocking regulation means that
EU governments may sue European companies that comply with
U.S. extraterritorial sanctions.

This was an odd move: threatening to impose fines on European
companies caught in the sanctions crossfire was hardly a way to
support them. In what proved to be a more constructive step, the
European Union warned that it would start a dispute against the
United States at the WTO,; according to Brussels, the provisions of
the D’Amato-Kennedy Act breached WTO rules.?* Clinton eventually
understood that the European Union would not back down. His
administration advised him that the WTO case had a good chance of
being successful, and that this could jeopardize future U.S. sanctions
programs.

Back-pedaling looked like the wisest option for the United States.
In 1998, after two years of transatlantic tensions, Clinton pledged
that the D’Amato-Kennedy Act would not target the investments of
European companies in Iran and Libya. In return, European
governments dropped their WTO case and committed to support
American efforts to combat Tehran and Tripoli’'s support for terror.
Total went back to work on Iran’s South Pars gas field. Unbeknownst
to the French oil major, respite would prove to be short.

In 2010 Total had to leave Iran a second time, as U.S. sanctions
against Tehran’s nuclear program introduced the threat of secondary



sanctions on foreign firms that did business with the Islamic republic.
At the time, Europe was aboard with respect to U.S. sanctions
efforts; the bloc also imposed stringent penalties against Tehran.
European companies had no choice but to withdraw from the Islamic
republic, as their business dealings had become illegal from both the
U.S. and EU perspectives. Total was the last international oll
company to leave Iran. In fact, the firm did not fully exit the country;
the French company kept an office in Tehran, betting that sanctions
would be lifted, eventually.

Total's bet proved to be a winning one. Five years afterward, the
nuclear deal was signed. Most European penalties and U.S.
secondary sanctions against Iran were lifted (U.S. primary sanctions,
however, remained in place, barring American firms from operating
in Iran). International businesses could go back to Iran. Total scaled
up its Tehran office, again. By then, work was needed on the
eleventh phase of the South Pars gas field, an investment worth
nearly US$5 billion.?> Total was in a prime position to work on the
project; the company had previously explored this slice of the gas
field,?® and it could invest US$1 billion cash to develop it.?” Total's
ability to finance the project on its own was crucial: despite the lifting
of most Western sanctions, international banks remained wary of
conducting business with Iran.

For Tehran, attracting investments in the oil and gas sector was a
top priority. Iran hoped that ramping up energy exports could shield
the country from a new round of Western sanctions in case relations
with the United States and the European Union turned sour again.
For Iranian policy makers, making Iran a major energy exporter was
the best way to prevent future sanctions on the country’s oil and gas
sector; if Iran became one of the largest energy producers in the
world, imposing such penalties would run the risk of destabilizing
global oil and gas markets.

Iran’s oil sector was also in dire need of Western investment and
technology. The Islamic republic had not signed a major contract
with an international oil company for ten years. Tehran reckoned that
the energy sector needed around US$200 billion in investment.?®
The country was clearly unable to finance these investments on its
own, making funding from foreign companies crucial. The timing was



not ideal, however: given the sharp drop in oil prices in 2015-2016,
energy companies were slashing investment budgets. Western
technology was also much needed, especially for the development of
liquefied natural gas.

Total could offer Tehran all that Iranian leaders could dream of—
the French firm was a global energy major, with ample cash
resources and easy access to top-notch technology. After two years
of negotiations, in July 2017 Total came back to Iran to work on the
South Pars megaproject in partnership with China’s CNPC and Iran’s
Petropars. The agreement planned that Total would work on the
giant gas field for 20 years, investing nearly US$5 billion in the
project.

Iranian officials were pleased. They brandished the South Pars
deal with Total as proof that Iran was able to attract global energy
majors. Tehran hoped that other international companies would soon
follow Total's example and bring in Western technology and
financing to develop Iran’s vast energy reserves. The Islamic regime
was also keen to hedge its bets with Russian and Asian companies,
which looked likelier to stay if Western countries reimposed
sanctions on Iran. However, this carefully planned strategy fell foul of
developments far beyond Iran’s control.

In the meantime, thousands of miles away from Tehran, Trump had
been elected as U.S. president. Total's management quickly realized
that Trump’s election was bad news for the company’s plans in Iran,
given his campaign pledge to reimpose sanctions against Tehran.
Something else worried Total's lawyers. Technically, the United
States had never lifted secondary sanctions on the Iranian energy
sector; to work on South Pars, Total relied on special authorizations
that the U.S. president had to renew every few months.?® In normal
times, the process was meant to be straightforward. However, with
Trump at the White House, nothing looked set to be a routine
procedure anymore.



Throughout 2017, Trump’s cryptic declarations made it
impossible to ascertain whether he would make good on his promise
to exit the nuclear deal. If Trump decided to go down this path, Total
knew that it would have to move quickly to salvage its investment in
South Pars. There was a glimmer of hope that if the United States
reintroduced sanctions against Iran, these would not include a
secondary component. In such a case, Total would probably be able
to continue developing the gas field. If secondary sanctions were
reimposed, however, then Total's prospects looked gloomier; the
company’s only chance to stay in Iran was to secure the renewal of
the special authorizations that foreign energy firms had been relying
on to work in Iran after the nuclear deal was signed.

Preparations for a preemptive lobbying plan to salvage the South
Pars project started at Total’s Parisian headquarters. The strategy of
the French energy major focused on strengthening ties with the
United States. Total had long had a solid presence in North America:
the French company’s U.S. assets stood at around US$10 billion.3°
In late 2017 Total was finalizing a US$1.7 billion investment in a
petrochemicals plant in Texas, creating 1,500 jobs for American
workers.®? This gave leverage to the French company, which also
opened a government relations office in Washington, D.C. Five
people were tasked, full-time, with “coordinating relations” (a
synonym for “lobbying,” in public-relations speak) with the Treasury
and the State Departments.®

In early 2018 Patrick Pouyanné, Total's CEO, stepped up the
company’s lobbying efforts one notch further.®® At the Davos Forum,
Pouyanné told Trump over dinner to stick to the Iran nuclear deal or
risk strengthening Iranian hardliners.?* Total's CEO also hammered
home to the U.S. president how South Pars was different from other
energy projects: South Pars’s gas was to be consumed in Iran. As a
result, Tehran would not earn a single U.S. dollar from the field,
which was not meant to boost the country’s gas exports. According
to Total's carefully drafted lobbying plan, the South Pars project was
essentially a minor one that did not bolster Iran’s standing as a
global energy player.

The French energy group’s hopes of salvaging its investment in
South Pars were soon dashed. Three months after Pouyanné had



dinner with Trump at Davos, the United States left the nuclear deal.
OFAC immediately revoked the special authorizations that allowed
Total and other foreign firms to operate in Iran, giving them six
months to leave the country.® Total's worst-case scenario was fast
becoming reality. In fact, the fresh round of U.S. sanctions was
worse than those that the United States had imposed before the
nuclear deal was signed: the export of Iran’s natural gas was now
banned, something that was not the case in the pre—nuclear deal
era.

The European Union did not leave the nuclear deal, creating an odd
situation for European companies. According to EU regulations,
European companies had every right to operate in Iran. In fact,
European governments tried to encourage them not to leave the
Iranian market, in an attempt to salvage relations with Tehran.
However, because of the threat of secondary sanctions, European
companies halted operations in Tehran. Germany’s Siemens,
Denmark’s Maersk, and France’s Peugeot, among many others in
the energy, finance, insurance, and shipping sectors, announced that
they had no choice but to withdraw from the Iranian market. The
threat of secondary sanctions meant that U.S. regulations had to
prevail over EU ones.

In a last-ditch attempt to salvage its investment, Total put all its
energy into securing an ad hoc U.S. authorization to continue
working on South Pars.®® The French government started to lobby
the United States to support Total's case. However, Total also made
it clear that if things did not work out with Washington, it would ditch
South Pars in a heartbeat. The decision of the French firm was a no
brainer: like most energy majors, Total relies on American banks—
and in turn the U.S. dollar—for 90 percent of its financing
operations.®” Losing access to the greenback represented nothing
less than a death threat for the company.



In parallel, France, Germany, and the United Kingdom made
demands for a blanket sanctions exemption for European companies
operating in Iran. The United States flatly denied the request.®® In a
letter to European governments, Secretary of State Mike Pompeo
and Treasury Secretary Steven Mnuchin wrote that the United States
would “seek to provide unprecedented financial pressure on the
Iranian regime.”® As a result, Pompeo and Mnuchin continued, the
United States is “not in a position to make exceptions to this policy
except in very specific circumstances where it clearly benefits [U.S.]
national security.” Paris, Berlin, and London, which had all been
cautiously hopeful that a compromise with Washington could be
found, were flabbergasted.

Pompeo and Mnuchin’s letter sent a clear signal that the United
States had no intention of allowing Total—or any other European
company—to remain in lIran. After two months, the French firm
notified the Iranian government that it had no choice but to exit from
South Pars.“° lronically, Total's share in South Pars was initially
transferred to China’s CNPC.** The Trump administration had just
started the trade war with Beijing, and U.S. secondary sanctions
against Iran were benefiting a state-owned Chinese company, at the
expense of a European one. However, after only a few weeks CNPC
also stopped working on the project owing to the threat of U.S.
secondary sanctions.*?

In the end, the South Pars project went back under the control of
Iran’s Islamic Revolutionary Guard Corps (IRGC), which U.S.
sanctions were meant to weaken. The long-sanctioned paramilitary
group further strengthened its grip over the Iranian energy sector;
gas forms the backbone of Iran’s economy and is a crucial
commodity for Iran’s cement, steel, or petrochemical industries. The
prediction that Pouyanné had made at Davos turned out to be
accurate. Because of U.S. sanctions, the influence of hardliners over
Iran’s economy increased and that of reformers decreased.*?



Throughout the Total saga, European governments did not hide their
frustration with U.S. secondary sanctions. As a European diplomat
put it, “We have a situation where there is a will to impose sanctions
on Europeans and a resentment towards European companies who
are now being accused of supporting a terrorist state.”* European
governments recalled that in 1986 the United States had quickly
lifted an oil embargo against Libya for fear that the ban might hurt
the interests of U.S. energy companies.*® This time, however, no
such relief was in sight for European firms caught in the sanctions
crossfire in Iran.

The reasons that Trump gave to explain why the United States
had left the nuclear deal were hard to stomach for European firms
and governments. In the eyes of the U.S. president, the agreement
was not benefiting American companies enough to represent a
sound investment for Washington; as opposed to secondary
sanctions, which were lifted, U.S. primary sanctions against Iran
remained in place even after sanctions relief started in 2016,
preventing American firms from reentering the Iranian market.
Instead of trying to hold negotiations with Iran so the nuclear deal
could benefit American companies, Trump rejected the agreement
altogether so that no firm, U.S. or foreign, could benefit from the
deal.

European capitals maintained that the United States had every
right to leave the nuclear deal (although they insisted that Iran had
complied with the terms of the agreement). However, they objected
that threatening EU firms with secondary sanctions was taking things
too far. The United States is the only country that imposes secondary
penalties. This means American companies do not have to worry
about European sanctions, but European firms need to comply with
both EU and U.S. penalties. Washington’s refusal to consider
European requests for sanctions exemptions for European
companies was also hard to swallow. Even when the economic
interests of its allies were at stake, the United States was not
prepared to make a single exception to its policy of exerting
maximum pressure on Iran.

EU governments privately remarked that U.S. companies seem
to fare better than international ones when they do business with



sanctioned countries. While Total was leaving Iran, on the other side
of the globe, Chevron, Halliburton, and several other U.S. oil
services companies continued to operate in Venezuela even after
the United States imposed stringent sanctions on Caracas’s energy
sector.*® The U.S. Treasury had granted the American energy
companies a string of supposedly temporary, three-month sanctions
waivers. These waivers lasted for two years. By contrast, European
companies had to unwind their operations in Iran within six months
of the United States exiting the nuclear deal.

The Venezuelan example reinforces the widespread feeling
among European policy makers that U.S. companies do not seem to
have much to fear from sanctions. In their view, Exxon’s Russian
saga is a telling example of Washington’s double standards between
American and foreign firms with respect to sanctions. In 2011 Exxon
signed a partnership with Rosneft, Russia’s state-owned oil
company. In return for the promise of several joint ventures in
Russia, the U.S. energy major agreed to give Rosneft shares in six
oilfields in Texas and the Gulf of Mexico.*” For Rosneft, the deal
represented a unique opportunity to get access to American oil-
drilling technology and know-how.

Two years later, in 2013, Rosneft made good on its promise to
give Exxon access to joint ventures in Russia. The projects were
massive ones. The U.S. oil major planned to invest up to US$500
billion to develop Russian energy fields located deep under the Black
Sea, in the Arctic, and in Siberia. Rex Tillerson, who was then
Exxon’'s CEO, enthusiastically signed the deals. In recognition of
Exxon and Rosneft’s fruitful partnership, Russia’s president Viadimir
Putin went as far as awarding Tillerson the prestigious Russian
Order of Friendship.*®

A few months afterward, the United States started to impose
sanctions against Moscow following Russia’s annexation of Crimea
and support for separatist rebels in Ukraine. Undeterred, Exxon
pressed ahead with its megaprojects in Russia. At the company’s
annual meeting, Tillerson declared that “We do not support
sanctions, generally, because we don't find them to be effective
unless they are very well implemented comprehensively and that’s a
very hard thing to do.”® This was an interesting comment to make



for someone who, three years later, would become U.S. secretary of
state (and a staunch supporter of sanctions).>°

In spring 2014, while fighting was raging in eastern Ukraine, the
American oil major doubled down on Russia and signed up for
further joint ventures with Rosneft. The CEO of the Russian oil
company, Igor Sechin, personally inked the deals even though he
had just been placed under U.S. penalties. The transaction was
legal, but it raised eyebrows.*! Exxon was undeterred. The company
continued to explore oil fields in the Russian Arctic. In September
2014 Exxon and Rosneft discovered a giant field, which they called
Pobeda (“victory” in Russian). Exxon contributed US$600 million to
Pobeda’s drilling costs.5?

It took Exxon seven months to put its partnership with Rosneft on
hold after the United States started to impose sanctions on Russia.>?
Throughout this period, the American oil major begged the U.S.
administration to water down sanctions on Russia’s energy sector.
However, Exxon’s lobbying efforts backfired. OFAC started to
investigate Exxon’s deals with Rosneft to check whether they
complied with sanctions. After three years of investigation, Exxon
was fined US$2 million—exactly the average fine for U.S. companies
that are caught busting sanctions—for what the U.S. Treasury called
a “reckless disregard”* for sanctions.

The fine was the equivalent of an accounting rounding error for
Exxon (in 2014 the oil giant’'s revenue amounted to US$412 billion®®).
Exxon nonetheless appealed the decision, arguing that the fine was
“capricious™® and “fundamentally unfair.”>” Exxon’s lawyers
maintained that OFAC’s guidance on Russia sanctions had been
unclear, even though all other companies seemed to have got the
message loud and clear that doing business with Russia had
become a no-no. Exxon sued the U.S. government. The company
won and never had to pay the US$2 million fine. Exxon finally pulled
out of its partnership with Rosneft in 2018.



When it comes to secondary sanctions, European companies are
asked to cancel their investments immediately or face the risk of
being targeted by secondary sanctions. Intense lobbying from
European governments is usually of no use, as foreign firms cannot
even apply for sanctions waivers. By contrast, it took Exxon four
years to exit its high-profile projects in Russia. In fact, Exxon finished
ditching all of its Russian assets only in March 2022, after Russia
invaded Ukraine. Until then, the company had continued to operate
an oil and gas field in a joint venture alongside Rosneft on Sakhalin,
an island in Russia’s far east.%®

The Exxon example is galling for America’s European allies. The
company’s success in maintaining extensive operations in Russia for
several years despite sanctions has convinced many in Europe that
Washington applies double standards between U.S. and non-U.S.
companies. Yet the impact of U.S. secondary sanctions goes well
beyond forcing foreign companies to ditch investment projects. The
penalties may also have far-reaching ripple effects on global energy
and commodities markets.
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SANCTIONS OVERKILL

When Sanctions Crash Global Commodities Markets

Wirtschaft (BAWAG), the country’s fifth largest bank. This was an

odd move: Why would a government file a lawsuit against one of
its own flagship financial institutions? The answer lay with U.S.
sanctions. Cerberus, an American private equity fund, had just
bought BAWAG. Worried about falling foul of the U.S. embargo
against Cuba now that the bank was owned by an American
investor, BAWAG had closed the bank accounts of around 100
Cubans. Under EU regulations, this represented unlawful
discrimination on citizenship grounds.*

The Austrian government was furious that BAWAG seemed to
consider that American rules mattered more than European ones.
Vienna decided to invoke the EU’s so-called blocking regulation,
which (theoretically) forbids European companies from complying
with America’s extraterritorial penalties. In the words of Austria’s
foreign minister, “US law is not applicable in Austria. We are not the
51st of the United States.”> BAWAG understood that it was in trouble
and soon applied for waivers that rendered the U.S. sanctions moot.

In 2007 Austria threatened to sue the Bank fir Arbeit und



In the end, the Austrian government decided to drop the case after
the bank reinstated all the accounts.3

Such cases tend to make the headlines in Europe, but they form
only the tip of the iceberg when it comes to the ripple effects of U.S.
sanctions on firms around the world. In fact, the impact of sanctions
is felt well beyond those firms that are caught in the sanctions
crossfire. U.S. penalties on Russia-based Rusal, the world’s largest
producer of aluminum (outside China), ended up having unexpected
side effects on commodities markets, and consequently hundreds of
manufacturing companies in dozens of countries. The global ripple
effects of sanctions on Rusal proved so massive that Washington
had to backtrack in a rush after prompting an aluminum supply crash
that derailed manufacturing value chains and threatened to put
thousands of people out of work across the globe.

The Rusal saga started in 2017. In that year, the U.S. Congress
adopted a broad sanctions package against three of the usual
sanctions suspects—Iran, North Korea, and Russia. In Russia’s
case, the penalties were a retaliation for Moscow’s behavior in
Ukraine’s Donbas region, arms sales to Syria, cyberattacks against
American interests, and meddling in the 2016 presidential election.
As part of these measures, Congress mandated the U.S. Treasury to
publish a list of well-connected Russians who could be placed under
individual sanctions. In early 2018 the Office of Foreign Assets
Control (OFAC) duly published the list. This was the starting point of
a one-year sanctions saga.

The U.S. Treasury list was initially met with widespread disbelief,
for good reason. The file was a copy and paste of two documents: a
list of 96 of the Russian businessmen who featured in the Forbes
2017 billionaires report and, perhaps even more bizarrely, the
Kremlin public phone directory.* This was not a mistake. OFAC
confirmed that its methodology was based on including all of the



Russian individuals from the Forbes listing who had assets over
US$1 billion.5

OFAC’s methodology looked flawed, to say the least. The former
editor of the Russian Forbes list called the agency’s document a
“disgrace,” highlighting that the magazine’s estimations of wealth
were rudimentary.® The other source that OFAC had used—the
Kremlin’'s phone directory—left sanctions watchers speechless.
Many wondered whether OFAC had done a rush job simply to fulfill
Congress’s demands; the agency released the listing in the middle of
the night, only 11 minutes before the Congress-mandated deadline.

The Kremlin ridiculed what soon became known as the Forbes
list. Russian president Vladimir Putin jokingly said that he felt
“slighted™ that he had not been included. However, OFAC’s list did
not amuse Moscow’s business community.® Russian executives
worried about reputational risks, wondering whether international
banks would continue to do business with them if they featured on a
list of potential targets for U.S. sanctions. However, their greatest
fear was that the U.S. Treasury had intentionally made the list
appear random to a send a message to Moscow: everyone was at
risk and could fall under sanctions, for no other reason than being
both rich and Russian.

Across Russia, executives started to take preemptive steps to
protect their assets. The Russian business community was right to
worry. A few weeks later, OFAC announced sanctions on seven
members of the Forbes list and on 12 companies that they owned or
controlled. There was little doubt that some of these businessmen
had murky business dealings and opaque connections to the
Kremlin. However, why they were chosen out of a list of 96 potential
targets remained a mystery despite the claims of Treasury Secretary
Steven Mnuchin that the designation process had been “extremely
thorough.”

The 89 other businessmen from the Forbes list had no idea
whether they would be next in line or would be spared. Panic
engulfed Moscow’s business circles. Upon closer examination of the
legal basis for the sanctions, businessmen grew even more
concerned: Congress had not specified which criteria the Russian



individuals placed under sanctions had to meet for the penalties to
be lifted. This was unusual. It seemed that everyone in Russia could
be targeted and that once someone made it to the list, sanctions
could remain in place forever.

The Forbes list—driven sanctions package was the most significant
increase in U.S. pressure on Russia since Washington had first
iImposed sanctions against Moscow four years earlier.’® Many of the
companies that OFAC had added to its blacklist were mostly
operating in Russia; for them, losing access to the U.S. dollar was
painful, but they could adjust by switching to the euro or the ruble.
However, as part of the package, OFAC imposed penalties on Oleg
Deripaska, a Kremlin insider whose net worth stood at around
US$6.7 billion.* Deripaska owned and controlled several
international companies via his holding, EN+, which was also placed
under sanctions.

Rusal was one of these firms. The company, which produced 10
percent of the global supply of aluminum, made it onto the list of
targeted entities.*? To the consternation of lawyers, the legal basis to
blacklist the Russian firm appeared shaky. OFAC made it clear that
there was nothing wrong with Rusal, which was a well-respected,
publicly traded, global business. The Russian state did not even own
a single share of Rusal. In fact, Washington was not targeting Rusal.
The administration had set its sights on Deripaska, who owned one-
third of Rusal and was a close ally of Putin.*3

The Russian company was a global player in the commodities
sector, present across the whole production chain of aluminum,
from mining bauxite; then refining bauxite into alumina; and finally
pouring alumina into smelters to turn it into aluminum. Rusal mined
more than half of its bauxite output outside of Russian borders,
including in Guyana, Jamaica, and Guinea. Two-thirds of Rusal’s
alumina production was refined outside Russia, in countries as
diverse as Ukraine, Ireland, and Australia. Rusal's smelters in



Russia, Sweden, and Nigeria finalized the production process,
producing aluminum that manufacturing companies rely on to make
cars, airplanes, and all types of metal objects, such as cans and
power lines.

Washington’s decision to target Rusal was a significant step;
many manufacturing companies across the globe relied on aluminum
supplies from Rusal to operate. The penalties also represented a
departure from OFAC'’s traditional approach on sanctions; in the
past, the U.S. had targeted the dealings of globally significant
companies, such as Russia’'s energy firms, only via limited
restrictions on their access to U.S. financial markets. By comparison,
the ban on Rusal was total. After it was placed on OFAC's blacklist,
the company could not use the U.S. dollar or do business in
America.

The Congress-led sanctions against Rusal included a secondary
component. All companies around the world had to ditch their
dealings with the Russian aluminum giant or face the risk of being
placed under sanctions, too. The threat of secondary sanctions
instantly made Rusal a pariah. The firm’s value collapsed by half on
the Hong Kong stock exchange. American banks stopped
processing payments for the company. As a last resort, Rusal asked
customers to send payments in euros so these could be cleared by
European financial institutions.

The ripple effects of the penalties on Rusal shook global metals
markets. Upon news of the sanctions, aluminum prices jumped by 30
percent; traders and manufacturing companies switched to panic-
buying mode, fearing that the penalties would cause a global
shortage of aluminum. The London Metal Exchange, the global
marketplace for nearly all metals, announced that it would not accept
trading in Russian-made aluminum unless owners could prove that it
had not been produced by Rusal. Down the road, aluminum-
intensive companies saw their profit margins vanish as the price of
aluminum soared. They warned that consumers would soon feel the
pinch.

The timing of the U.S. sanctions could not have been worse.
Other American policies had already put the aluminum sector under



tremendous pressure. In an attempt to shore up domestic
production, the United States had just imposed tariffs on aluminum
imports, to which global metals companies were still adjusting.'> On
top of the American tariffs, Norway’s Norsk Hydro, another global
aluminum producer, had just shut a major Brazilian alumina refinery
following the contamination of nearby waters.*® The global supply of
aluminum was running thin even before Rusal was hit by U.S.
penalties. Sanctions made a bad situation much worse.

U.S. sanctions had an immediate impact on Rusal's global
operations, putting thousands of jobs at risk across the world. Rusal
owned Europe’s largest alumina refinery, providing around 30
percent of the continent’s alumina supply.t” The Ireland-based facility
stopped receiving bauxite, as the shipping industry canceled delivery
contracts for fear of secondary sanctions. Rusal’s Irish refinery had
enough bauxite to operate for two months, but it warned that it would
have to stop working afterward.'®

The refinery’s output had to be stockpiled, anyway. Fearing that
they would breach American penalties, cargo ships refused to load
alumina from Rusal’'s Irish plant to serve aluminum smelters in
continental Europe. It was unclear whether the refinery would be
able to continue to operate. Around 450 jobs were at stake,
accounting for an annual wage bill of nearly US$60 million that
supported local Irish businesses.'® Overall, the plant contributed
US$145 million annually to Ireland’s economy.?°

Elsewhere in Europe, Rusal's smelter in Sweden continued to
produce aluminum, but it also had to stockpile its output, as shipping
companies were not willing to touch it. This was the least of Rusal’s
worries in Sweden, however. Rusal's Swedish smelter was
experiencing a massive power cut; Nord Pool, Europe’s largest
electricity market, refused to serve the plant for fear of breaching
U.S. secondary sanctions. Instead, Rusal had to buy electricity
directly from a local supplier, at a steep price. The Swedish smelter



employed about 500 people. Many feared that the plant would have
to close.

Rusal was not the only company struggling because of the U.S.
penalties. Secondary sanctions disrupted the operations of other
metals groups, too. Rio Tinto, an Anglo-Australian group of metals
companies, had no choice but to invoke force majeure on its
contracts with Rusal, leading to considerable financial losses.?! In
France and Iceland, Rio Tinto’s aluminum smelters were reliant on
Rusal-produced alumina. The smelters were left scrambling to find
other suppliers amid record-high global demand. However, Rio Tinto
had even bigger problems to deal with.

In Australia, Rio Tinto ran one of the world’'s largest alumina
refineries in a joint venture with Rusal.?? Upon news of the sanctions,
Rio Tinto hastily declared that it had to review its ties with the
Russian firm, which owned 20 percent of the Australian plant.z> Many
analysts feared that the Australian refinery might have to close, at
least temporarily. The plant employed hundreds of staff, for an
annual wage bill of US$136 million. The refinery relied on a network
of more than 350 local suppliers, whose operations were also at risk.

Beyond the metals sector, the ripple effects of sanctions against
Rusal also had an impact on the shipping industry. Maersk and
MSC, two of the world’s largest shipping companies, immediately
stopped working with the Russian firm.?* Cargoes of Rusal-made
aluminum that had departed from Europe to serve Asian customers
before the sanctions were imposed stopped en route.?®> For Maersk
and MSC, the loss in revenues was significant, but manageable.
However, for other shipping firms that depended on doing business
with Rusal, the impact of U.S. sanctions was much more serious.

Germany’s Oldendorff was such a case. The shipping company
operated tailor-made barges and tugs on Guyana’s Berbice River to
bring bauxite from Rusal’'s upstream mines down to coastal Atlantic
cargo ships. Oldendorff also handled the maritime journeys of
Rusal’s Guyana bauxite to refineries in Ukraine and Ireland. With the
threat of secondary sanctions looming, the German company had no
choice but to suspend all operations with Rusal, putting its Guyanese
staff out of work.?® This was a serious blow for the 4,000-strong



German business, which relied heavily on doing business with
Rusal.?’

Down the supply chain, aluminum producers across Europe
warned that if Rusal’s operations did not restart, they might have to
shut down their aluminum smelters. This was far from trivial: shutting
down a smelter is a costly, last-resort step. In such a scenario,
aluminum production in Europe looked set to come to a halt.
European carmakers, such as Audi, BMW, and Volkswagen, feared
that they might be left without aluminum.?® German business groups
warned that car production might have to stop, putting 800,000 jobs
at risk in Germany alone.?°

U.S. penalties against Rusal created a serious mess. Aluminum
prices spiked to record highs, and international manufacturing
companies were struggling to source aluminum. Ironically, sanctions
looked set to benefit Chinese metals producers; they had ample
spare capacity and made it clear that they were keen to fill the void
left by Rusal. By sanctioning Rusal, the United States was penalizing
global aluminum consumers while inadvertently supporting Chinese
metals makers.

Across the European Union, diplomats and treasury officials were
furious. The United States had not consulted European allies before
imposing sanctions against Rusal. The Russian company derived
around half of its revenues from Europe, where it employed tens of
thousands of people who feared they would soon lose their jobs.
Down the supply chain, European manufacturing firms did not get
any warnings from their governments that aluminum supply was at
risk. U.S. allies learned about the Rusal sanctions from the media
and had to enter into damage-control mode knowing virtually nothing
about the strategy that the United States was pursuing.

Under tremendous business and diplomatic pressure, the United
States had no choice but to make a U-turn. OFAC issued a general
license that extended the deadline for foreign companies to wind



down relations with Rusal. The sanctions remained in place, but the
license temporarily waived them. As a result, Rusal was able to
resume aluminum shipments, averting fears of a supply crisis.
However, sanctions lawyers soon warned that dealings with the
Russian firm were far from easy; every single transaction conducted
with Rusal had to be reported to U.S. authorities.*® The paperwork
involved was massive: OFAC asked for reports that included the
names and addresses of all the parties, the type and scope of the
activities, and the dates of the transactions. This was enough to
discourage even the most seasoned compliance officers.

Companies remained uneasy about doing business with Rusal,
anyway. The U.S. general license that waived the sanctions was
meant to be only temporary. OFAC could revoke it at any time or
even decide to apply retroactive penalties on firms doing business
with the Russian company. Fostering uncertainty was intentional.
The U.S. Treasury had started negotiations with Deripaska for him to
relinquish control of his holding EN+ and, in turn, Rusal. Severe
disruptions of global metals markets represented useful leverage for
Washington in the negotiations.

Deripaska had his back against the wall. He could either enter a
deal with the United States to try to salvage his business empire or
choose to stay put and see his companies lose contracts one after
the other. Deripaska announced that he agreed to reduce his stake
in EN+ below 50 percent (from 70 percent previously), thereby
decreasing his share in Rusal to around 25 percent. In return, the
United States agreed to lift sanctions against EN+ and Rusal
(individual penalties against Deripaska, however, looked set to
remain in place). Both sides concluded a deal a few months
afterward. Deripaska’s wealth shrunk by around US$3 billion, but
EN+ and Rusal could continue to operate.®* Aluminum consumers
breathed a sigh of relief. However, a final hurdle remained to be
cleared.

The implementation of the U.S. Treasury’s deal with Deripaska
required the approval of Congress, which had imposed the Rusal
sanctions in the first place. Lawmakers had 30 days to scrutinize the
Treasury’s proposed agreement with the Russian businessman. In
another nail-biting twist for the companies that relied on Rusal’s



aluminum supplies, members of Congress nearly rejected the
agreement. The timing was poor, to start with: the 30-day period fell
right during Christmas and New Year festivities, when lawmakers
were on break.

More important, the terms of the deal appeared unpalatable to
many in Congress. Deripaska was to retain a 44.95 percent share in
EN+. This was short of a majority stake, but for many members of
Congress this was still too much. The U.S. Treasury knew that this
arrangement was not ideal, but it reflected a pragmatic truth: there
was not enough appetite in the market to absorb Deripaska’s entire
stake in EN+. Other lawmakers feared that Deripaska would transfer
his wealth and influence in EN+ to his children and friends—
something that the proposed agreement did not entirely prevent,
although the deal planned that Deripaska would transfer part of his
share in EN+ to his charitable foundation.®? This was a valid point.
How was OFAC going to check what was happening behind closed
doors in Russia?

Lawmakers needed 60 votes to reject OFAC’s proposal to lift
sanctions against EN+ and Rusal. They got 57.3 The United States
finally lifted sanctions on Rusal in January 2019. Four months later,
Rusal announced plans to build a smelter in Kentucky to produce
aluminum for American car plants—the first greenfield aluminum mill
built in the United States in 37 years.** Deripaska remained under
individual sanctions and was still Rusal’'s largest shareholder.
However, this did not seem to matter anymore, now that U.S. jobs
were at stake.

On paper, the United States won the Rusal battle: the threat of
secondary sanctions made dealings with Rusal toxic for virtually
every company around the world, forcing Deripaska to give up
control of his assets to save his business empire. This was a first:
sanctions had never prompted a management and ownership
overhaul in such a giant global firm as Rusal. However,



Washington’s victory came at a high price: sanctions prompted a
spike in aluminum prices, nearly wiped out thousands of jobs across
the globe, and left allied governments and business executives alike
wondering whether the United States really knew what it was doing
with sanctions.

That Washington imposed sanctions against Rusal without
thinking they would have powerful side effects is doubtful. In fact,
OFAC staff had warned that sanctions against the Russian company
would shake global metals markets.®® Nonetheless, the
administration chose to proceed with sanctions, perhaps because
Rusal did not own plants in the United States at the time. This left
international companies thinking that the United States did not care
about the potential side effects of sanctions. Other executives
wondered out loud whether such a messy approach was the
intended strategy, in an attempt to support American aluminum
producers. After all, the administration had just imposed sweeping
tariffs on U.S. aluminum imports.

The Rusal episode did some serious reputational damage to
Washington. The ripple effects of sanctions against Rusal were so
massive that the United States had to backtrack in a hurry by issuing
a general license that effectively waived the penalties. International
businesses welcomed such a U-turn, but it made America appear
weak, with a sanctions strategy akin to “shoot first, aim later.”s¢ |f
penalizing a company owned by a wealthy Kremlin insider was the
point, then the United States had achieved its goal and there was no
need to lift the sanctions. That the administration changed tack in a
hurry only created confusion about what the goal of the sanctions
really was or if there even was a strategy at all.

The Rusal episode also highlighted the lack of preliminary
consultations between the U.S. government and the private sector
around sanctions.®” In almost all policy areas, the administration
holds consultations with companies to hear their views around
planned regulations. The Commerce and State Departments, for
instance, submit proposed tariffs or export controls for comment from
the private sectors.®® Even the U.S. Treasury's sensitive plans to
tighten anti-money laundering procedures are discussed publicly.
However, sanctions represent an exception. OFAC discusses



sanctions plans behind closed doors with only a handful of well-
connected American firms.

OFAC argues that submitting sanctions to a comment period
would undermine their effectiveness. This is only partly true. It would
certainly be counterproductive to announce individual penalties in
advance; targeted people would rush to move their assets away from
the United States during the consultation period. However,
submitting proposed sanctions on companies or entire economic
sectors to public comment would probably not undermine their
effectiveness. Plans to impose such penalties are usually leaked in
the media well before they are put into practice, not to mention that it
Is notoriously difficult to move a plant overnight.

Upon closer examination, the deal that the United States struck
with Deripaska also raises thorny questions.®*® VTB, a sanctioned
Russian state-owned bank, acquired part of Deripaska's former
share in EN+. Instead of benefiting Deripaska, a share of EN+ profits
now falls directly into the coffers of the Kremlin. From Putin’s
perspective, this was a good result. These extra revenues may serve
to finance the very actions of the Russian state that prompted the
United States to impose sanctions against Rusal in the first place,
such as Moscow’'s cyberattacks against Washington and military
intervention in Syria.

There are also legitimate concerns as to whether Deripaska has
really relinquished his control of EN+, and in turn Rusal.*® The deal
that he signed with OFAC capped his voting rights in EN+ at 35
percent. However, Deripaska may still form informal alliances with
other shareholders to influence strategic decisions. To prevent this
from happening, the deal mandates that EN+ shareholders have to
report any attempt by Deripaska to influence their votes. If Deripaska
makes such moves, the United States is supposed to reimpose
sanctions against Rusal. How OFAC intends to implement this policy
remains a mystery: Why would Rusal’'s shareholders willingly report
issues that may lead to the imposition of sanctions on the company
that they have stakes in?

The U.S. Treasury appears in no rush to reimpose sanctions
against Rusal, anyway. In late 2020 European governments



informed the United States that they had intelligence showing that
Deripaska was still involved in Rusal’'s day-to-day activities, using
company staff and resources for his own business—such as
launching a media campaign against China’s presence in Africa.*
Deripaska sent his lawyers to deny the allegations, which OFAC has
so far not acted upon despite a request from a U.S. senator for a
briefing on the European intelligence.*? Even after Russia’s invasion
of Ukraine, Rusal has remained off the U.S. sanctions list. However,
would the United States go down the sanctions road against Rusal a
second time, now that the global ripple effects of penalties against
the aluminum giant are well documented?

Meanwhile, Deripaska remains fairly busy. Shortly after OFAC
lifted sanctions against Rusal, he launched a lawsuit against the U.S.
Treasury to obtain some financial compensation for the US$7.5
billion worth of damages that he claims he suffered because of the
penalties (he lost).*® Deripaska’s lawyers argued that “unlawful™
sanctions, based on “nothing more than false rumor and innuendo,®
led to the “wholesale devastation of [his] wealth, reputation, and
economic livelihood.”® Deripaska now likes to present himself as a
tormented defender of the rule of law.*” The latest Forbes ranking of
billionaires has him pointing at the 1050th rank worldwide, with a net
worth of around US$3 billion.*® If U.S. sanctions were really meant to
weaken Deripaska, something must have gone wrong somewhere in
the process.

The Rusal episode is not an isolated case. There are other examples
of how U.S. sanctions nearly derailed supply chains across the
globe. Only ten months after the United States lifted sanctions on the
Russian firm, the administration imposed penalties against COSCO
Shipping, a Chinese tanker company, for transporting oil from Iran
despite U.S. sanctions.*® COSCO'’s tricks were straight from the
North Korean sanctions-busting playbook: oil cargoes with fake
international identification numbers switched off their transponders to



make dark voyages between Iran and China.’® The penalties on
COSCO included a secondary component. Almost 50 of the
company’s oil tankers were suddenly put out of work, as international
firms were not willing to defy U.S. penalties.

The sanctions were a remake of those against Rusal: within
hours, the penalties disrupted global shipping ties, fueling a roughly
30 percent hike in freight prices. Freight costs for oil transported from
the United States to China reached their highest levels on record.>!
Qil firms that used to rely on COSCO tankers had to pay extortionate
prices to book cargoes with other companies. COSCO has one of
the world’s biggest fleet of very large crude carriers, the equivalent of
gigantic oil tankers. Most other shipping companies did not have
such large vessels available, especially at the last minute. As a
result, oil firms had to book several smaller oil carriers to make up for
the lost capacity.>?

The United States initially dismissed reports that the COSCO
sanctions were having negative ripple effects on the shipping
industry. An official from the U.S. State Department declared that he
had not heard of any disruptions, adding that Trump’s maximum
pressure campaign against Iran was applied “without any harm.”?
OFAC officials were flabbergasted: they had never been in favor of
imposing sanctions on COSCO in the first place, as they had learned
a painful lesson from the Rusal story.

Political appointees from the U.S. State Department had been
lobbying for the COSCO sanctions as part of Washington's
maximum pressure campaign against Iran; as it turned out, the
appointees had virtually no clue how sanctions worked and no idea
about the potential side effects of the penalties.>* As had happened
with Rusal a few months before, OFAC was left on its own to clear
up the mess and minimize the impact of the COSCO sanctions on
the global shipping industry.

The remainder of the COSCO story looks very much like the
Rusal saga. After three weeks, OFAC issued a general license giving
international businesses time to unwind ties with COSCO. The
United States lifted most of the sanctions against the Chinese firm a
few months afterward.®®> The Rusal episode fueled doubts about



Washington’s ability to impose sanctions in a structured, coherent
manner. To many foreign firms and U.S. allies, the COSCO debacle
confirmed suspicions that the U.S. approach to Rusal was not an
outlier, but proof that Washington does not care about the fallout
from sanctions.



I

SANCTIONS DISPUTES

When Russian Gas Pipelines Divide Allies

during the Ottawa G7 Summit. The U.S. president asked Zenko

Suzuki, Japan’s prime minister, to prevent Komatsu, a Japanese
firm, from selling equipment to the USSR for the construction of a
pipeline from Siberia to Europe. According to Reagan, the gas
pipeline represented a national security threat for the United States:
the White House claimed that the Kremlin would invest the export
proceeds to boost the capabilities of the Soviet Army.* Komatsu had
long been doing business with Moscow and was understandably
reluctant to let go of the US$85 million contract. However, Suzuki
agreed to Reagan’s demands and asked the firm to put the deal on
hold.?

Ten days later, the U.S. Commerce Department made an
unexpected move: the agency granted an American company,
Caterpillar, an export license for the very contract that Komatsu had
been asked to cancel® The Japanese government was
flabbergasted. Across the globe, business executives wondered
whether Washington’s alleged security concerns about the pipeline

In 1981 President Ronald Reagan made an unusual request



were simply a ruse to promote America’'s commercial priorities. To
the entire world, it looked like the United States was keen to use the
national security narrative to advance its own economic interests, at
the expense of its allies.

Nearly four decades later, U.S. partners had similar doubts about
the motives behind American sanctions against Nord Stream 2, a
gas pipeline connecting Russia to Germany. The United States
opposed Nord Stream 2 on security grounds, arguing that the project
represented a threat to Europe’s security; Washington argued that in
the event of a deterioration in EU-Russia relations, the Kremlin could
block gas shipments to Europe.* Germany and several other EU
countries saw things differently: they suspected that Washington’s
opposition to the pipeline formed part of a grand plan to boost
American gas exports to Europe and argued that the U.S. unilateral
measures infringed Europe’s sovereignty. For several years, the
Nord Stream 2 saga put the transatlantic relationship under serious
strain.

The U.S.-EU dispute around Nord Stream 2 looked like a new
departure when it erupted in the 2010s, but it was not the first time
that America and Europe had argued over a Russian pipeline. In the
early 1980s the construction of the Siberian Natural Gas Pipeline—
the very project that Japan’s Komatsu wanted to work on—had
fueled transatlantic tensions. For Washington, concerns that the
Kremlin would use the revenues to support the Red Army were only
part of the problem. The U.S. Defense Department also worried
about a deal that France’s Thomson CSF had just signed: the
French company had agreed to sell Moscow some high-tech
computers to control gas flows within the pipeline. The United States
saw this as a red flag: the Pentagon thought that the Soviets could
covertly use the equipment for military purposes.®

On the other side of the Atlantic, European countries defended
the pipeline: they argued that economic cooperation was the best



way to engage with Moscow. Collaborating on the construction of the
pipeline was a crucial component of the détente policy that they had
adopted toward the Kremlin.® From Europe’s perspective, the
Siberian Natural Gas Pipeline was a way to diversify the mix of
energy suppliers; the European Union was keen to lessen its
dependence on Middle East oil after the 1973 and 1979 oil shocks.

European governments had economic motives to back the
project, too: French, Italian, West German, and British companies
had inked contracts for around US$4 billion with the USSR to build
various components of the pipeline, such as compressors and
turbines.” The global economy was in a recession, making these
deals crucial for the 20-odd European metallurgy and machinery
firms involved.2 EU governments hoped that the construction of the
pipeline would help to curb high unemployment; in Germany alone,
the project looked set to support around 1,000 jobs.®

American hawks were determined to do everything they could to
prevent the construction of the pipeline. However, the Reagan
administration was in a bind. Washington knew that it could not
Impose sanctions on the project without good reason. The only
realistic option was to wait for a development that could serve as an
excuse to impose sanctions on Moscow. The White House did not
have to wait for long.

In December 1981 Communist Poland imposed martial law to
crush pro-democracy protests. Demonstrations demanding social
change and an improvement in working conditions were met with
military force, and dozens of Polish activists were Kkilled. The
administration believed that the Kremlin had ordered the brutal
crackdown. Reagan quickly seized the opportunity to impose
sanctions on Moscow in an attempt to derail the construction of the
Siberian pipeline.°

European companies were manufacturing the pipeline’s turbines and
compressors using U.S. technology. This had not escaped



Washington’s attention. The White House decided to act decisively:
in late December the administration suspended the export licenses
that allowed European companies to export components built using
American technology to the Soviet Union. A modern equivalent of
such a measure would be banning EU-based companies from using
Apple computers or Microsoft software to manufacture products that
they intend to export to Russia.

European governments were furious, not least because the
United States had given them only five hours’ notice before
announcing the sanctions.* The measures looked set to delay the
construction of the pipeline and, in turn, gas deliveries. The situation
was serious, but it was not catastrophic: the export controls did not
apply to preexisting contracts. Most European companies could
continue to export parts of the pipeline to the USSR, provided they
had already signed the related deals. However, Washington hinted
that the sanctions could well become retroactive. In such a case,
European firms would have no choice but to terminate existing deals.
The potential financial losses looked considerable.

Washington knew that the threat to make sanctions retroactive
gave it powerful leverage. The United States started to lobby
European capitals to convince them to impose sanctions on the
USSR in retaliation for the Polish developments. America’s threat
was thinly veiled. If Europe adopted stringent measures against
Moscow, such as a trade embargo, then U.S. restrictions on
technology exports to the USSR would not apply to existing
contracts. European firms would be able to continue building the
various parts of the Siberian pipeline. However, if European states
refused to comply with U.S. demands, the administration would
make the measures retroactive.

The European Union was caught between a rock and a hard
place. The bloc wanted to support European manufacturing
companies working on the pipeline, but member states had no
appetite for cutting back trade ties with Moscow. European
governments were also unsure that the former Soviet Union was
behind the crackdown against Polish activists. It appeared to some
that Reagan had used the situation in Poland as an excuse to derail
the construction of the pipeline. In March 1982 the European Union



announced a timid move. The bloc imposed an annual US$150
million cut in imports from the Soviet Union. This was a goodwill
gesture toward Reagan, but it fell far short of American demands.

Washington was not impressed, and negotiations continued
throughout June, culminating at the Versailles G7 Summit.
Discussions were intense, but the two sides failed to reach an
agreement.'? Shortly after the G7 Summit concluded, the United
States announced that the export controls that targeted the
construction of the pipeline would apply to existing contracts. This
was a first: until then, retroactive sanctions had been unheard of.
European subsidiaries of U.S. companies would also have to comply
with the measures. This was another first and an illegal move: the
United States has no jurisdiction over the foreign subsidiaries of
American firms.*

European governments were outraged. As the French foreign
minister, Claude Cheysson, put it, “The United States has just
declared what amounts to economic warfare on her allies in Western
Europe.”* The timing was poor. Reagan had recently announced
that the United States was dropping its embargo on grain exports to
the Soviet Union because the policy was hurting American farmers.
The optics were disastrous: Washington appeared keen to sanction
the USSR only as long as it did not hurt U.S. firms.

For all the heated diplomatic rhetoric, European businesses felt
that they had no choice but to comply with the U.S. measures. The
risk of falling foul of U.S. export controls did not appear to be worth
taking. European companies started to inform Moscow that they had
to withdraw from the pipeline project. America’s plan seemed to be
working. Protests from EU governments gradually became less
frequent. However, this was only the calm before the storm. Britain,
France, Italy, and West Germany were mounting a counterattack.

In July 1982 British prime minister Margaret Thatcher restarted
the hostilities. In a speech to Parliament, she declared: “The
guestion is whether one very powerful nation can prevent existing
contracts from being fulfilled. It is wrong that it should prevent those
contracts from being fulfilled.”> The tone was set. European
countries had no intention of caving in to U.S. pressure. European



governments started to order their domestic firms to fulfill their
contractual obligations with Moscow. The measure applied to the
branches of American businesses, too; Dresser-France, the French
subsidiary of U.S.-based Dresser Industries, received strict
instructions from Paris to deliver the pipeline parts to the USSR.*6

If companies refused to deliver the components to the Soviet
Union, the French and British governments had a plan B. Paris
threatened to requisition the businesses that complied with American
sanctions. London proceeded similarly with four British firms.t”
European companies got the message loud and clear. They swiftly
restarted delivering the various parts of the Soviet pipeline.
Washington retaliated by imposing sanctions on 12 European firms,
barring them from doing business in the United States.'8

The transatlantic row had turned into a standoff. European
countries were united in their opposition to U.S. sanctions. By
contrast, support for the penalties was crumbling in Washington. The
administration was deeply divided as to whether imposing sanctions
on allies was an appropriate move.*® Secretary of State Alexander
Haig resigned, arguing that the sanctions on the Soviet pipeline were
causing an unnecessary split in the transatlantic alliance.?° A young
Columbia and Harvard graduate named Antony Blinken, who would
later become the U.S. secretary of state under the presidency of Joe
Biden, shared the same view. He wrote a book explaining why
blocking the construction of the pipeline should be less important for
the United States than maintaining strong ties with European allies.?!

In Washington, those who opposed the sanctions argued that
they were at best ineffective and at worst counterproductive: despite
the penalties, the European Union’s determination to stand up to
American demands meant that the Soviet pipeline looked set to be
built.?? Part of the administration also feared that the measures were
hurting U.S. companies, which had to stop selling technology to
European businesses; estimates put the short-term losses for
American firms, such as Caterpillar and General Electric, at more
than US$2 billion (equivalent to US$6 billion in today’s money when
adjusted for inflation).?®



The potential long-term reputational damage to U.S. businesses
looked set to be even worse: foreign companies started to wonder
whether they should use American technology at all in case this
might expose them to Washington’s sanctions. These worries made
sense. Soviet authorities hinted that European firms using U.S.-
made know-how would not be eligible for future contracts.?* Facing
intense lobbying from industrial companies, Congress started to draft
legislation to reverse the sanctions on the Soviet pipeline and to
force the White House to seek the approval of allies for similar
measures.

In November 1982, after nearly a year of transatlantic tensions,
Reagan decided that the controversy had lasted for too long. Matrtial
law was still in place in Poland, but he canceled the sanctions. The
Soviet pipeline was completed two years later, on schedule, and
remains in operation. The damage to American companies proved
long-lasting: European firms remained wary of using U.S. technology
for fear of new rounds of retroactive sanctions. As Thatcher put it,
the measures were “harmful ultimately to American interests
because so many people will say there is no point in making a
contract to secure materials, machinery and equipment from the U.S.
if at any time they can just cancel that contract.”?®

Fast-forward nearly 40 years later, to the late 2010s: the quarrel over
Nord Stream 2 looked like a repeat of the 1982 dispute.?® A pipeline
connecting Russia to Europe was being built. The United States was
seeking to apply pressure on Moscow and imposed sanctions to
derail the project. European companies were caught in the crossfire
and EU governments were incensed, arguing that the measures
were an infringement of their sovereignty. Transatlantic tensions
ensued. The squabble was pointless: the pipeline would be built and
then eventually scrapped.?’

On paper, Nord Stream 2 had nothing to do with the United
States. The project aimed at doubling the capacity of Nord Stream 1,



another gas pipeline between Russia and Germany. Gazprom, the
Russian state-owned gas giant, financed half of Nord Stream 2’s
hefty price tag of US$11 billion.?® The five European companies that
signed up to receive gas via the new pipeline funded the other half of
the construction costs. For the European Union, the project was a
huge one: around 150 European firms were involved in one way or
another.2° However, for the United States, Nord Stream 2 was much
more than a purely business-driven enterprise.

From Washington's perspective, the pipeline represented a
potential Russian weapon against Europe. The administration
worried that Nord Stream 2 would deepen the European Union’s
dependence on Russian energy; at the time, Europe sourced around
40 percent of its gas imports from Russia.*®* The United States
believed that this was already too much and that a further increase in
Moscow’s market share in the European gas market would boost the
Kremlin's leverage over Europe. Other critics noted that the new
pipeline would be operated by the same company—Nord Stream AG
—as the existing Nord Stream 1 pipeline, which ran close to the
proposed route of Nord Stream 2. Europe could lose nearly half of its
gas supplies if a cyberattack targeted Nord Stream AG or if an
explosion were to occur on either Nord Stream 1 or 2.3

Opponents of the pipeline argued that the project was dangerous
not only for Europe, but also for Ukraine. Kyiv had stopped importing
Russian gas several years earlier, but Nord Stream 2 looked set to
put a strain on the Ukrainian budget: the pipeline meant that Russian
gas exports could go directly to Europe instead of transiting through
a network of existing pipelines that often crossed Ukraine. Nord
Stream 2 skeptics argued that this would do great economic damage
to cash-strapped Kyiv, which would lose the roughly US$3 billion in
transit fees that Moscow used to pay every year.

Gazprom and its five European partners announced the construction
of Nord Stream 2 in 2015. Preparatory works, such as the issuance



of tenders to select suppliers of steel pipes, started shortly afterward.
Congress first tried to derail the project two years later, in 2017,
when a fresh legislative package threatened to impose secondary
sanctions on international companies that provided funding or
support for Russian energy projects.®> The measures targeted the
European energy firms that financed half of Nord Stream 2.
However, for several weeks, it was not clear whether the threat of
secondary sanctions would apply retroactively.

As is often the case, the wording of Congress’s legislation was
unclear and remained open to interpretation. European companies
involved in Nord Stream 2 anxiously waited for the United States to
Issue some explanatory guidance. Under intense diplomatic
pressure, Washington backed down: the State Department
announced that the sanctions would not apply to energy projects that
had already started. European businesses breathed a sigh of relief.
Nord Stream 2 was spared, and preparatory work for the
construction of the pipeline could continue.®3

Pipe-laying operations began in September 2018. Only a few
weeks later, U.S. energy secretary Rick Perry resurrected the
sanctions threat.** While visiting Moscow, he declared that penalties
against Nord Stream 2 were still an option for Washington. A few
weeks later, U.S. ambassador to Germany Richard Grenell doubled
down; he wrote letters to the European companies that were
financing part of Nord Stream 2, urging them to ditch the project.3®
EU policy makers and energy companies held their breath again,
thinking that sanctions were in the cards. Yet nothing happened.
Work on the pipeline continued throughout 2019. Progress was fast.
By the end of the year, segments of the pipeline in Sweden, Finland,
and Russia were completed. The pipeline looked set to start
operations some time in 2020.

Congress eventually imposed sanctions on Nord Stream 2 in the
final days of 2019, when lawmakers adopted legislation threatening
to impose secondary sanctions on companies laying undersea pipes
for Russian energy projects. After two years of vain attempts,
Congress had finally managed to threaten the completion of Nord
Stream 2.3¢ The ultimatum worked: a few hours after Congress’s
vote, AllSeas, the Swiss-Dutch company that had been providing



highly specialized megaships to lay the 200,000 pipes that would
make up the pipeline, exited the project in a rush.®’

The threat of secondary sanctions dealt a blow to Nord Stream 2.
Sanctions watchers wondered whether the American measures
would deralil the project. They did not have to wait for long to get the
answer. The penalties were painful, but not enough to convince
Gazprom and European energy firms to abandon the pipeline.
Despite AllSeas’ exit, Gazprom had a plan B for laying the pipes.
Three years earlier, while preparatory work on the pipeline was
taking place, the Russian gas company had conveniently bought a
pipe-laying vessel, the Akademik Cherskiy.

In early 2020 the Akademik Cherskiy was sailing north of Japan
in the Sea of Okhotsk, waiting to start work on Russia’'s nearby
Sakhalin gas fields. Gazprom immediately sent the ship on a four-
month journey around the world, going all the way from Japan to the
Baltic Sea via the Cape of Good Hope (the crane of the Akademik
Cherskiy was too high for the vessel to transit below the Suez Canal
bridge).®® For the Kremlin, securing the ship’s voyage was a top
priority; Moscow enlisted the Russian Navy to escort the vessel,
which safely arrived in the Russian enclave of Kaliningrad in May.

Gazprom knew that the Akademik Cherskiy was slower than
AllSeas’ ships, but swift progress in 2019 meant that only around
100 miles (or about 5 percent) of undersea pipes remained to be
laid. This seemed feasible. Russia’s prime minister Dmitry Medvedev
argued that there was “nothing catastrophic” about the U.S.
sanctions.*® According to Moscow, the construction of the pipeline
was delayed, but not derailed. However, developments in the Baltic
Sea meant that it was hard to be sure that work on Nord Stream 2
would continue.

Throughout May and June 2020, the Akademik Cherskiy did not
a lay a single pipe. Rumor had it that the ship was being upgraded
with some advanced pipe-laying equipment, but some analysts
believed that the tightening of U.S. sanctions had killed Nord Stream
2. No information was coming from Russia, except that Gazprom
had hired an additional pipe-laying ship, the Fortuna. However,



sanctions watchers were unsure that the Fortuna would ever be
allowed to lay pipes in the Baltic Sea.

The Akademik Cherskiy was a formidable ship: it was able to lay
down pipes nearly 700 feet under the sea with a high degree of
accuracy even in stormy waters. The vessel had advanced
capabilities that assessed its position in real time on the basis of
current, wave motion, and wind patterns. However, it was painfully
slow. By contrast, the Fortuna was faster, but it did not have the
same positioning technology as the Akademik Cherskiy. As a result,
the Fortuna required multiple anchorages to lay undersea pipes
accurately.#°

This was a serious problem: the only work that remained for Nord
Stream 2 to be completed was to be done in German and Danish
waters. However, Copenhagen usually forbids anchored vessels
from doing work in Danish waters for fear that ships will moor on
unexploded World War Il mines. To the consternation of the United
States (and after long delays that some observers believed were due
to U.S. pressure), in early July 2020 Copenhagen gave the green
light for the Fortuna to lay pipes.** For Gazprom, this was brilliant
news. The Fortuna and the Akademik Cherskiy were soon en route
to the small German port of Mukran to load up steel pipes before
restarting the construction work.

The U.S. administration decided to step up pressure on Nord
Stream 2 one notch further. In mid-July the State Department issued
revised guidelines stating that previous sanctions that had targeted
companies working on Russian energy projects back in 2017 would
apply retroactively.*> For European firms working on Nord Stream 2,
the updated guidance was alarming. It meant that ports such as
Mukran that welcomed pipe-laying vessels, the companies that
insured the ships, and the banks that processed transactions related
to Nord Stream 2 could become the targets of U.S. secondary
sanctions.*

The State Department’s change of heart was a bitter blow for
Europe: the 2017 vintage of sanctions explicitly mentioned that U.S.
measures against energy projects had to be coordinated with allies.**
The United States reneged on this commitment.** It was hard to see



how the updated guidance could be enforced: lawyers thought that it
was likely to be challenged in international courts.*¢ However,
spooked by the risk of sanctions, the Russian owner of the Fortuna
withdrew from the project. The Akademik Cherskiy left the pipeline’s
construction site and returned to Kaliningrad. Speculation about
Nord Stream 2’s prospects reached record highs. All bets were off as
to whether the pipeline would ever be completed.

The following weeks proved intense as the United States appeared
to gain the upper hand in the Nord Stream 2 saga. In early August
some U.S. senators declared that they would not shy away from
imposing “crushing”’ sanctions on Mukran, the German port that
had been providing pipes and other supplies to the pipe-laying ships.
The move was extraordinary: the senators went as far as threatening
to impose sanctions on the employees of the Baltic port. The threat
to sanction German port stevedores prompted consternation across
Europe. Even those who opposed Nord Stream 2 began to wonder
whether the U.S. senators were really serious.

In the 1950s the small port of Mukran was a thriving fishing
community and a popular destination for Swedish holidaymakers.
Seven decades later, the port was only a shadow of its former self,
with many living below the poverty line owing to a dearth of positions
that paid more than the minimum wage. The town was desperate to
create new jobs, but most of those available involved working on
Nord Stream 2.*¢ If the project was canceled, the annual US$2
million in local taxes that the local authorities had penciled in would
also vanish.#® For Mukran, economic ruin loomed.5°

Threatening to impose sanctions on German port employees
badly damaged Washington’s credibility. For Mukran’s inhabitants,
who learned Russian at school and used to live in Communist East
Germany, the ultimatum confirmed negative stereotypes about
American imperialism. Germany’s left-wing party sent a letter to
Congress asking how Washington would react if Berlin threatened to



iImpose sanctions on American ports.>* The Russia-friendly German
Far Right went even further. The party asked for the sanctions that
the European Union had imposed against Moscow following the
annexation of Crimea to be lifted altogether.

The abrasive declarations of the U.S. senators backfired. The
threat to sanction German workers made building the pipeline a
matter of pride against what many in Europe were increasingly
seeing as a U.S. abuse of power. The construction of the pipeline
was still on pause, but some European policy makers were starting
to believe that completing the project was the best way to send
Washington a message about the European Union’s determination to
stand up to U.S. demands. However, another development that had
nothing to do with gas, pipe-laying vessels, or sanctions intervened
to complicate matters further.

In August 2020 Aleksei Navalny, Russia’s most prominent opposition
leader, fell critically ill after he was exposed to a nerve agent.>? Given
the Kremlin’s track record of silencing opponents, suspicions quickly
arose that the Russian government was responsible for Navalny’s
poisoning. On both sides of the Atlantic, those who opposed the
construction of Nord Stream 2 sensed an opportunity: while Navalny
was being treated in Berlin, they called on Germany to ditch the
pipeline in retaliation for the attack.

The German government faced a difficult situation. On the one
hand, Berlin did not want to appear to downplay the seriousness of
Navalny’s condition or to minimize concerns about what looked like
an attempt from the Kremlin to murder an opponent (it was later
confirmed that members of the Russian security services were
involved in the attack). On the other hand, Germany was adamant
that Nord Stream 2 was a private business project that had to be
completed to meet Europe’s energy needs. Berlin also felt that it was
pointless to argue with Russia about something that could not be



reversed—Navalny had been poisoned and nothing could change
this fact.>® For Chancellor Angela Merkel, the only way was forward.

There was probably another reason why Germany was reluctant
to cancel Nord Stream 2. Even if she was never a fan of the pipeline
project, Merkel wanted to avoid giving the impression that Berlin had
finally caved in to U.S. pressure on Nord Stream 2—something that
Congress and the White House would have loudly hailed as a major
victory for sanctions. At the time, only a few people in Washington
understood what this really meant: if even the attack on Navalny did
not derail the project, then U.S. sanctions had almost no chance of
succeeding.

Germany chose to bide its time and to wait for the Navalny story
to gradually disappear from the media. Work on the pipeline
remained on hold, however. Again, experts were scratching their
heads to figure out what was happening. Had the threat of
secondary sanctions on European companies working on Nord
Stream 2 really halted the completion of the pipeline? This appeared
unlikely, but it was hard to know for sure. Perhaps Washington had
also issued covert warnings to the Kremlin; the CIA had just claimed
that it had the capability to switch off the lights in Moscow.>

Ship movements around Kaliningrad held the answer: far from
withdrawing from the project, Gazprom was busy gathering an
armada of Russian boats that looked set to become supply and
rescue vessels for pipe-laying ships.*® This was a smart move: with
support from these boats, the pipe-laying vessels would be able to
complete the pipeline with virtually no help from the shore. The
German port of Mukran would not have to be involved, neutralizing
Congress’s sanctions threat.>® Gazprom put the ships under a tough
testing regimen to make sure that they would be able to withstand
the freezing temperatures and fierce winter storms of the Baltic Sea.
The Fortuna had just changed hands and rejoined the party, too.

Work on Nord Stream 2 looked set to continue. Congress tried to
tighten sanctions against “Putin’s pipeline”” again; in October 2020
the administration issued guidance that further widened the scope of
previous sanctions rounds.*® However, it was clear that these
penalties would not bite much; by then, Gazprom had made the



construction of Nord Stream 2 a purely Russian enterprise. The
United States could sanction the entire armada of pipe-laying ships
and supply and rescue boats as much as it liked; their Russian
captains would gladly accept the measures as a badge of honor.
Washington was starting to sound like a broken record.

In late 2020 the Fortuna restarted work on the last two incomplete
German and Danish segments of the pipeline in a race to the finish
line.>®* The Office of Foreign Assets Control (OFAC) imposed
sanctions on the vessel, to no avail. After years of uncertainties, the
United States had no more options to tighten sanctions further. Nord
Stream 2 looked set to be built, and Russia’s press agency
announced that the pipeline would be completed in 2021.5° However,
this was not the end of the story: experts were still making bets as to
whether gas would ever run in the pipes.

Gazprom could complete the construction of the pipeline by
making the process a Russian affair. However, no gas could flow in
Nord Stream 2 until the pipeline was both certified and insured. In
early 2021 the United States adopted a new round of sanctions that
targeted insurance and certification companies that worked on the
project; only Western firms had the required certification expertise,
and defying U.S. penalties was not a risk that they were willing to
take. It looked like the pipeline was going to be built, but that
American sanctions would prevent it from operating. Things were in
a standstill. However, in Washington, the political landscape had just
changed dramatically.

Biden had recently become U.S. president. Blinken, the Columbia
and Harvard alumni who had written a book on the Soviet pipeline,
had been named secretary of state. After four years of tensions
under the presidency of Donald Trump, the White House knew that
finding a compromise over Nord Stream 2 presented a rare
opportunity to reset badly strained transatlantic ties. Washington was
also acutely aware that any attempts from the Biden administration



to address Russia’'s behavior would prove futile if European allies
were not aboard. However, as long as the United States and
Germany were arguing over the pipeline, cooperating over dealing
with Moscow would prove difficult.

Shortly after Biden’s inauguration, rumors started to circulate
about a potential agreement between Washington and Berlin about
Nord Stream 2. It seemed that the United States and Germany might
come to a compromise about the commercial modalities of the
pipeline’s operations—>by, say, putting a cap on the share of Russian
gas in the European energy mix in return for the lifting of sanctions.5!
Another much-touted option was that Germany could sign up for a
mechanism that would interrupt gas deliveries via Nord Stream 2 if
Russia ratcheted up tensions with Ukraine or other European
countries.

That Washington and Berlin might come to an agreement on
Nord Stream 2 looked like a breakthrough, but it was far from new.
The United States had always left the door open for such
negotiations; even the most stringent sanctions packages against
Nord Stream 2 planned for transatlantic “consultations” to find an
arrangement over the issue. Beyond politics, the White House also
knew that starting negotiations was the most logical step. Before the
war in Ukraine made Russia a pariah in 2022, it was unrealistic to
expect that European energy firms, let alone Gazprom, would
abandon Nord Stream 2 given the billions that they had invested in
the project.

At the time, leaving the pipeline to rot in the Baltic Sea was not
seen as an option, anyway; such a scenario entails significant safety
and environmental risks. To its chagrin, Washington also realized
that Biden’s arrival at the White House meant that Berlin had the
upper hand; given the need to mend transatlantic ties after the
animosity of the previous administration, there was little chance that
the United States would dare to go down the sanctions route if Berlin
ordered German firms to certify and insure the pipeline.

Such a situation would have been a repeat of the 1982 row
between America and Europe over the Soviet pipeline. From this
perspective, negotiations on Nord Stream 2 represented a face-



saving exercise for America, even though the administration tried to
look tough. Berlin knew it and Merkel had every intention of showing
the United States that she would stand firm on this topic. The end of
the story was clear. Washington had lost the battle, and U.S.
sanctions had failed to derail the pipeline project.

Four months after taking office, the Biden administration lifted
penalties on Nord Stream 2 after a report from the State Department
assessed that it was in the U.S. national interest to waive the
measures. The construction of the pipeline was completed in
September 2021. However, the likeliest scenario is that Russian gas
will never flow through the pipes. In early 2022, after Russia invaded
Ukraine, the German government pulled the plug on Nord Stream 2,
confirming once again that the fate of the pipeline was only ever
going to be determined by Berlin.

The Nord Stream 2 episode highlighted deep divisions among EU
member states regarding relations with Moscow. Some East
European countries, including staunch Russia critics such as Poland
and the Baltics, argued that building the pipeline was a dangerous
endeavor that would make Europe overly dependent on Russian
gas. The European Parliament also opposed the project. The
legislative body adopted several nonbinding resolutions calling for a
halt in the construction of the pipeline and an urgent rethink of ties
with Moscow.®?

Meanwhile, European governments that tend to have a softer
stance toward Russia, such as Germany and Austria, argued that
building Nord Stream 2 would help to secure Europe’s long-term
energy supplies at a low environmental cost compared to
alternatives, such as coal. (Germany started to decommission
nuclear plants following the Fukushima nuclear disaster in 2011. As
a result, the country relied on polluting coal-fired power plants to
produce electricity.) However, almost all Europeans agreed on one



thing: Washington took things a step too far by imposing sanctions
on the pipeline.

Germany believed that it did not need U.S. permission to boost
gas imports from Russia. As the German foreign minister put it, “The
U.S. administration is disrespecting Europe’s right and sovereignty to
decide itself where and how we source our energy.”s® This is a two-
way street: Berlin has never given Washington advice as to which
energy supplier to choose. Some German policy makers wondered
how the United States would react if the European Union imposed
sanctions on pipelines that run on American soil.

The German government also found it infuriating that Washington
started to impose stringent sanctions on Nord Stream 2 four years
after the project was launched, at a time when billions had already
been invested in the construction of the pipeline. The United States
argued that it was targeting Nord Stream 2 because America saw
itself as the ultimate guarantor of Europe’s security. If this was really
the case, some European officials wondered why America had to
wait for several years before coming to Europe’s rescue against
what Washington believed was a major threat to European security.

Before the war in Ukraine started, some European officials also
noted that receiving more gas directly from Russia represented a
positive development for Europe’s energy security: in their view,
thanks to Nord Stream 2, the European Union would have been able
to extricate itself from Russia-Ukraine gas wars. The Kremlin knew
that the threat to cut gas exports to Ukraine was powerful precisely
because such a measure had a direct impact on European countries.
If EU member states received less Russian gas via Ukraine, they
had fewer chances of being held hostage of disputes between
Moscow and Kyiv. This was probably one of the key reasons why
Berlin was so reluctant to cancel the project.

American concerns about the financial impact of Nord Stream 2
on Ukraine appeared harder to dismiss. Kyiv was in dire need of
Gazprom’s money to, among other things, fight against Russian-
backed separatist rebels. However, before Russia’s invasion of
Ukraine prompted a rethink of ties to Moscow, some European policy
makers thought that the construction of Nord Stream 2 could well



turn out to be beneficial to Ukraine in the long term: as the country
ceased to be a transit state for Russian gas exports, Moscow’s
leverage over Kyiv looked set to greatly decrease.

Throughout the Nord Stream 2 saga, Berlin also liked to think that
it was already doing enough to support Ukraine. In the five years to
2019, the European Union was the largest donor to Kyiv; the bloc
had sent Ukraine an annual average of US$710 million in aid since
Russia’s illegal annexation of Crimea in 2014—twice as much as the
United States.®* European countries also supported Ukraine on a
bilateral basis. Germany’s assistance to Kyiv totaled more than
US$1 billion in 2014-2019.

From a European perspective, the reasons the United States gave
for sanctioning Nord Stream 2 were not convincing, fueling
suspicions that Washington had other motives for derailing the
project. Some EU member states surmised that these were
commercial: they believed that the United States was trying to boost
American exports of liquefied natural gas (LNG) to Europe. In
support of this view, European officials noted that Nord Stream 2
was one of the few topics of disagreement between Russian
president Vladimir Putin and Trump; the U.S. president’s top priority
was always to boost U.S. exports even if this meant imposing
coercive economic measures, such as tariffs, on allies.

The declarations of several American officials only appeared to
confirm Europe’s theory. As energy secretary Rick Perry put it, “the
United States is again delivering a form of freedom to the European
continent [...], and rather than in the form of young American
soldiers, it's in the form of liquefied natural gas.”® U.S. senator Ted
Cruz, who had led the charge against the German port of Mukran,
agreed. In his view, “It's far better for Europe to be relying on energy
from the United States than to be fueling Putin and Russia and
dependent on Russia and subject to economic blackmail.”s¢



The recent rapid development of the U.S. LNG sector further
fueled Europe’s suspicions that Washington was targeting Nord
Stream 2 to boost American gas exports. In 2019 the United States
was the world’s fourth largest exporter of LNG,¢” on track to claim the
top spot by 2025. However, America provided only a fraction of
Europe’s gas imports in 2019, while Russia supplied about 40
percent of them.%® U.S. LNG terminals located on the East Coast,
within easy reach of Europe, had plenty of spare capacity. Seen from
this perspective, the European Union represented a natural
battleground for American and Russian gas exports, with U.S. gas
companies seeking to take over Russia’s market share. However, if
Russian gas started to flow through Nord Stream 2, Europe would
not need America’s LNG.

If the pipeline had become operational, supply from Nord Stream
2 would have amply covered European gas needs in the coming
decades, not to mention that Russian gas is much cheaper than
American LNG. Seen from this perspective, the U.S. strategy to do
everything it could to try to prevent the construction of Nord Stream 2
appeared sound. This reasoning would help to explain why the
United States started to grow concerned about Nord Stream 2 only
in 2017, when Trump came to power and vowed to do everything he
could to make the United States the world’s largest exporter of LNG.

The possibility that Washington used sanctions to boost LNG
exports to Europe also helped energy experts to make sense of an
intriguing feature of U.S. measures against Russia. Sanctions
packages that Congress adopted in 2019 threatened to impose
penalties on Russian energy projects worth more than US$250
million. However, for the construction of Russian gas or LNG
infrastructure, the threshold was far lower: Congress set it at only
US$1 million.** To many sanctions watchers, it looked like
Washington did not care much about sanctioning Russian energy
projects, unless they competed with U.S. gas exports.

For Europe, the Nord Stream 2 saga appeared to confirm long-
standing fears that in some cases, the United States does not shy
away from using sanctions to advance America’s economic interests.
Washington vehemently denied this, arguing that American
sanctions first and foremost hurt U.S. companies by preventing them



from doing business in dozens of countries. From this perspective,
U.S. secondary sanctions on foreign firms are a minor matter, which
pales in comparison with the restrictions with which U.S. firms have
to comply. Whether or not the United States targeted Nord Stream 2
to boost American LNG exports may not be the most important point,
however.

That European allies suspected that this could be the case
highlighted the lack of trust between the two parties and put a further
strain on the transatlantic relationship. This was a dangerous
development. Such tensions undermined ties between Washington
and European capitals, preventing both sides from working together
on other issues, such as—precisely—Russia’s behavior in the run-up
to its invasion of Ukraine. Cracks in the partnership only benefit U.S.
foes—Russia in Nord Stream 2's case.

As was the case for the Soviet pipeline in the early 1980s, U.S.
sanctions failed to prevent the construction of Nord Stream 2. This
was hard to predict. However, the United States could probably have
guessed that the measures would divert attention away from
Washington’s understandable concerns around the pipeline, turning
the debate into a discussion about the legitimacy and motives—real
or supposed—of U.S. sanctions on the activities of its allies.”® For
America, the fight against Nord Stream 2 cost time, energy, and
credibility. All the efforts of U.S. diplomacy failed to convince
European partners to ditch the pipeline.

For Europe, the Nord Stream 2 saga was a wakeup call. It
underlined the need for the bloc to stand ready to defend its
economic interests. Coupled with other contemporaneous
developments, such as the impact of U.S. secondary sanctions on
European companies in Iran, the Nord Stream 2 episode further
reinforced Europe’s determination to resist U.S. extraterritorial
measures. That U.S. sanctions failed to derail the project also
exposed their limits; sanctioned states will not have failed to notice



that Gazprom continued building the pipeline despite facing U.S.
penalties.

The U.S. decision to impose unilateral sanctions on Nord Stream
2 also set a dangerous precedent: How would Washington react if
China chose to follow the U.S. example and imposed unilateral
penalties on American companies? The United States tends to
believe that it is always on the right side of moral arguments. There
IS no reason to think that China does not share the same belief.
However, in many instances Washington and Beijing happen to
disagree, making the risk of Chinese unilateral sanctions credible.
America’s track record of sanctioning Nord Stream 2 on its own
makes it difficult to argue that China has no right to do something
similar if it so wishes.
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SANCTIONS-BUSTING

Avoidance Schemes from U.S. Friends and Foes

detailing how wealthy Russians had been dodging U.S. sanctions

for years.! The investigation showed that businessmen close to
the Kremlin had used the opaque, unregulated American art market
to access the U.S. financial system and flout sanctions.? The report
made the headlines, as its implications were huge: If sanctioned
Russians could buy and sell art in America undetected, what else
could they do under the radar? Were Washington’'s measures
against Moscow effective or were they easy to circumvent?

Capitol Hill has long been concerned that sanctions against
Russia might not be watertight. When they commissioned the report,
lawmakers wanted to understand how U.S. penalties could be
improved. Congressional investigators first thought that they would
take a broad look at sanctions loopholes, such as the use of obscure
Belarusian front companies to hide dealings with Russia. After
reviewing a few transactions, the researchers narrowed down their
search much closer to American soil, to the U.S. art market. Within

I n the summer of 2020 the U.S. Congress published a report



this niche area, the activities of two Russian brothers, Arkady and
Boris Rotenberg, caught Congress’s attention.

The Rotenbergs are no small fry; their combined wealth stands at
more than US$3 billion.® They form part of the inner circle of Russian
president Vladimir Putin: Arkady, Boris, and Vladimir went to the
same gym in St. Petersburg to practice judo when they were
teenagers.* Since then, they have remained close friends. Arkady
regularly lends his Black Sea mansion to Putin. Today, the
Rotenbergs count among the most powerful businessmen in Russia.
The various companies that they own in the energy sector work
closely with Gazprom, the Kremlin-backed gas giant.®

The Rotenbergs’ reach extends far beyond the oil and gas sector.
When the Olympic Games took place in Russia in 2014, the Russian
government awarded the brothers’ construction companies around
US$7 billion in contracts.® A few years later, Arkady’s firm built a
bridge connecting Crimea to the Russian mainland after Moscow
illegally annexed the Ukrainian peninsula.” A few months after that,
Boris sued Finnish financial institutions that had refused to open a
bank account for him because he was under American—but at the
time not European—sanctions (he lost).8 When they are not working
hand in hand with the Kremlin, the brothers share a hobby: buying
art masterpieces.

The Rotenbergs were among the first Russian businessmen that
the United States placed under sanctions in March 2014.° In theory,
the brothers cannot conduct any transaction in the United States, or
with American counterparts, or using the U.S. dollar. Congress
believed that the Rotenbergs repeatedly ticked all three boxes over
the course of several years: starting in 2014, the businessmen spent
US$91 million buying high-value paintings from American auction
houses. The brothers did not deal directly with the likes of Sotheby’s
and Christie’s; they used intermediaries (who acted on their behalf)
and shell entities (which hid their identities).

The auction houses did not do anything wrong. The U.S. art
market is huge, with roughly US$30 billion in sales every year. It is
also murky. U.S. law does not require auction houses to check who
will own the paintings that they sell; auctioneers simply need to make



sure that the intermediaries they deal with are not under sanctions. If
auction houses ask further questions, go-betweens usually refuse to
reply. It is also up to auctioneers to decide whether to run anti—
money laundering checks on art buyers and sellers. Even when
these verifications take place, they are of little value: auction houses
may perform checks on the intermediaries, but not on the people
who stand behind them. The identity of buyers and sellers remains
secret.

The Rotenberg episode caused consternation in Washington, but
what the investigation uncovered should not really have come as a
surprise. As long as the United States imposes sanctions on wealthy,
well-connected individuals, these people will find inventive ways to
circumvent penalties with the help of creative lawyers and
accountants. Such sanctions-skirting schemes tend to attract a lot of
attention, but they do not seriously undermine the effectiveness of
U.S. sanctions; rather, they form part of the natural order of things.

lllicit schemes such as those set up by the Rotenberg brothers do
not keep American policy makers awake at night. Their fears lie
elsewhere: over the past few years, Washington's enthusiasm for
sanctions has fueled the development of state-backed mechanisms
aimed at circumventing America’s coercive measures. U.S. allies
and foes alike are openly taking steps to evade American sanctions,
which they often believe are an abuse of power. These sanctions-
busting mechanisms vary, but they have one thing in common: they
all seek to build alternative financial channels that bypass the U.S.
dollar.

In March 2020 finance ministers of the Shanghai Cooperation
Organization (SCO) met in Moscow. The alliance seldom makes the
headlines in Western countries, but it carries significant weight: the
club of like-minded emerging countries covers half of the world's
population and includes major powers such as China, India,
Pakistan, and Russia. During their meeting, the ministers took what



they believed was a long overdue, and seemingly innocuous,
decision: they agreed to expedite the setting up of processes to
conduct trade in national currencies, such as the Chinese renminbi,
the Indian rupee, and the Russian ruble.*°

Finance ministers of the SCO had a clear objective in mind when
they agreed to set up mechanisms to foster trade in local currencies:
encourage a move away from U.S. dollar—denominated payments in
an attempt to evade U.S. sanctions. Any transaction conducted in
U.S. dollars has to go through an American bank at some point,
making it sensitive to U.S. penalties. The U.S. Treasury routinely
orders banks to freeze wire transfers that look suspicious or in
breach of sanctions. For the many members of the SCO that have
frosty relations with the United States, this was a problem that
needed to be addressed.

A few months later, readers of Russian statistics noticed an
unusual trend: for the first time in history, more than half of Russia-
China trade was settled in a currency other than the U.S. dollar.'
Moscow and Beijing had stayed true to their word and started to
establish an alternative payments system; firms in Russia and China
had expanded their use of the ruble and the renminbi for
international transactions. In Moscow and Beijing, this was cause for
celebration: the majority of Russia-China trade had become immune
to U.S. sanctions. As Putin put it, “We aren’'t aiming to ditch the
dollar. The dollar is ditching us.”? For American policy makers,
however, there was no reason to rejoice. This development only
highlighted how keen U.S. foes are to skirt the greenback.

The easiest option for countries wishing to protect themselves
from the risk of falling foul of U.S. sanctions is to avoid the U.S.
dollar altogether. Russia, where the greenback used to be traded as
easily as vodka on the street, leads the way. In 2019 Rosneft, the
Russian state-owned oil giant, announced that it would abandon the
U.S. dollar for all of its export contracts and use the euro instead.*®
Rosneft's CEO Igor Sechin did not try to conceal that the move
intended to evade U.S. sanctions. As he put it, “this is a forced
measure aimed at protecting ourselves [...] from the effect of US
sanctions.”* However, few international companies are able to ditch
the U.S. dollar as Rosneft did.



The global role of the U.S. dollar rests not only on America’s
economic preeminence but also on the lack of financial channels in
other currencies. Most central banks have no direct ties with each
other, making trade in local currencies impossible. There is no
system in place to exchange, say, Indian rupees directly for South
African rands. Using a third currency, which most of the time is the
widely available greenback, is a must. Indian rupees are first
converted into U.S. dollars, which are then exchanged for South
African rands. As a result, it is usually more practical for companies
to invoice each other directly in U.S. dollars, exposing their
transactions to potential U.S. sanctions along the way. However,
things are changing fast.

Central banks across the globe, especially in emerging countries,
are keen to become less reliant on the U.S. dollar so as to diversify
their financial ties and to boost the use of their own currency—
something that they believe will bolster their international standing.
As Washington develops its sanctions arsenal, many central bankers
are also becoming acutely aware of the risks that come with using
the U.S. dollar. The danger may not be immediate, but taking
preemptive steps in case relations with the United States take a turn
for the worse makes sense. As a result, dozens of countries across
the world are fast-tracking the development of government-backed
mechanisms to avoid the greenback.

Bilateral currency swaps feature prominently in the minds of
central bankers intent to lessen their dependence on the U.S. dollar.
Such deals make it possible for central banks to exchange their local
currency directly with those of other countries, without having to use
the U.S. dollar (or any other currency) as an intermediary. Currency
swap agreements came to the spotlight during the 2008-2009
financial crisis. At the time, the U.S. Federal Reserve agreed to have
an open line to send U.S. dollars to the European Central Bank. On
both sides of the Atlantic, the two central banks shared the same
goal: avoiding a potentially disastrous shortage of U.S. dollars in
developed economies.

The global financial crisis is long gone, but the American,

European, and Japanese central banks have continued to develop
currency swap deals over the past decade. The Fed has active swap



agreements worth US$450 billion with a long list of (mostly)
advanced economies.'® Emerging markets, including Brazil, China,
India, and Turkey, are entering the field, too. This reflects their
growing global economic clout and willingness to build financial
channels that do not rely on those that Western countries developed
when they used to rule the world.

China stands at the forefront of this trend: with 60 currency swap
agreements worth nearly US$500 billion, the People’s Bank of China
has more swap lines than the Fed, for a much larger amount of
money.'¢ China has inked deals with a long list of U.S. allies and foes
alike, including Argentina, Australia, Canada, New Zealand,
Pakistan, Russia, South Africa, South Korea, Turkey, the United
Arab Emirates, and the United Kingdom. The United States does not
feature in this listing. This is not surprising: China is using currency
swap deals to circumvent American financial channels. In the short
term, China wants to escape Washington’s financial monitoring. In
the long run, Beijing intends to evade the threat of U.S. sanctions
and to reduce the centrality of the U.S. dollar in the global financial
system.

China’s enthusiasm for bypassing the U.S. dollar does not come
unexpected given the frosty relations between Washington and
Beijing. However, U.S. allies, especially in Asia, are also making
currency swap arrangements at a fast pace. In 2018 New Delhi
signed a US$75 billion megaswap deal with Japan’s central bank.'’
Just like China, India and Japan acknowledge openly that these
agreements will allow them to avoid U.S. financial channels when
they need to do so.

New Delhi has already put its currency swap agreements to good
use. In 2019 India finalized negotiations to buy air defense missiles
from Russia.*® For the United States, this was a blow; Washington
was always hoping that India would choose U.S.-made Patriot or
THAAD gear. The US$5 bhillion transaction between New Delhi and
Moscow should normally have triggered U.S. sanctions; Washington
prohibits countries from buying Russian-made military kit. However,
New Delhi and Moscow were quick to find a fix.



India and Russia resurrected a bilateral currency swap
agreement that dated back to Soviet times. India bought the Russian
missiles using a mix of Russian rubles and Indian rupees, skirting
the U.S. dollar and American banks. The deal was hard to swallow
for Washington. India, a key U.S. ally in Asia, defied American
sanctions to buy weapons from Russia, a U.S. foe.*® New Delhi’'s
avoidance of the U.S. dollar may not be enough to escape U.S.
sanctions, which theoretically apply to all sales of Russian-made
military equipment (regardless of the invoice’s currency). However,
with bilateral currency swaps, many foreign governments believe
that they have found a way around America’s coercive economic
measures.

Ditching the U.S. dollar to skirt U.S. sanctions looks like a quick fix
for countries at odds with the United States. Yet it would be of no use
for them to get rid of the U.S. dollar if they continue to use Western
financial channels, such as Swift. The undisputed leader for financial
messaging services, Swift is a cooperative that links virtually all
banks.?® The messaging service acts like a global Rolodex of
financial institutions, helping to route wires to the right bank
anywhere across the globe. In the financial world, Swift is
everywhere: the roughly 11,000 institutions that form part of the
cooperative’s network send each other around 440 messages every
second to process an estimated US$6 trillion in payments every
day.?

Swift's headquarters are in Belgium, but the institution needs to
maintain close ties to the United States: around 40 percent of the
payments that the cooperative processes are denominated in U.S.
dollars.?? If Swift wishes to keep access to the greenback, it has no
choice but to collaborate with Washington and block payments that
breach American sanctions. In extreme cases, Swift may have no
alternative but to cut all ties with sanctioned countries. This
happened in 2012, when Swift, under intense U.S. pressure,



removed Iranian banks from its network. Sending or receiving money
became nearly impossible in Iran. U.S. foes took note and did their
homework to develop financial mechanisms that bypass Swift.
Unsurprisingly, China leads the way.

Only three years after Swift cut Iran’s access to its systems,
China announced that it had built its own financial messaging
service, called CIPS, to process international payments in renminbi.
In the small world of global banking, the move attracted a lot of
attention: heavyweights BNP Paribas, Citi, Deutsche Bank, and
HSBC formed part of the founding members of the network. Swift
even lent a helping hand to Beijing to design CIPS.?2? With this
mechanism, China set itself two goals: fostering the
internationalization of the renminbi and shielding Chinese firms from
potential U.S. sanctions.?* As a side benefit, CIPS may also serve to
conceal some sensitive transactions from Swift (and the United
States).

Despite the fanfare, China’s initial hopes of competing with Swift
were soon dashed.?® In the entire year of 2016 CIPS processed
transactions for a mere US$700 billion, around 10 percent of Swift’s
daily turnover.?¢ CIPS was suffering from a number of issues. The
system linked only 20 banks around the world. The service was
impractical; it was open for only 11 hours a day and could not
process securities purchases or investment flows. Worse still, to
many bankers, CIPS sounded like a fad.?” International banks had
been relying on Swift as the sole financial messaging service for
decades, and the system functioned perfectly well. Why would
financial institutions get rid of something that works to try a new,
untested arrangement?

CIPS’s initial difficulties did not deter Chinese policy makers.
They continued to try to convince financial institutions, one after the
other, to join the mechanism. As China’s economic clout grew, Asian
banks soon signed up, convinced that CIPS would eventually
become unavoidable for those doing business with Beijing. Emerging
countries that receive high investment inflows from China, such as
South Africa and Kenya, soon became interested in the scheme, too.
Within five years, CIPS signed deals with more than forty African



banks, outnumbering the number of CIPS-connected financial
institutions in North America.

Beijing’s efforts paid off, eventually.?® In 2021 CIPS processed
more than US$12 trillion in transactions.?® This is only a fraction of
Swift’s turnover, but this still represents a seventeenfold jump in five
years. Around 1,300 banks in more than 100 countries have now
joined the framework. Banks that the United States has sanctioned
also form part of the scheme: Russia’s bank VTB, which has been
under American sanctions since 2014,%° joined CIPS in 2016.3* Since
then, two dozen more Russian banks—including some that got
excluded from Swift following Russia’s invasion of Ukraine—have
signed up for CIPS.?? This is exactly in line with Beijing’s goals:
offering an alternative to Swift for countries that want to, or need to,
circumvent Western financial channels.*

There is little chance that CIPS will ever catch up with Swift given
how deeply the Belgian cooperative is embedded in global financial
channels. However, with CIPS, China is preparing for the day when it
can dispense with Swift. As Cornell University’'s Eswar Prasad puts
it, “what matters is it's there.”?* CIPS comes with added benefits, too:
there is little doubt that Chinese security services monitor all of the
transactions that go through the system, giving Beijing the capability
to track financial flows across the world. In the long term, China is
also building the capacity to cut off countries from renminbi-
denominated payments—and the Chinese economy.®® With China
set to become the world’s largest economic power in the early
2030s, this will give Beijing crucial leverage to advance its
interests.3¢

CIPS focuses on cross-border payments, but alternatives to Swift
are also emerging at the national level. In 2016 the Indian central
bank launched Unified Payments Interface (UPI), a domestic
payments framework. Only four years later, the system had been
widely adopted across India. In 2021 UPI processed almost 35 billion



transactions worth a total of nearly US$1 trillion.®” In a country where
around 40 percent of the people each live on about US$3 per day,
such a turnover is no small feat.® Like CIPS, the system has no links
to American financial channels, making it U.S. sanctions proof.

India’s efforts to develop a domestic alternative to Swift are not
an isolated phenomenon. Russia, another BRICS country, has
similar plans. In 2015 Moscow launched a domestic payment card,
Mir, that sought to rival Western-led Visa and Mastercard.*® More
than 30 percent of Russian-issued payment cards use the system,
making the related transactions immune to U.S. scrutiny and
penalties.*° In the same year, Moscow also forced Visa and
Mastercard to use a Russian scheme, the National Card Payment
System, to process domestic transactions. This localization push
was certainly a prescient move for the Kremlin; it ensured that card
payments kept flowing even after Visa and Mastercard left Russia in
2022.

In the long term, BRICS countries are making plans to develop
their own, BRICS-led financial channels. Demand for such systems
Is high, especially in Moscow and Beijing.#* The supply of financial
transactions that could go through the system appears guaranteed.
Kirill Dmitriev, the head of Russia’s sovereign fund, remarked in 2019
that BRICS countries “make up over 20 percent of the global inflow
of foreign direct investment.”? The launch of BRICS-owned payment
systems will not happen overnight, if it happens at all. However, such
mechanisms would be game-changing for global payments: they
would bypass both the U.S. dollar and Swift, impeding the reach of
American sanctions.

It is not surprising that BRICS countries are keen to develop their
own financial channels. Even if U.S. sanctions did not even exist,
emerging countries would probably still want to develop their own
payments systems to strengthen their global standing. However,
U.S. sanctions have certainly encouraged the turn to alternative
payment systems. For two of the BRICS states, Russia or China,
defying U.S. sanctions is a matter of economic survival. For the three
others, Brazil, India, and South Africa, the experience of China and
Russia serves as a cautionary tale, highlighting the need to avoid
dependence on American financial channels.



Individual currency swap agreements and alternative payments
systems will not have much of an impact on their own. However,
taken together, these innovations will fragment the global financial
landscape and slowly erode the U.S. dollar’'s dominance. Only a
small drop in the share of transactions settled using the greenback
may be enough to dent the effectiveness of U.S. sanctions. Perhaps
even more alarmingly for American policy makers, efforts to bypass
sanctions do not come solely from the emerging world. The
European Union, Washington’s closest ally, is also making strides in
this direction.

European resentment of U.S. sanctions dates back several decades.
There was the Siberian pipeline debacle in the 1980s. In 1996 the
U.S. decision to impose extraterritorial penalties against Cuba, Iran,
and Libya deepened mistrust between both sides. Starting in 2017,
Congress-led attempts to target the (now defunct) Nord Stream 2
gas pipeline connecting Russia to Germany further fueled tensions.
President Donald Trump’s exit from the Iran nuclear deal in 2018
was the straw that broke the camel’s back.

The decision by the Trump administration to reimpose penalties
on Tehran unilaterally highlighted how deep the transatlantic rift over
sanctions has become. Trump was not the source of the problem; he
merely turned the spotlight on existing issues. For European leaders,
the Trump presidency was a wakeup call, many EU countries
realized that they could no longer assume that America would
always be a reliable ally. How can European countries be sure that
the United States will never elect another president who wants to
make America great again at the expense of everyone else?

Even with the election of Joe Biden, very little changed. A few
weeks after Biden’s inauguration, some top European diplomats
went as far as publicly calling for travel bans on American officials
who impose extraterritorial sanctions that have an impact on EU
firms, retaliatory freezes of the assets that Washington holds in



Europe, and even the removal of U.S. banking institutions from the
European Union.*® Taking such steps would be absurd: they would
be extremely hard (if not impossible) to put into practice and risk
triggering a financial crisis. However, these far-fetched proposals
highlight the fury of allies with U.S. sanctions. Despite significant
cooperation after Russia invaded Ukraine in 2022, the long-term
picture for transatlantic collaboration on sanctions does not look
promising.

To be fair, the United States also takes issue with EU sanctions.*
American policy makers regard Europe’s approach to sanctions as
being narrow and ineffective.*® Washington usually points out the
lack of a pan-European sanctions policy and the reluctance of some
(although not all) EU countries to enforce penalties aggressively.4®
When Europeans protest that U.S. sanctions are too harsh,
Americans usually respond that the real issue is that Europeans
have never been serious about sanctions.

The European Union is a complex beast, made up of 27 member
states that like to disagree with each other. All member states have
to adopt sanctions unanimously. This is no small feat. By the time all
European capitals approve sanctions packages, these have usually
been watered down; every member state is keen to adopt sanctions
unless they penalize its domestic companies (and constituencies).
And once member states have adopted sanctions, it is up to them to
ensure compliance with the measures; there is no European agency
responsible for the implementation of sanctions.

The implementation of EU sanctions at the member-state level
also means that there is no European mechanism to issue sanctions
waivers. In practice, this implies that some EU member states may
be more lenient than others in granting exemptions, making the
enforcement of EU sanctions far from uniform across the bloc.
Seven member states, including France and Germany,*” have
waived penalties on the EU-based subsidiaries of some of the
Russian banks that fell under European sanctions after Russia’s
annexation of Crimea, for instance.”®® To Washington's dismay,
European regulators argued that they preferred to create a massive
sanctions loophole rather than risk harming Europe’s financial
stability.°



U.S. officials also lament that sanctions enforcement is generally
less aggressive in Europe than in America. Sometimes the United
States spots sanctions evasion in EU countries before European
intelligence services do. In 2013 the Office of Foreign Assets Control
(OFAC) exposed a Greek scheme to bust Iran-related sanctions that
Greece had never uncovered. Greek citizens and companies had
managed to buy eight megatankers undetected and to smuggle oil
from Iran at a time when both European and American sanctions
forbade Tehran from exporting oil.° Since then, Americans have
been wondering out loud whether Europe is really serious about
sanctions.

The apparent willingness of European judges to overturn
sanctions designations does not reassure Washington, either: in
2016 the European Court of Justice (ECJ) ruled that EU sanctions
against Arkady Rotenberg, one of the Russian brothers who like to
buy high-value art in America, were unlawful. The ECJ argued that it
could not find conclusive evidence that Rotenberg had anything to
do with Russia’s illegal annexation of Crimea. To American policy
makers, this was a baffling conclusion: while European judges were
deliberating, Rotenberg’s company was building the bridge
connecting the Ukrainian peninsula to the Russian mainland. (In
2017 the European Union reinstated sanctions on Arkady
Rotenberg.)

American officials also often mention that they cannot find a
single high-profile case where European courts punished sanctions
busters.>! Europeans argue that this is because the implementation
of EU sanctions is not public—sanctions-related court cases are
confidential. Yet U.S. concerns are valid. Overall, the European
Union implements sanctions much less aggressively than does the
United States. However, Europe’s more lenient approach vis-a-vis
sanctions is unlikely to harm American interests and companies. The
European Union’s worries about U.S. sanctions are of another order
of magnitude. Europe views American sanctions as a threat to the
bloc’s global standing and to European firms.



Brussels believes that U.S. sanctions undermine Europe’s
sovereignty and international credibility.>> The recent proliferation of
U.S. secondary sanctions means that European companies often
have to prioritize respect for American demands over EU legislation.
For Europe, this is problematic. If European businesses have to
comply with U.S. penalties at the expense of European regulations,
where does that leave Europe’s foreign policy? Will third countries
ever have an interest in negotiating with Brussels if Washington
really has the upper hand in the decisions taken by European firms?

In 2018 the U.S. decision to reimpose sanctions on Iran despite
the vocal protestations of European allies proved to be a turning
point. To protect EU companies from Washington’s penalties against
Tehran, Europe started to design mechanisms aimed at
circumventing American sanctions.®®* Coming from U.S. allies, this
was an extraordinary move: the United States and the European
Union used to cooperate to design and implement sanctions.
Nowadays, it sometimes looks like they are on opposing sides.

Shortly after Washington left the nuclear deal, the European
Union announced that it had decided to design a mechanism to
evade U.S. sanctions. From Europe’s perspective, this made sense
on at least two accounts. The bloc wanted to try to salvage the
nuclear deal with Tehran. Perhaps more important, Brussels also
intended to support European firms that could not remain in Iran
because of the threat of U.S. secondary sanctions, even though their
business dealings in the Islamic republic were legal from a European
perspective.

After nearly a year of negotiations, EU member countries
launched the Instrument in Support of Trade Exchanges (Instex).>*
Instex represents the first brick in what looks set to become, over
time, a European edifice to escape American penalties. France,
Germany, and the United Kingdom back the scheme: they figured
that the United States would not dare to sanction sovereign states
with which it has strong relations. For Washington, the support of
Europe’s biggest powers for a mechanism that openly aims at
circumventing U.S. sanctions should have represented a red flag: it
revealed how deeply U.S. allies resented American sanctions.



However, Washington shrugged off Instex as a matter of little
importance.

American policy makers have every reason not to be impressed
by Instex, which essentially represents a modern version of barter.
The scheme functions as a clearinghouse for trade between the
European Union and Iran that does not use the U.S. dollar and
completely bypasses Swift. European companies that wish to export
goods to Iran get paid by European firms that need to import
products from Iran. On the Iranian side, the scheme is similar. In the
end, no money ever leaves Iran or Europe. Instex is not a bank. The
mechanism merely acts as an intermediary between all parties: it
puts importers and exporters across Europe and Iran in touch and
keeps ledgers of the transactions.

Instex may sound clever on paper, but it has serious flaws. Most
European companies are not willing to use the system for fear of
retaliation from the United States. The only firms that use Instex are
small EU businesses that either operate under the radar or have no
presence in the United States. For these companies, the Iranian
market may be an important one—a source of crucial revenue to
maintain jobs or keep production lines open. However, even
combined, the trading volumes of mom-and-pop European firms will
always remain a drop in the ocean.

Another issue is that Instex relies on barter, so trade between the
European Union and Iran would need to be balanced for the scheme
to work smoothly. This is not the case: Iran imports more from
Europe than Europe imports from Iran.’® If Instex covered energy
trade, this problem would be solved; Europe would be able to import
Iranian oil under the scheme (something that U.S. measures forbid
unless the nuclear deal is revived). However, Instex facilitates
transactions only for so-called humanitarian goods such as food or
medicines, which U.S. sanctions do not target. The European Union
does not defy U.S. sanctions with Instex. The system exclusively
processes transactions that comply with American penalties.

Whether Instex works (or not) may not be the most important

thing to consider, however. Instex is the most tangible symbol of
Europe’s frustration with U.S. sanctions. The scheme may be flawed,



but it represents a first attempt, by an American ally, to create an
official, state-backed mechanism to bypass U.S. sanctions. Instex
has been around for only a few years. Effective schemes may take
several decades to emerge. Just like China’'s CIPS payments
system, what really matters is that Instex is there. The barter scheme
was only a first step for the European Union and a sign of things to
come.

In 2021 Brussels struck again. European leaders drafted a policy
paper stating that Europe needs to “shield [itself from] the effects of
unlawful extraterritorial application [of sanctions].”*® European policy
makers did not mince their words: they called extraterritorial
measures “abusive,” denouncing the “short-term pursuit of unilateral
interests by specific actors.”” In line with the conclusions of the
report, the bloc made protecting itself from American sanctions a
priority.5® To achieve this goal, the European Union shares the same
assumption as U.S. foes: the bloc needs to reduce its reliance on the
U.S. dollar. However, this is easier said than done.

The energy field offers a glimpse of the many challenges that lie
ahead. Around 80 percent of Europe’s energy imports are invoiced in
U.S. dollars, although only 2 percent of these imports come from the
United States.>®® The European Union’s dependence on the U.S.
dollar in the energy sector is not surprising. Almost all of the global
oil trade and a large chunk of gas sales are settled using the
greenback. The entire financial framework for energy derivatives
also relies on the U.S. dollar. However, Europe believes that it needs
to invest precisely in the energy sector to lessen its dependence on
America’s currency.

Climate change is fostering the development of new sources of
energy, such as hydrogen. In this field, the European Union wants to
establish global benchmarks that rely on the euro, much as the
global oil trade relies on the U.S. dollar. Focusing efforts on the
energy sector to bolster the use of the European currency is a smart



bet. The European Union is the largest energy importer in the
world.®® In Europe’s gas sector, the share of euro-denominated
contracts doubled between 2018 and 2020, reaching two-thirds. This
Is partly because Russian gas giant Gazprom, which used to supply
roughly 40 percent of Europe’s gas imports, started to dratft its global
export contracts in euros instead of U.S. dollars.5* (Unsurprisingly,
the move was intended to protect Gazprom from U.S. sanctions.)

Strengthening the role of the euro is only one element of the
European Union’s strategy to shield itself from U.S. sanctions. The
bloc also plans to beef up mechanisms that protect European
companies from extraterritorial penalties. Europe intends to resurrect
the long-dormant blocking statute, which theoretically forbids
European firms from respecting extraterritorial sanctions. In a nod to
Washington, the European Union also wants to tackle claims that
Europe does not enforce sanctions seriously. The bloc agreed to
launch a pan-EU database to foster information-sharing about
sanctions. A European agency will coordinate the enforcement of
penalties across the bloc. National authorities will also automatically
report sanctions breaches to the European Court of Justice.

Europe’s plans to boost the use of the euro in the energy field are
unlikely to yield results for many years or even decades. It is not
clear how the European Union will convince companies to prioritize
European rules over American sanctions, given Instex’s failure and
the well-documented fiasco of the existing blocking regulation (to
escape the blocking rule, European companies pretend that they are
not interested in doing business with, say, Iran, and insist that this
has absolutely nothing to do with sanctions). However, the European
Union’s recent moves indicate the broad direction in which the bloc
intends to move in the long term.

Europe released its paper on strategic autonomy on the eve of
Biden’s presidential inauguration. This was not random. The
document went largely unnoticed in Washington, but it made the
headlines across the European Union. Europe’s message to the
United States was clear: four years of Trump had convinced
European governments that they should stop relying on America’s
financial system. For America, this is a sure sign of trouble ahead: if



Europe and the U.S. cannot collaborate on sanctions, U.S. sanctions
will lose their bite.

Step by step, U.S. foes and allies alike are setting up the
infrastructure to circumvent American sanctions. If the European
Union, the world’s largest economic power, takes the lead in
designing such mechanisms, things may well change more quickly
than the United States would like. Europe’s approach is garnering
support: Russia, China, India, Turkey, South Korea, and Japan have
expressed interest in Instex.5? China and Russia have also joined
Europe’s ranks to lessen the reliance of the energy sector on the
U.S. dollar. In 2018 Beijing ordered Chinese banks to start invoicing
oil imports in renminbi.?® In 2019 Russia announced that it was
seeking to get rid of the U.S. dollar for all oil and gas exports—a shift
that the war in Ukraine will accelerate.®* Taken together, such moves
will, over time, inevitably have an impact on energy markets. There
is every chance that these developments will spill over to other
economic sectors, too.

In the long term, the development of government-backed
initiatives to lessen the global dependence on the U.S. dollar,
coupled with the rise in bilateral currency swaps and alternatives to
Swift, will probably decrease the effectiveness of American coercive
measures. None of these developments will be a game changer on
its own, which makes the threat hard to grasp and even harder to
combat for U.S. policy makers. Instead, it is the combined effect of
mechanisms that do not rely on the U.S. dollar that may prove more
powerful than America would like. For Washington, this means the
golden age of sanctions may be coming to an end.
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DOING DOWN THE DOLLAR

The Rise of Digital Coins and Other Reserve Currencies

at Harvard University for a war-gaming exercise.! The scenario

was the following: in the not-so-distant future, a Chinese
cryptocurrency has undermined the global dominance of the U.S.
dollar, pulling the rug from under American sanctions. Hackers have
stolen US$3 billion from Swift, the cooperative that provides the
infrastructure to process wires around the world. With this
spectacular operation, the hackers have undermined confidence in
the global financial system, encouraging a turn to China’s digital
currency.?

Meanwhile, North Korea has used Chinese crypto coins to
escape sanctions and build nuclear weapons that the CIA believes
will target American soil within three to six months.®> The U.S.
National Security Council holds an emergency meeting: What should
Washington do? This script may sound far-fetched, but it really is
not. In fact, many of the things it describes are already under way.
For one, Swift is not hack-proof; in 2016 North Korean hackers used
the cooperative’s infrastructure to steal US$81 million from an

I n 2019 diplomats, academics, and government officials gathered



account that the central bank of Bangladesh held in the United
States.*

The rest of the script focused on the risks that the emergence of
a Chinese-backed cryptocurrency would pose. Here, too, the
assumptions were realistic. In 2020 the Chinese leadership launched
a sovereign cryptocurrency, the digital renminbi.> As in Harvard's
war-gaming exercise, China is banking on its virtual currency to
erode the global dominance of the U.S. dollar. In parallel, the rise of
“traditional” currencies, chief among them the (physical) renminbi
and the euro, could also threaten the hegemony of the U.S. dollar. A
fragmented—instead of U.S. dollar dominated—global currency
landscape could emerge and undermine the effectiveness of
American sanctions. Given how important sanctions have become in
Washington’s foreign-policy toolkit, this would be bad news for U.S.
policy makers.

Cryptocurrencies may sound complex, but their underlying principles
are simple. Instead of carrying cash or debit and credit cards, people
make payments using coins that they have bought online. Everything
is virtual; people buy and sell cryptocurrencies on the Internet, and
there is no such thing as a physical crypto coin. Another key feature
of cryptocurrencies is that they have nothing to do with central
banks. This means virtual coins are not linked to a country as the
U.S. dollar is to America or the yen is to Japan. The final
characteristic of cryptocurrencies is that their users hide behind
pseudonyms, boosting privacy (in theory).

Cryptocurrencies are often dismissed as a fad, but this
assessment appears to be increasingly at odds with the latest
developments. The combined value of the ten largest crypto coins
stands at around US$1 trillion, or roughly the size of Saudi Arabia’s
economy.® Bitcoin, with about US$500 billion in virtual money, is by
far the world’'s largest cryptocurrency. It is becoming increasingly
popular in countries where the local currency is volatile (such as



Argentina) or where the greenback is in scarce supply (such as
Nigeria).” Other major players include Ethereum, Tether, and BNB.
Most people will not have heard these names, but in the long term
they could become as familiar as the U.S. dollar. America’s bank Citi
believes that Bitcoin could soon become the preferred currency for
global trade.®

For U.S. enemies, crypto coins appear to provide a means of
evading sanctions or engaging in illicit activities.® Iranian firms have
been using cryptocurrencies for years to escape sanctions. In 2014
North Korean hackers stole US$1.3 billion in cash and
cryptocurrency from banks around the world.** Pyongyang likely
used the proceeds to finance the development of nuclear and
ballistic weapons. In 2016 Moscow used Bitcoins to pay for the
computers that were used to hack into the servers of the Democrat
Party and access the emails of U.S. presidential candidate Hillary
Clinton.*? In 2017-2018 North Korea struck again and stole around
US$500 million in five Asian cryptocurrency exchanges.'® After
invading Ukraine in 2022, Russia announced that it would accept
Bitcoins as payment for oil and gas exports. However, the idea that
cryptocurrencies represent a magic tool to evade sanctions and
facilitate illegal activities may be overblown.*

In practice, crypto coins are not the panacea that Tehran,
Pyongyang, and Moscow are hoping for. Europe’s criminals launder
around US$4 billion per year using cryptocurrencies.’® This may
sound like a lot, but this represents only 3 percent of the total
amount that European thieves launder every year. This points to the
first (and probably main) weakness of cryptocurrencies. For all the
hype, trade in crypto coins remains negligible in the grand scheme of
things; cryptocurrencies cannot match the liquidity and volumes of
transactions—around US$10 trillion every working day—that
conventional banks process.¢

A second problem for wannabe sanctions busters is that the
pseudonyms that cryptocurrencies offer do not guarantee anonymity.
Far from it. All crypto transactions are publicly viewable, unless
virtual coins include advanced cryptography methods. Monero, a
minor cryptocurrency that North Korea likes to use to launder



Bitcoins into untraceable cryptocurrencies, has such capabilities.'’
However, it is an exception rather than the rule.

A final issue for sanctioned states is that after a slow start, the
United States has stepped up scrutiny of cryptocurrencies. In 2018
the Office of Foreign Assets Control (OFAC) added Iranian
individuals, complete with their cryptocurrency addresses, to its
sanctions list. The Iranians had been involved in more than 7,000
illicit Bitcoin transactions worth millions of U.S. dollars.'® In 2019
North Korean money launderers who used cryptocurrencies to
escape America’s financial surveillance also joined OFAC’s blacklist.
In 2020 the agency added to its sanctions list the cryptocurrency
addresses of the Russian hackers who had accessed Hillary
Clinton’s emails.

The ability of the U.S. Treasury to track illegal activities involving
cryptocurrencies will undoubtedly rise in the coming years.
Cryptocurrency addresses may well become a common feature in
OFAC'’s designations. For America’s enemies, this is bad news:
crypto coins will be of only limited value to do illicit business
undetected. However, a new form of cryptocurrency is emerging in
China-backed research centers. Its creators are going to great
lengths to ensure that it will remain beyond the purview of the United
States.

The Chinese leadership has set its sights on cryptocurrencies to
challenge the supremacy of the U.S. dollar, with a twist: Beijing is
placing its hopes in a state-backed cryptocurrency—the digital
renminbi.’® China’s interest in crypto coins is not new: the country’s
five-year  development plan for  2016-2020 identified
cryptocurrencies as a top priority, paving the way for the Chinese
central bank to launch a research lab on this topic in 2017.2° Since
then, the research center has filed more than 130 patents, placing
China at the top of the global league table for cryptocurrency-related
patents.?* Close to Shanghai, Hangzhou has emerged as the



Chinese capital for all things related to cryptocurrencies. In this city
alone, investment in crypto companies tops almost US$2 billion, with
30 percent of the sum coming from the Chinese government.??

China’s efforts to develop crypto coins are paying off. In a move
that has gone largely unnoticed, China started issuing its own
sovereign cryptocurrency in 2019. A state-backed cryptocurrency is
different from a regular one: everything is done online, but the
Chinese central bank keeps ledgers of all the transactions, making it
easy for the Communist leadership to trace them back to specific
individuals or companies. The digital renminbi simply represents a
virtual, but fully trackable version of China’'s physical coins and
notes. For Beijing, such surveillance capabilities are of paramount
importance.

If cash and payment cards become obsolete in China, everyone
in the country will have to use a mobile phone to make payments,
including visiting foreigners (and U.S. intelligence officers). Al
transactions will be recorded and traceable. The troves of personal
data that the crypto renminbi generates will greatly enhance the
capabilities of China’s security services. Instead of offering greater
privacy, as some cryptocurrencies may do, China’'s crypto coin
promises to help Beijing record every move of everyone in China.?®

Beijing is pushing hard to develop the scheme. Nearly 300 million
Chinese citizens—or almost one-quarter of China’s population?*—
already use the crypto renminbi in ten cities,?® including Beijing,
Shanghai, and Shenzhen.?® Users of the scheme may withdraw
cash, pay bills, and transfer money using their mobile phone number.
At the moment, Chinese people must open a digital account from a
commercial bank to access digital renminbis on their phone wallets.
Over time, China’s central bank may well decide to centralize the
process by getting rid of intermediaries. The idea of depositing cash
within a physical bank would become obsolete.

Chinese consumers tend to be early adopters of new forms of
digital payments. Mobile transactions are already the norm across
China: they account for around half of in-store sales and three-
quarters of online payments.?” Alibaba and WePay, two giant
Chinese tech firms, run payments systems that nearly all Chinese



online consumers use.?® With its digital renminbi, the Chinese
leadership hopes to emulate the success of these platforms before
eclipsing them and regaining full control over the country’s financial
scene.?

Such a goal is less far-fetched than it may seem. The Chinese
leadership designated the 2022 Winter Olympics in Beijing to serve
as a test of the digital renminbi on a large scale, including with
foreigners.® If a subsequent assessment shows that the results were
promising, China plans to gradually replace all physical coins and
bills with virtual money.®' Beijing believes that digital currencies will
become the new normal as people spend most of their time online.*
American bank Goldman Sachs agrees; its analysts think that the
digital renminbi will attract 1 billion users within a decade.*

Other states may choose to adopt similar schemes in the coming
years. Numerous countries, including Ecuador, El Salvador, Estonia,
Iran, Russia, Singapore, Sweden, and Venezuela, have more or less
developed plans to launch a sovereign cryptocurrency. However, the
Chinese Communist leadership will have a massive advantage over
every other government: China will have been the first mover in the
field, giving Beijing a head start to become the global leader in
cryptocurrency technology and software.

This will help China to achieve its second goal: ensuring that the
crypto renminbi has a global reach.** For shops around the world,
catering to hordes of Chinese tourists will provide an incentive to
adopt the digital renminbi as a means of payment. However,
Beijing’s plans to internationalize the digital renminbi go well beyond
having Chinese tourists use a cryptocurrency to buy souvenirs or
luxury products in Paris, London, or New York.

China’'s Belt and Road Initiative (BRI) infrastructure project
includes a cryptocurrency component that will enable trade with
Ethereum, the world’s second biggest cryptocurrency.®® China could
demand that BRI countries receive payments in digital renminbi. The
Communist leadership may not even need to ask. For companies
operating in BRI countries, the ability to quickly settle transactions
with Chinese suppliers from a mobile phone may be appealing.



Chinese laborers working on BRI projects may also find that the
digital renminbi is the easiest way to send money back home.

In the coming decade, there is every chance that Beijing’s digital
currency will attract companies doing business with China from all
around the world. The Chinese central bank is testing the waters; in
2021 it launched partnerships with its counterparts in the United
Arab Emirates and Thailand to see how the digital renminbi could be
used to settle trade.*® For many exporters, use of China’s
cryptocurrency for their dealings with Chinese firms will make sense:
it will be faster and cheaper than paying a visit to the local branch of
a traditional bank. Demand will not be hard to find: China already is
the largest trade partner of most countries around the world.*’

The rise of the digital renminbi will have far-ranging global
implications. The Chinese cryptocurrency will operate outside of
traditional banks and Western financial channels, such as Swift. The
world’s financial infrastructure currently centers on New York, given
the dominant role of the U.S. dollar and American banks in the global
economy. However, cryptocurrencies have nothing to do with the
United States, which is not in the driving seat for such innovations;
the Federal Reserve believes that there is “no need to rush” to
develop a U.S. dollar—based cryptocurrency.®® Over time, the rise in
state-backed cryptocurrencies, be it from China or elsewhere, could
erode America’s ability to write the financial rules of the world.

Innovations such as cryptocurrencies mean that the U.S. dollar
could gradually lose its hegemonic status. China’s central bank does
not hide that this is the goal of the crypto renminbi; the People’s
Bank of China sees its digital currency as a crucial tool to break the
global monopoly of the U.S. dollar.?® This shift will not happen
overnight, if it takes place at all; China’s digital renminbi is growing
fast, but it remains a minor phenomenon so far. However, this may
make the threat even more dangerous to American policy makers:
slow changes are often hard to detect, and politicians are seldom
keen to address threats that could become acute long after they
have left office.



China’s digital currency is only one aspect of Beijing’'s long-term
strategy to challenge the dominance of the greenback. Beijing is also
trying to boost the use of the (traditional) renminbi, and it has a
strong basis for doing so. China is the world’s biggest manufacturer
and the largest economic partner of more than 120 countries*
(compared to only 57 countries for the United States*'). The
country’s growth is resilient; in 2020, at the height of the coronavirus
pandemic, China was one of only two G20 countries not to
experience a recession (the other one was Turkey). Despite
uncertainties around the country’s demographic outlook, China’s
GDP looks set surpass that of the United States in the early 2030s.4?

Recent trends in the financial sector highlight the growing clout of
the renminbi. At around US$40 trillion,*® the global stock of redbacks
Is already almost twice as big as that of greenbacks.* Chinese
banks were virtually invisible globally only a decade ago. Their
assets, worth US$40 trillion, are now larger than those of American
or European banks.*> China also has a massive financial trump card:
it is gradually opening its US$19 trillion bond market—the second
largest in the world—to foreign investors.*¢ Investment funds are
interested: China is one of the few low-risk countries where interest
rates stand well above zero.

Subtle changes show that the global reach of the renminbi is
already expanding. In 2019 China settled 15 percent of its trade in
renminbi, compared to next to nothing only ten years earlier.*” This
share is rising steadily, with most of the growth in renminbi-
denominated payments coming from emerging markets, especially in
Asia, Africa, and the Middle East. However, some developed
countries are keen to use the redback, too: France, a longtime U.S.
dollar basher, settles 20 percent of its trade with China in renminbi.*®

China’s Belt and Road Initiative will further fuel the growth in
renminbi-denominated payments, especially across emerging
markets. In 2019 Chinese companies invested US$15 billion in BRI
projects, a quarter of which was disbursed in renminbi.*® Over the
long term, all of these trends will likely add up, boosting the global
role of the Chinese currency. Such changes will take time, though,
and in the short term, the renminbi will not threaten the greenback’s
monopoly. However, China is not the only source of competition for



the U.S. dollar. The European Union is also keen to bolster the
global role of its currency, the euro.

Few in Washington realize that the euro is used just as much as the
U.S. dollar for global trade; both have roughly a 40 percent market
share.®® For a currency that is only two decades old, this is not a bad
performance. The rapid rise of the euro since its full launch in 2002
should not be surprising. Europe is the biggest export market for 80
countries and the second largest player in terms of global trade
(behind China, but above the United States).>* The single-currency
area is the world’'s leader for both inbound and outbound foreign
investment flows. The bloc is home to four of the seven major global
oil companies. It also has a vast, well-run banking system. As an
added benefit for international firms, EU sanctions are not
extraterritorial; even if they use the euro, companies that are not
based in the European Union do not have to comply with European
sanctions.

These factors may explain why the U.S. dollar and the euro are
on a par when it comes to trade, a short-term activity. However, for
debt and foreign-exchange reserves, which tend to be held for much
longer periods, the greenback remains king; around 60 percent of
global debt and currency reserves are denominated in U.S. dollars,
compared to about 20 percent in euros.>® This reflects a trust issue:
over the past two decades, financial investors have often believed
that the euro would soon disappear. Placing long-term bets on a
fairly new currency that sometimes looked like it might go bust was a
risk too far for many investors.

The European Union’s recent history is one of successive crises,
including the Greek debt saga, fears around the sustainability of
Italy’s sovereign debt, and, more recently, Brexit. The European
Union also lacks a fiscal union, which means that there is no
solidarity between member states on financial matters. Given the
high debt piles in many southern EU member states, this may sound



alarming to cautious investors. To make matters worse, until recently
there were no pan-European sovereign bonds; fund managers who
wanted to add European debt to their portfolios had to buy separate
bonds from France, Italy, Germany, Spain, or Portugal. However, the
coronavirus pandemic means that all of this is changing.

The outbreak has brought European economies to their knees,
highlighting the need for more solidarity between richer (northern)
and poorer (southern) member states. In 2020 the European Union
launched a US$900 billion rescue fund to help its weakest members
cope with the year’s economic downturn. To finance this fund, the
bloc will issue debt maturing in more than three decades, in 2058.
Beyond the economic impact that the scheme will have, this is a
powerful symbol: EU member states signaled that they intend to
stick together for the long term. Faced with such a strong political
commitment, investors increasingly struggle to argue that the euro
might disappear.

The EU rescue fund is also likely to enhance the euro’s global
leverage in other ways: sovereign debt from various member states
will start to be pooled. The first pan-European bond, worth €100
billion, was launched in October 2020. It turned out to be a massive
success, attracting the largest number of orders ever recorded
across Europe’s financial markets.>® This means a deep European
bond market will gradually develop, for an amount that could
eventually be neck and neck with that of U.S. public debt.>* The
dominance of U.S. Treasury bonds as the global safe asset of choice
will probably start to diminish.

Pandemic-induced social-distancing measures have also
prompted the European Central Bank to speed up existing plans to
launch a digital version of the euro, following in the footsteps of the
Chinese.’> Christine Lagarde, the European Central Bank’s
governor, hopes that a digital euro could be launched by 2025.56 This
Is an ambitious timeline, which will probably be missed. However,
Europe’s direction is clear. The bloc wants to reap the benefits of
being the first Western power to invest seriously in the development
of digital currencies. Over time, Europe’s digital currency will help the
bloc to challenge the global hegemony of the greenback.%’



The current supremacy of the U.S. dollar rests on several factors.
The United States is the world’s largest economy. American firms
play a leading role in global supply chains. U.S. investment funds
have a massive international footprint. New York is the world’s
leading financial hub. The depth and liquidity of U.S. financial
markets are unmatched. The Fed, the Securities and Exchange
Commission (SEC), and the U.S. Treasury write the financial rules of
the world. For all of these reasons, the U.S. dollar has no credible
challenger, for now.

America’s policy makers have long assumed that the United
States would always be the world’'s economic superpower. On the
basis of this premise, there is virtually no chance that the U.S. dollar
could lose its position as the world’s leading currency. In the short
term, this is a safe assumption: the ascendancy of the U.S. dollar will
not be seriously threatened in the coming decade or so, unless the
United States makes a currently inconceivable move, such as
entering into a direct conflict with China. The longer-term prospects
for the U.S. dollar, however, appear much less certain.

As Mark Carney, the former governor of the Bank of England, put
it, “Even a passing acquaintance with monetary history suggests that
this [U.S. dollar] centre won't hold.”® Carney knows that the British
pound offers a cautionary tale of how a currency may slowly lose its
global standing. Sterling’s slow decline started in the 1920s, when
the global preeminence of the British Empire began to fade; 30 years
later, the U.S. dollar had replaced the pound as the world’'s leading
currency.® There is no reason to believe that such a scenario cannot
happen again, this time at the expense of the greenback. In fact,
many factors point in this direction.

America’s global economic clout is decreasing. The American
economy is not shrinking, but China and other (mostly Asian)
emerging countries are growing much faster. The U.S. share of the
global economy stood at around 30 percent in the 1950s, when the
U.S. dollar replaced the British pound as the world’'s leading
currency.®® America’s footprint in the global economic landscape is



half smaller now, at around 15 percent. By 2050 China and India will
count among the world’s three largest economies. The United States
will likely be in second position in the global GDP league table.*
Three decades from now, almost half of the world’s output will be
produced in Asia. China’s share in the global economy will stand at
nearly 20 percent, one-third higher than that of the United States.®?

Also, the International Monetary Fund (IMF) has long been
iIssuing warnings about the long-term prospects of the U.S. economy.
The main problem is that the trajectory of U.S. public debt appears
unsustainable®3; America’s liabilities to the rest of the world stand at
more than two-thirds of the country’s output—a level that often
denotes a coming financial crisis.®* The U.S. corporate sector is
dangerously overleveraged, too. It is not clear how American
companies will manage to repay the mountains of debt that they
have contracted. The IMF also worries about America’s large income
inequalities, which look set to increase even further in the coming
years.

Financial investors have other, more immediate, worries. Many
investment funds have doubts about the extent of the Fed’'s
independence from political interference; these were fueled by the
Trump administration’s calls for the Fed to boost the economy.
Investment funds also think that America’s byzantine regulatory
environment is a turn-off; already complex federal and state laws
may not match, making it difficult to navigate through a complex web
of financial regulations. None of these issues would be enough on
their own to undermine trust in the greenback. Taken together,
however, they reduce appetite for investing in the United States.

The coronavirus outbreak dented America’'s reputation, too. In
late spring 2020 European countries were discussing the contours of
a solidarity fund, and China was lifting lockdown measures.
Meanwhile, the United States was becoming the global hot spot of
the pandemic. Despite a fast rollout of coronavirus vaccines from
late 2020, the United States has suffered the world’s highest death
toll from the pandemic, by far.5®> The country’s poor management of
the outbreak has shaken confidence in U.S. institutions and
weakened the world’s trust in America’s ability to respond to crises.
The largest economic power in the world appeared to be less



capable of dealing with a pandemic than many other, including some
much poorer, countries.

Perceptions of how a country responds in a crisis matter and are
almost always reflected in global financial markets. After an initial
rally around the U.S. dollar at the start of the pandemic, the
greenback started to sink against the euro around May, after it
became clear that America was in a bad way.®® The year 2020 turned
out to be an awful one for the greenback. For the first time in recent
history, the U.S. dollar lost its safe-haven status; investors ditched
the U.S. dollar and turned to gold instead. Previous warnings about
investors one day losing faith in the greenback appeared to be
becoming a reality.

The debate about the long-term role of the U.S. dollar as the global
reserve currency is often framed in black-and-white terms. It is
assumed that there is space for only one reserve currency for the
world. On the basis of this assumption, the U.S. dollar’s position
remains assured, at least for now. However, matters have become
more complex in recent years. The global geopolitical landscape is
fragmenting. China, and also Russia, are increasingly challenging
the traditional, Western-led, global order that emerged after World
War |l.

The coronavirus pandemic has accelerated the trend toward
fragmentation, not only in the geopolitical arena but also in the
economic sphere. Throughout 2020-2021 the virus caused
disruptions to global supply chains, as entire regions of China and
Europe were in lockdown. As a result, a growing number of
multinationals are considering relocating their production lines closer
to consumers in an attempt to enhance security of supply and
resilience to future shocks; regional supply chains serving the
Americas, Europe, and Asia are likely to replace seemingly
unreliable global ones.’” This means economic fragmentation will
intensify.



Currencies will probably mirror these geopolitical and economic
trends, paving the way for the emergence of a fragmented currency
landscape that may allow for several global reserve currencies.
Under this scenario, the U.S. dollar, the euro, and the renminbi
would function in parallel to each other, each with a regional
footprint: the greenback would rule in the Americas, the euro would
dominate over Europe and part of Africa, and the redback would be
unchallenged in the Asia-Pacific and most of Africa. In some way,
this would be a return to the situation that existed in the eighteenth
and nineteenth centuries, when the British pound, the Dutch guilder,
and the French franc coexisted as the main global currencies.®8

Shifts in the composition of foreign-exchange reserves across the
globe tend to give early hints of future changes. Things do not look
good for the greenback. In the early 2000s central bankers kept
more than 70 percent of their reserve assets in U.S. dollars. This
share has now decreased to less than 60 percent—a 25-year low.®°
Central banks appear increasingly keen to diversify their reserve
portfolios and to replace their greenback holdings with assets in
euros and renminbis. This shift is taking place at a slow pace, but it
IS nonetheless real.”® Some analysts even predict that the renminbi
will become the world’s third-largest reserve currency (after the U.S.
dollar and the euro) as soon as 2030.7*

This is not far-fetched. In 2016 the IMF added the renminbi to its
basket of leading reserve currencies, alongside the U.S. dollar, the
euro, the yen, and the British pound.”> Across the world, more than
70 central banks already hold renminbi as part of their foreign-
exchange reserves. There are good reasons to believe that this
number will continue to rise over the coming decades. China’s
reliance on exports as a major driver of economic activity is waning,
partly as a result of sluggish growth across developed markets. In
parallel, the Chinese population is aging, which means it is saving
less, boosting consumption and imports. As a result, China will soon
become a net importer of capital. This should boost demand for
renminbi-denominated bonds from global investors and central
banks.

This is a plausible scenario, but it remains far from certain. Using
a currency for trade, a short-term transaction, is one thing. Storing



strategic currency reserves is another matter: long-term trust in the
value of the chosen reserve currency is the most important factor. So
far many investors are not fully reassured that the value of the
renminbi will always remain steady. Investment funds may also be
wary of investing in Chinese bonds, owing to U.S.-China tensions.
Beijing’s push to liberalize Chinese financial markets may also take
longer than expected. However, the trend is clear: traditionally
cautious central bankers increasingly feel the need to diversify their
assets away from the U.S. dollar.

The global reach of U.S. sanctions depends on the hegemonic role
of the greenback. If, say, Tajikistan imposed sanctions on countries
and companies using the Tajik currency, these measures would not
have much of an impact across the globe. By contrast, the impact of
sanctions that apply to every company that wishes to use the world’s
leading currency—the U.S. dollar—is massive. However, the current
reliance of American sanctions on the use of the greenback means
that only a subtle uptick in the market share of other currencies
would be enough to weaken the effectiveness of U.S. penalties.

A dual financial world—with some companies using the U.S.
dollar while others do not—could emerge. This is already happening.
Some Chinese banks do business in U.S. dollars and therefore
respect American regulations, while others do not touch the
greenback to shield themselves from Washington’'s demands.
Europe is taking a similar path. Most European banks have no
choice but to keep access to the American market. However, a few
financial institutions are choosing not to use the U.S. dollar. At a time
when the vast majority of European banks steer clear of Iran for fear
of falling foul of Washington’s sanctions, these small banks process
most of Europe’s trade with Iran, under the radar.

For America, the emergence of such a fragmented global
financial system—with some channels controlled by the United
States, while others escape Washington's scrutiny—represents a



dire threat. Such a shift will not happen, if it takes place at all, for
several decades. This slow, incremental pace of change is not good
news: it makes the threat harder to grasp and more difficult for the
United States to counter. The consequences could be huge. Foreign
companies would have no trouble side-stepping the U.S. dollar to do
business, including with America’s foes. Perhaps even more
worryingly, if North Korea and other rogue states have access to
well-developed financial systems over which the United States has
no oversight, it will become even harder to keep track of nuclear
proliferation.

Trouble would not end there for Washington. If American
companies have to use currencies other than the U.S. dollar to
conduct trade abroad, they will become exposed to the threat of
extraterritorial or secondary sanctions from other major economic
powers, such as the European Union or China. Given Europe and
China’s economic clout, such penalties would have a big, negative
impact on American firms, excluding them from two of the world’s
largest markets. Faced with a choice between conducting business
with the United States on the one hand, and the European Union
and China on the other hand, many foreign firms could choose to
abandon the American market.

European sanctions that applied to U.S. firms using the euro or
doing business in Europe would carry heavy symbolic weight. From
the European Union’s perspective, such penalties might sound
appealing: they would give the European Union leverage over
Washington. How would the United States react if American firms
that do not follow Europe’s demands are barred from accessing the
European market? The reality is that such a scenario is extremely
unlikely to happen: the European Union is staunchly opposed to
extraterritorial regulations, which it insists are illegal under
international law. However, history shows that policy U-turns happen,
even if they do not seem at all likely in the short term.

Sanctions from Beijing look likelier. This is a recent development;
until two decades ago, the Communist leadership opposed the use
of sanctions, in line with the country’s noninterventionist stance.
Pragmatic considerations explained this posture. When China was a
minor economic power, restricting access to the Chinese market ran



counter to Beijing’s economic and development goals. However,
getting access to China’s vast middle class has now become crucial
for many international companies. This gives a new form of powerful
leverage to Beijing to advance economic, political, or foreign-policy
goals.”™

The Communist leadership is making quick strides in this
direction. In 2011 Chinese officials had a seemingly innocuous
meeting with OFAC. Many at the U.S. agency still remember it: for
several hours, the Chinese asked the Americans detailed questions
related to the technicalities of U.S. sanctions. It turned out that China
was in the process of developing its own sanctions legislation.”
Since then, Chinese scholars and officials have published a flurry of
papers discussing how Chinese sanctions could work and why they
represent attractive tools. China will likely put its newly designed
sanctions laws to work, eventually. American firms will probably be
prime targets.

South Korea offers a cautionary tale of what may happen when
China decides to punish a country or its businesses. In 2016-2017
Beijing’s retaliation against the deployment of U.S. missile systems
in South Korea cost Lotte, a South Korean conglomerate, nearly
US$2 billion.” For the South Korean economy as a whole, losses
amounted to nearly US$16 billion.”® For China, such measures were
probably only modest, tentative steps. In the future, Beijing will likely
use its growing global economic clout to ensure that Chinese
sanctions have an impact not only on firms operating in China but
also on foreign firms elsewhere in the world. In a few decades, the
reach of Chinese sanctions could be on a par with that of American
ones.

In the coming years, the United States will probably have to find new
tools to replace less-effective financial sanctions. America’s coercive
toolkit could gradually switch to measures that do not depend on the
use of the greenback. Secondary sanctions are an obvious



contender: they target multinationals that cannot survive if they do
not have access to the American market. However, increasing the
use of secondary penalties will further strain ties with allies and fuel
foreign efforts to develop mechanisms to circumvent sanctions. It
could also fuel China’'s willingness to design its own secondary
sanctions regime and to impose such penalties on American (and
possibly foreign) firms.

In a digital world where U.S.-based companies such as Meta (the
parent company of Facebook, Instagram, and WhatsApp), Google,
and Twitter hold vast swaths of sensitive data, another option is that
future sanctions could target digital flows. This would make the
impact of sanctions both less severe (shortages of goods would be
unlikely) and more dangerous for U.S. foes (telling hundreds of
millions of people that they do not have access to Facebook
anymore would be a political challenge). However, given the current
domination of American tech firms over the digital landscape,
pursuing such an option would probably be akin to shooting itself in
the foot for Washington.

Investment restrictions and export controls, especially on crucial
technology staples, are a final option to replace financial sanctions.
These economic weapons look appealing, on paper. They are highly
effective, given America’s technological lead. In addition, these
measures do not rely on the widespread use of the U.S. dollar, but
on America’s economic clout, which is unlikely to decline all that
much even in the long term (as long as the United States can
maintain its lead at the technological frontier). The United States has
been hard at work targeting China with precisely such measures
over the past few years. This strategy carries significant risks for the
Chinese economy, but even more so for U.S. interests.
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HIGH-TECH FUTURE

Are Export Controls the Sanctions of Tomorrow?

Oregon. Forest fires are a yearly occurrence in the region. Yet

amid devastation and chaos, the thousands of firefighters that
were battling the flames quickly noticed that something was different
from other years. Controlled burning, a crucial tool to prevent
wildfires, had not taken place during the spring. Something else was
amiss: there were no drones available to monitor how quickly the
flames were spreading. If firefighters had known why there had been
no controlled burns, and why drones were missing, they would
probably have been surprised. It had nothing to do with forests,
environmental policies, or perennial budget cuts. It was all about
China.

A few months earlier, the Trump administration had ordered U.S.
government agencies to stop using a fleet of more than 800 drones
that previously helped to monitor fires and to conduct controlled
burns across America.! The drones worked perfectly well, but they
were made by DJI, a Chinese company.? Using unmanned aircraft
from DJI is nothing special: the firm supplies more than 70 percent of

I n the summer of 2020 massive wildfires erupted in California and



the world’s civilian drones.® However, the administration worried that
the drones might covertly send sensitive information to China,
allowing Beijing to see exactly what the drones could see.*

DJI had vigorously denied these claims and taken steps to
relocate production to the United States. Staff from the Interior
Department had warned that halting controlled burning would likely
result in catastrophic wildfires. Yet the administration had chosen to
ignore these warnings and to go even further with its China-proofing
strategy: Washington also halted the acquisition of 17 high-tech
systems, called Ignis, which help to start controlled fires.> The
technology was American. Three years earlier, the U.S. government
had added Ignis to a top list of “Made in America” innovations.®
However, there was a catch: the Ignis systems include Chinese-
made components. For the administration, this was too much of a
risk to take.

The decision to shelve the fire-monitoring equipment derailed the
activities of the Office of Wildland Fire; the administration was not
able to identify alternative suppliers of controlled-burning systems
that had no tie to China.” With drones grounded and Ignis systems
missing, the Office of Wildland Fire was able to carry out only a
guarter of the controlled-burning operations that it had arranged to
undertake in 2020. The backup plan would have been to use aircraft
manned by firefighters, but this option was quickly abandoned: it
imperiled human lives when there was a risk-free alternative.

The lack of drones was a tangible illustration of the ripple effects
of the U.S.-China conflict.® It came with catastrophic consequences.
It is unlikely that using drones would have prevented the fires, which
were due to an unusual combination of strong winds and extreme
heat. However, perhaps it could have helped to lower the death toll
(nearly 40 people died) and to reduce the scope of the damage
(which stood at nearly US$2 billion).® Was mitigation of
unsubstantiated risks that China may use the drones to spy on U.S.
soil worth such a high price? For Washington, the answer was
apparently a clear yes.



American concerns around China’s technological rise—and the
industrial espionage and cyber theft that go with it—date back to the
early 2000s. They came to the fore in 2018, when the U.S. trade
representative issued a lengthy report summarizing China’s
perceived offenses against the United States.’® The document
highlighted Washington'’s realization that the Chinese economy is not
market-driven, but fully state-led.** According to the U.S.
government, China’s economic strategy focuses on attracting foreign
firms, stealing their technology, and indigenizing it before forcing the
companies out of the Chinese market. In the view of U.S. policy
makers, this process involves only a few, well-documented steps.

First, the Chinese government forces global companies that want
to gain access to China’s market to form joint ventures with Chinese
firms. These local companies have one single objective: siphoning
the technological secrets of their foreign counterparts. This is a well-
known issue; as the U.S. Office of the National Counterintelligence
Executive put it, “Chinese actors are the world’s most active and
persistent perpetrators of economic espionage™? (to be fair, the
United States is probably not far behind). Alternatively, China may
also force Western firms to sell their know-how to their Chinese
partners at ridiculously low prices.

Once Beijing has gathered the technology it is looking for,
Chinese companies replicate it. This is the famous moment when
foreign businesses realize that a factory closely resembling their own
has just opened down the road. Strangely, the Chinese plant
happens to manufacture exact replicas of the Western products.
Washington believes that Beijing eventually plans to kick foreign
companies out of China. This makes sense, in theory: once Chinese
companies have gotten hold of foreign technology, Beijing may see
little reason to let competing foreign firms remain in its domestic
market.

These unfair practices are widely acknowledged, but they form
only one aspect of American concerns toward China. In recent
years, the U.S. government has also become increasingly worried
that letting Chinese technological companies operate on U.S. soil or
having U.S. government agencies use Chinese-made technology
puts national security at risk. This was the reasoning behind the



grounding of the controlled-burning drones on the West Coast. The
issue is far from limited to drones, however. The argument goes that
all of China’s high-tech companies have ties to the Chinese state
and may be compelled to secretly gather data on their Western
consumers.

On paper, these concerns appear valid. Although there are no
(public) records of such an occurrence, China’s national security law
may force Chinese companies that operate in the United States to
collect information on American citizens or businesses and to send
these data back to Beijing. Chinese firms have no choice but to
cooperate with Beijing; according to China’s regulations, the
companies have no right to appeal such requests.’* Many American
firms already take these issues seriously. Technological supplies to
Google and Facebook, for instance, have to be China-proof.

From this perspective, Chinese-made cell-phone towers installed
near government buildings, such as federal offices or military bases,
pose an especially acute threat. This is the crux of the debate
around Beijing’s participation to the global rollout of 5G
telecommunications networks. Defense hawks believe that China
could use the infrastructure to spy on sensitive installations. China’s
backers are quick to point out that these concerns are both
theoretical and unsubstantiated. However, there are precedents: on
two separate occasions,’® China was accused of spying on the
Ethiopian headquarters of the African Union. Beijing and the Chinese
companies that are suspected of having been involved have denied
the accusations, which the African Union has also—albeit
inexplicably—downplayed.®

The American security establishment’s worst-case scenario looks
even more worrying. Some experts fear that installing Chinese-made
telecommunications equipment on U.S. soil may enable Beijing to
pull the plug on America’s phone or Internet networks.!” Most
analysts believe that this is not really feasible. At any rate, this
sounds unlikely: China’s growth would tank if the U.S. economy
crashed. If China took such an extreme step, Beijing’s long-term
ability to convince countries to install Chinese telecommunications
equipment would also suffer. However, if the United States and



China became embroiled in a direct military conflict, for instance over
Taiwan, Beijing would have nothing to lose.

The Trump administration brought China-related concerns to the
fore, but these will not end under the presidency of Joe Biden (and
beyond). Trump did not prompt any change in thinking around
Beijing; despite his bombastic claims, he merely highlighted the shift
in consensus around China within the American establishment.'8
After years of debates and hopes that the Chinese leadership would
live up to its World Trade Organization (WTO) commitments,
Democrats and Republicans now agree that China and the United
States are competitors. The consensus in Washington is that there is
little chance that relations between both countries may improve in
the coming decades.*® To the United States, China is no longer the
useful, cheap factory of the world.

The bipartisan view in America’s corridors of power is that China
is rolling out a revamped version of economic imperialism, just like
Great Britain in the nineteenth century or Japan after World War 1l.
To retain its role as the world’'s sole superpower, Washington
believes that it has to stop Beijing in its tracks.?® Some Americans go
as far as seeing the U.S.-China clash as a generational one, on a
par with conflicts against the former Soviet Union or Islamist terror.
The reality may be less dramatic. The conflict between America and
China is one for economic dominance between an incumbent
economic superpower and its rising challenger.

In this economic war, the United States is unsurprisingly keen to
put all forms of economic coercion to good use. The Trump
administration imposed tariffs on US$360 billion of American imports
from China; Biden has made it clear he is not lifting these.?* The
United States has also sanctioned Chinese individuals linked to
human-rights abuses against both the Uyghur minority in Xinjiang
and pro-democracy protesters in Hong Kong. In the financial sphere,
U.S. lawmakers are pondering whether to de-list more than US$1



trillion worth of shares of Chinese companies on U.S. stock
exchanges.?? Congress is also considering barring the Thrift Savings
Plan, which manages the pensions of millions of federal government
employees, from investing in Chinese companies.?

Taking such stringent measures on China is highly significant.
The United States has become used to imposing economic
sanctions, but this time these are not meant to punish a rogue state
such as North Korea, Syria, or Venezuela. Instead, American
penalties target a demographic giant that is a permanent member of
the UN Security Council and the second biggest economy in the
world (China will become the world’s largest economy in the early
2030s?4). U.S. sanctions against China also have a direct impact on
the livelihoods of nearly 2 billion American and Chinese citizens;
when tariffs are imposed, consumers almost always pay the bill.?°
However, the reality is that these measures remain mild in the grand
scheme of things.

Tariffs hurt consumers, but they may be canceled at the stroke of
a pen. Financial sanctions against Chinese individuals do not bite
much, as the targeted people almost invariably have no ties to the
United States. Threats to de-list Chinese companies from the New
York Stock Exchange carry little more than symbolic weight, too:
China’s firms would simply raise capital elsewhere, for instance in
London, Tokyo, or Hong Kong, further diluting U.S. leadership over
global financial places. Finally, Beijing will not care about Congress’s
plans to prevent U.S. federal employees from investing their pension
pots in Chinese companies: American investors own only a fraction
of Chinese stocks.

America’s restraint highlights the fact that in China’s case,
financial sanctions remain unlikely. Imposing sanctions on major
Chinese banks and companies or even banning China from using
the U.S. dollar would deal Beijing a serious blow. However, such
measures would also destabilize the global economy. This explains
why U.S. policy makers have never really seriously considered going
down that road: they know that potentially triggering another financial
crisis would hurt Washington at least as much as it would harm
Beijing.?¢



China is not Iran, Venezuela, or even Russia. The Chinese
economy has grown far too big for America to sanction Beijing with
its usual toolkit. America needs something else to advance its
interests against China. The U.S.-China confrontation is playing out
in the three areas that make or break economic influence nowadays:
trade, finance, and technology. The United States has probably
explored all the potential trade tools—mainly tariffs—that it can use
against China, and financial sanctions appear highly unlikely. The
only remaining option for Washington is to focus efforts on the
technological sector.

In 2016 the Chinese leadership announced that it planned to spend
US$150 billion over ten years to develop a Chinese semiconductor
industry.?” The U.S.-China conflict had not started in earnest by then,
but Beijing’s announcement raised alarm bells across the American
defense establishment. U.S. experts warned that China’s plan to
beef up its presence in the semiconductor sector put America’s
national security at risk: in a few decades, Chinese firms could
become able to manufacture microchips that are more advanced
than those that the United States can make. As a result, China’s
missiles, lasers, or air defense systems could become the most
sophisticated in the world.

Semiconductors, which are also called computer chips,
microchips, or integrated circuits, are the brains that power all
modern high-tech gadgets.?® These components are 2,000 times
thinner than the breadth of a human hair, but they are just as
important as oil, gas, or coal in today’'s tech-dependent economy.
Without microchips, virtually all modern products, including mobile
phones, computers, planes, trains, servers, tablets, pacemakers,
cars, wind turbines, or even rice cookers, cannot work. Without
semiconductors, the Internet, telecommunications networks, and
power plants would not exist.



Semiconductors are also crucial in the military sector. The
defense industry buys only a tiny fraction of global semiconductor
supplies, but fighter jets, submarines, and missile-launching pads
are full of microchips.?® As former U.S. under secretary of defense
for research and engineering Michael Griffin put it, “Superiority in
[microchip] technologies... is the key to deterring or winning future
conflicts.”® If Chinese semiconductor capabilities become more
advanced that those of the United States, America may lose its
military superiority.3!

The widespread use of products that rely on semiconductors
means that the global microchip sector has become a gigantic one,
recording annual sales of around US$600 billion (more than
Sweden’s, Ireland’s, or Israel's GDP).?> The sector looks set to
record double-digit growth in the coming decade; tomorrow’s
economy will rely on the Internet of Things (loT), cell phones, and
high-speed telecommunications, all of which are huge consumers of
computer chips. The country that will control the technology and
know-how to produce the most-advanced semiconductors will hold
tremendous economic and political leverage.

Semiconductors are the Achilles’ heel of the Chinese economy.
Beijing buys more than US$300 billion of foreign-made
semiconductors every year, making computer chips China’s largest
import, far above 0il.3* This reflects the fact that Chinese factories
import 85 percent of the microchips that they need to build electronic
goods.** Most of these semiconductors are manufactured using
American technology. For Washington, this makes export controls a
seemingly ideal tool to deprive Beijing of U.S. innovation and know-
how in the manufacture of semiconductors. Such restrictions function
in a similar fashion to financial sanctions: they seek to curb the
access of America’'s adversaries to U.S.-made staples—the
greenback for financial sanctions or computer chip technology for
export controls—that have become so crucial that few countries can
do away with them.



Washington knows that it has a massive trump card to play in the
semiconductor sector: virtually every microchip around the world has
some link to the United States, be it because it was designed with
American software, produced using U.S.-made equipment, or
inspected with American tools.®® This is not surprising: the United
States is the birthplace of the semiconductor industry. The sector
was born in the 1950s to meet the growing tech needs of the
American military as it started to confront the former Soviet Union.
Around 70 years later, U.S. microchip firms are worth more than
US$1 trillion.®® Simply put, America dominates the field.?’

American firms manufacture only around 10 percent of the
computer chips sold across the world. The world’s leading microchip
foundries (as semiconductor assembly lines are called) are located
in Asia, mainly in Taiwan and South Korea.*® However, a handful of
U.S. companies control all of the higher, upstream echelons of the
supply chain. Before a chip is manufactured, three steps have to
take place: software to design microchips has to be created,;
semiconductors have to be designed using these computer
programs; and equipment to manufacture and test the computer
chips has to be produced.®

Three U.S.-based businesses—Cadence Design Systems,
Synopsys, and Mentor Graphics—control 85 percent of the market
for microchip design software, the first step in the creation of a
semiconductor.?® In the view of industry insiders, these firms are
irreplaceable; virtually every semiconductor across the world was
designed using software from one of these American businesses.*
Cadence Design Systems and Synopsis are the only two companies
that are able to provide integrated, end-to-end solutions for complex
designs. Meanwhile, Mentor Graphics fans boast that the firm has
the best back-end tools on the market.

The companies involved in the second, chip-design step are
bound by American rules, too. In this step, engineers use software
from Cadence Design Systems, Synopsys, and Mentor Graphics to
draw a map of all the components of a given microchip, complete
with manufacturing instructions for foundries. Arm, a British firm that
America’s Nvidia tried (but failed) to buy in 2020, provides such a
blueprint for around 90 percent of chips around the world.*> Arm was



sensitive to U.S. export controls long before Nvidia announced its
intention to swallow it for US$40 billion; the UK-based firm has
always had a strong presence in the United States, which means
that it has to comply with America’s rules. Beyond Arm, the other
leaders in this sector are American and include Qualcomm and
Broadcom.

Once a microchip is designed, the final step before it may be
manufactured and tested is to gather the sophisticated industrial
tools that equip foundries. Again, the market leaders are American:
Applied Materials, Lam Research, and KLA-Tencor control nearly
half of the market for semiconductor manufacturing equipment.3
Two other firms, the Netherlands’ ASML and Japan’s Tokyo Electron,
make up another third of the sector.** On paper, foreign firms such
as ASML or Tokyo Electron do not have to respect U.S. export
controls, as these only apply to American companies.*® However, in
practice, these global firms know that U.S. pressure to force them to
comply with Washington’s restrictions may be intense.

The U.S. domination over the semiconductor sector also extends
to other highly specialized parts of the manufacturing chain;
American suppliers control around 80 percent of the market of such
obscure, yet unavoidable, technical processes as etching, wafer
inspection, chemical vapor deposition, rapid thermal processing,
chemical-mechanical planarization, or metrology.*¢ For the materials
and chemicals that foundries use on their manufacturing lines, the
picture is the same: U.S. businesses, such as 3M, Corning, Cree,
Honeywell, and Rogers, dominate the sector.

The fabrication of a microchip usually involves a process
spanning several specialized companies, which in turn creates
complex supply chains*’: on average, American semiconductor firms
work with around 16,000 suppliers.®® However, some major tech
businesses like to design, manufacture, and test semiconductors
using their own software, technology, and production lines. Five of
these so-called integrated device manufacturers (IDMs)—Samsung,
Intel, TSMC, Qualcomm, and Apple—dominate the market, with
annual revenues higher than those of their 249 competitors
combined. Again, the United States runs the show in the IDM sector.
Three of these giants—Intel, Qualcomm, and Apple—are



American.*®* The other two—South Korea’s Samsung and Taiwan’s
TSMC—are based in countries that are close U.S. allies, making
them sensitive to U.S. export regulations.

Given America’s dominance over the microchip sector, Washington
knows that measures curbing China’s access to U.S. semiconductor
technology have every chance to deal a blow to Beijing's
technological ambitions. In 2018 Congress started to put this
strategy into practice, quietly adopting a flurry of regulations meant
to cut China’s access to American know-how.*° The hostilities began
when lawmakers ordered the Commerce Department to start
controlling the export of “emerging and foundational” technology.*!
This represented the first step toward the resurrection of Cold War—
era export controls. However, instead of targeting defense exports—
as was mostly the case with the former Soviet Union—these
restrictions applied to the U.S. civilian, high-tech sector. China was
not mentioned in Congress’s legislation, but it was the only country
that lawmakers had in mind.

The measure had more bark than bite. For one, Congress failed
to define what an “emerging or foundational technology” is, leaving it
to the White House to do some thinking around this issue.%?
Semiconductors were obvious contenders, but the legislation
remained open to interpretation. There was another problem, too.
Measures to monitor U.S. exports could only be applied, in the words
of lawmakers, to technologies that are “essential to the national
security of the United States.” Again, defining what this meant was
easier said than done and certainly open to a myriad of debates.
However, the Congress-mandated controls on “emerging or
foundational” technologies were only a start.

A few weeks later, Congress struck again, tightening the
legislative framework to scrutinize foreign investments in the United
States.®* Lawmakers chose to broaden the definition of what
constitutes national security.>* They also included minority



investments in the scope of the foreign takeovers that the White
House can control or even block.*®> Again, there was no mention of
China in the deliberations of Congress. However, Chinese
investments in U.S. tech companies in Silicon Valley were the
obvious—if not sole—target of these updated regulations.

Capitol Hill assumed that depriving China of the possibility of
buying American technology start-ups would slow down Beijing’'s
ability to innovate. To be fair, Chinese investments in the United
States were already in free fall because of trade tensions—they
stood at a mere US$5 billion in 2018, down from almost six times
more in 2017.% As a result, the legislation probably had only a
limited impact.>” However, American lawmakers knew that they were
sending Beijing a clear message: “we are watching what you're
doing and intend to take steps to stop you in your tracks.”

Congress’s steps to scrutinize U.S.-China ties in the tech sector
went mostly unnoticed. In May 2019 it was the Trump
administration’s turn to strike a blow to Chinese technological firms.
This one was much more high profile. The administration put its
sights on Huawei, China’s telecommunications giant. The Commerce
Department added the Chinese firm and dozens of its subsidiaries to
its so-called entity list; the agency argued that Huawei had violated
U.S. sanctions against Iran (something that the Chinese company
denies).?® In practice, the step amounted to imposing export controls
on Huawei; American firms were barred from selling high-tech
products to the Chinese firm without a license that—as is the case
with most export licenses—was tricky to get.>®

The decision to cut Huawei from U.S. innovation sent
shockwaves through the global technology sector. The U.S. move
was striking: the Commerce Department had initially designed the
entity list to target murky proliferators of weapons of mass
destruction. Huawei was clearly in another league. With around
200,000 employees and annual revenues of US$100 billion, the



Chinese firm is the world’s biggest maker of telecommunications
equipment.®® Like virtually every Chinese technology firm, Huawei is
almost fully dependent on foreign shipments to meet its microchip
needs. With access to U.S.-made semiconductors suddenly
curtailed, the United States reckoned, Huawei would soon prove
unable to manufacture high-tech products.®* However, there was a
catch.

It was reasonably easy for semiconductor businesses to go
around U.S. export controls against Huawei.®> Huawei’'s presence on
the entity list meant that selling semiconductors directly to the
Chinese firm was a no-no for American businesses. However, it
remained possible to sell U.S.-made microchips to a third party,
which in turn sold them to another firm that finally delivered them to
Huawei.’®* The Chinese company could also still buy off-the-shelf
U.S. computer chips that had not been specifically designed for its
needs. America’s first attempt to impose export controls on Huawei
had failed.

Something else was needed for the penalties to work. The
administration realized that measures against Huawei had to
become extraterritorial and apply not only to American firms but also
to foreign ones, just like financial sanctions. Imagining what form
such regulations could take was not hard: the measures had to
target not only the sale of microchips but also that of all the U.S.-
made software and equipment required to produce them. This was a
logical move: Washington knew that many of the tools that global
chipmakers and foundries use to design and manufacture microchips
rely on American technology. The Commerce Department got to
work to see what could be done.

In May 2020 the Trump administration announced that it was
barring all microchip manufacturers from forging chips for Huawei,
anywhere across the world, if they used U.S. technology.®* Three
months later, the Commerce Department further tightened the rules
to ban all microchip sales to Huawei.®® In the remainder of the year,
the administration broadened the restrictions to target dozens of
other Chinese firms; these included SMIC, the largest Chinese
foundry of microchips.® The measure closely resembled financial
sanctions. The difference was that instead of targeting global



companies using the greenback, Washington was applying coercive
measures to firms, American and foreign, using U.S. technology.

Like financial sanctions, these export regulations sought to force
countries and companies to choose sides between the United States
and the sanctioned country—in this case China. The United States
bet that the world’s largest microchip producers, such as South
Korea's Samsung or Taiwan’'s MediaTek and TSMC, would side with
America and stop working with Chinese companies. Alternatively,
these foreign firms could maintain ties to China, but this came at a
high price: using American technology to design or manufacture
microchips for Chinese firms had become impossible. Continuing to
serve the Chinese market entailed rebuilding entire, U.S.-proof
manufacturing lines for Chinese customers, at a cost of several
billion dollars.

Both in the United States and abroad, the ripple effects of U.S.
export controls against Chinese technological firms proved colossal,
probably even more than the Commerce Department had expected.
Huawei had to stop a number of its production facilities, as many of
them relied on U.S.-made equipment.’” Faced with high levels of
uncertainty, SMIC slashed spending and investment plans.% Outside
China, the managers of microchip foundries frantically started to
check whether their equipment used American technology. If this
was the case, working with dozens of firms from China, the world’s
largest importer of semiconductors, had become illegal.

In some rare instances, the production lines of global tech firms
did not rely on American technology. In theory, this shielded these
companies from U.S. measures. However, Washington intended to
see to it that all Western companies ditched their contracts with
Beijing. Foreign tech firms all remembered that only a few months
earlier, the Netherlands’ ASML had learned the lesson the hard way.
The company builds machines capable of carving out microchips
using extreme ultraviolet light. The U.S. administration pressed the
Dutch government hard to ensure that Amsterdam would forbid
ASML from working with Chinese companies. The Netherlands
eventually gave in to U.S. pressure and revoked ASML's export
license to China.®®



For Beijing, issues with ASML were a sure sign of problems to
come: the Dutch firm is the only company in the world that masters
the extreme ultraviolet technology that SMIC needs to manufacture
highly advanced chips. For the Dutch business, this development
was bad news, t00.”° The equipment cost more than US$20 billion to
develop, and the fast-growing Chinese market was one of the most
promising.”* In a phone call with investors that took place a few
weeks afterward, ASML's CEO hinted that the company was looking
at making its supply chains fully U.S.-proof.”?

Export controls against Huawei were not meant to have an
impact in America, but they also had ripple effects on U.S. soil.
American rural cell-phone and Internet providers had long
understood that they were in trouble.” The cheap Huawei gear they
had bought to connect remote and sparsely populated places to the
Internet abruptly stopped to receive crucial software updates or
replacement parts from U.S. firms. This was a death sentence:
without these updates or spare parts, the Huawei cell-phone towers
and Internet networks will, over time, simply stop working.

On the other side of the Pacific, Beijing knows that Washington’s
new export measures will pose a host of new problems to address.
For the Chinese leadership, semiconductors are especially important
in two areas: the manufacturing of cell phones and the roll-out of 5G
networks on Chinese soil. The United States does not seem intent to
curb China’s ability to manufacture cheap, basic cell phones, as
these do not pose a security threat to the United States’; the White
House has extended export licenses to a number of American and
foreign companies so they can continue to deal with Huawei for such
unsophisticated products.”> However, Washington appears keen to
apply export controls to their fullest extent when it comes to highly
advanced, ultrasmall chips.

For China, this will be a major headache in the coming years.
High-tech microchips are a crucial component of much-touted 5G
telecommunications networks. America’s willingness to restrict
Beijing’s access to advanced semiconductors will likely hamper
China’s development of 5G infrastructure. The Chinese leadership
will probably be able to prioritize the roll-out of 5G in a few high-
profile cities and regions, such as Beijing, the Yangtze delta around



Shanghai, or the Pearl River delta near Shenzhen.’® However, the
rest of the country will probably have to wait for longer than expected
to get access to the innovations that fifth-generation networks
enable, such as self-driven vehicles or smart electric grids.

Such ripple effects, both in China and the United States, are
likely to be only the tip of the iceberg. The consequences of export
controls restricting China’'s access to U.S. technology will be
witnessed only over several decades. Innovation tends to come with
long-term industrial investments that involve meticulously arranged
supply chains and manufacturing processes. U.S. export controls will
alter these plans.

The world’'s leading microchip manufacturers, including Taiwan’s
TSMC (which controls around half of the global production capacity)
and South Korea’'s Samsung (which specializes in the most
advanced microchips), are already redesigning their global supply
chains with U.S. export controls in mind.”” TSMC plans to open a
giant, US$12 billion foundry in Arizona by 2024; the U.S.-subsidized
plant will probably only serve the American market, while other
TSMC factories will continue to do business with Chinese firms.’®
Samsung’s latest projects also reflect this new reality: the South
Korean firm plans to build two foundries in the coming years, one in
Texas for US$17 billion and another one in Xian, in central China, for
US$15 billion.™

Even if U.S.-China tensions were to recede, which appears highly
unlikely, the long-term nature of such massive investment programs
means that the effects of export controls will prove both long-lasting
and hard to unwind. Adding to an already complicated picture, in the
U.S.-China conflict, America is not the only country that is looking at
export controls to fight against the other side.®

In 2019, at the height of the trade war, Chinese leader Xi Jinping
paid a visit to a rare-earths mine in Jiangxi, a province in southeast
China. Most China watchers got the message loud and clear: Beijing



intended to signal that China held tremendous leverage over
America in the form of rare-earth minerals, such as scandium,
yttrium, and gadolinium. In case things were not explicit enough,
following the visit, a Chinese government—controlled mouthpiece
made the threat unambiguous: “Don’t say you weren’t warned.”®!
China had already used the sentence twice before: to warn India
against war over a disputed Himalayan border in 1962 and before
starting a conflict with Vietnam in 1979.

China knows that it has an ace up its sleeve with rare earths.®
The country controls 80 percent of the global production of the 17
metals that technological companies rely on to build semiconductors
and other electronic products, including smartphones, televisions,
electric vehicles, computer screens, or wind turbines.® The list of
applications also extends to the military sector: building an F-35
fighter jet, for instance, requires 417 kilograms of rare earths.®* A
Virginia-class submarine needs ten times this amount of rare
earths.® America may dominate the semiconductor sector, but China
controls access to the commodities needed to build all modern
electronic gear.

As Chinese leader Deng Xiaoping remarked in 1992, “the Middle
East has oil, China has rare earths.”®¢ Beijing holds 40 percent of the
global stock of the crucial minerals. By contrast, America owns only
1 percent of the world’s known reserves of rare earths.®” Mining rare
earths is only part of the equation; China also controls 85 percent of
the world’s refining capacity for the metals.® In fact, the only U.S.
rare-earths mine sends its production to China for processing (the
California-based mine also happens to be partly owned by a Chinese
investor).8°

The idea that China could restrict America’s access to rare earths
to fight back against U.S. coercive measures is not far-fetched.® In
2010 Beijing banned the exports of rare earths to Tokyo amid a
conflict over disputed islands in the East China Sea.®* Since then,
Beijing’s threats have become more open. In 2019 the country
launched a precise survey of China’s production of rare earths, in
what looked like a first step toward the imposition of export
controls.®? In 2020 the Chinese leadership adopted new legislation
restricting sensitive exports, chief among them rare earths.®3



The United States knows about this threat. In early 2022 a group
of American senators introduced legislation that would force U.S.
defense companies to stop buying Chinese rare earths beginning in
2026.% The Pentagon has long been pushing to develop rare-earths
mines in Australia, Burundi, or Myanmar to reduce dependency on
China.®®* However, matching the Chinese production capacity would
take a decade, at least; it takes around ten years for a rare-earths
mine to achieve good yields (if it ever does). Most experts also agree
that America cannot even consider challenging China’s supremacy
without massive federal financing. However, public funding is slow to
come.

The pandemic federal aid package included US$800 million of
fresh money for the diversification of America’s sources of critical
minerals, including rare earths.®® This was a start, but it is likely to be
too little; a rare-earths project requires at least US$1 billion in
investment.®” Money is not the only problem. The sector is so
notoriously environmentally unfriendly that developing U.S.-based
production and refining lines would likely meet strong pushback (rare
earths often come mixed with dangerous radioactive materials).
Another issue is that the know-how to mine and process rare earths
Is mostly Chinese, so far.

The only thing left for American policy makers is to hope that
China would not take the risk of wiping out its rare-earths industry by
restricting exports. Beijing also knows that so-called rare earths are
not that scarce. Over time, the United States would likely be able to
rebuild rare-earths supply chains; since the 2010 dispute, Japan has
cut its reliance on Chinese rare earths by a third.®® These factors will
play a role in Beijing’s calculations. However, China may also believe
that temporarily curbing the United States’ access to rare earths is a
reasonable price to pay to deal a blow to America’s tech sector.

The Sino-American conflict over technology will take place across
several decades, probably well beyond 2050. Export controls look



set to form the bulk of Washington’s arsenal to defend U.S. interests,
especially in the technological sector. The measures illustrate the
growing shift toward an environment where technological leadership
Is the main driver of political influence and economic power, as well
as a crucial determinant of military might.®°

Over time, export controls against Chinese firms are likely to
prompt global technological companies to have two different sets of
supply chains: one for the United States and other Western
countries, and another one for China and emerging countries. Such
a process, which has been dubbed “decoupling,” would effectively
cut ties between the American and Chinese economies. In a
decoupled world, the utility of export controls would become limited;
Chinese-controlled supply chains would effectively be U.S.-proof.
Worse still, a U.S.-China decoupling may turn out to be beneficial to
Beijing’s interests.
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WHEN SANCTIONS WORK TOO WELL

Why Decoupling from China Would Backfire

assessing the benefits of the International Traffic in Arms

Regulation (ITAR), a set of export controls meant to protect the
know-how of American aerospace companies, such as Boeing,
Northrop Grumman, or Lockheed Martin.! The conclusions of the
study turned out to be surprising. Most U.S. firms believed that ITAR
had hurt them; 35 percent of companies even reported that they had
lost contracts because of the regulations. In countless interviews,
executives explained that the measures had only served to
encourage the development of cutting-edge space technology
outside the United States, out of reach of America’s export controls.
A respondent noted that without ITAR, “it is unlikely that the
European space industry would have grown so significantly, so
quickly.”?

To the embarrassment of the Commerce Department, hard data
appeared to support the complaints of American businesses. The
U.S. share of the global space market stood at 75 percent in 1998,
when Washington started to enforce the ITAR rules. Within ten

In 2014 the U.S. Commerce Department published a report



years, America’s global market share for space equipment, such as
satellites, had dropped to less than 50 percent. As part of the survey,
one firm bluntly reported that the regulations had been *“very
successful in creating a global network of companies making
competing products while ensuring U.S. companies cannot
compete.” Three vyears after publication of the report, the
administration scrapped ITAR in an attempt to restore the
competitiveness of the U.S. space industry.*

More than two decades later, U.S. tech firms worry that history
looks set to repeat itself. This time, Washington’s export controls
target semiconductors; the United States has made these
restrictions its tool of choice to fight Beijing’s technological rise by
depriving China of access to American microchip technology. As the
Department of Commerce keeps imposing more and more export
controls, “decoupling” has become a buzzword in Washington.
Definitions vary, but President Donald Trump’s words are a good
summary of the theory. As he put it, “We lose billions of dollars and,
if we didn’t do business with [China], we wouldn’t lose billions of
dollars. It's called decoupling.™

In practice, decoupling would entail cutting links between the U.S.
and Chinese economies, especially in the technological sector. This
concept rests on a simple idea: fewer ties with China are better for
America’s economy and security. Under a decoupling scheme,
American companies would re-shore production to U.S. soil instead
of outsourcing manufacturing lines to cheaper Chinese factories.
Apple, for instance, would relocate factories to the United States
instead of producing iPhones in China. If decoupling becomes
reality, America’s shipments to China would be curbed, too, in line
with Washington’s export restrictions on semiconductors.

On paper, America would kill two birds with one stone through
decoupling: Washington would cut the access of Chinese high-tech
firms to the U.S. market (thereby addressing national security
concerns linked to the use of Chinese-made equipment for U.S.
telecommunications infrastructure) and halt the rise of China’s
technology companies (by depriving them of access to crucial U.S.
know-how). In theory, America would also narrow its large trade
deficit: the many U.S. firms that have outsourced manufacturing lines



to China would relocate production to U.S. soil, providing jobs to tens
of thousands of Americans.

Decoupling enthusiasts point out that dealing a blow to Chinese
firms is only one of many good reasons to decouple from China. The
consensus view among Fortune 500 companies is no longer that
cheaper is better to attract consumers.® American citizens and
businesses are getting increasingly concerned about poor
employment practices and lax environmental regulations in China
and other emerging countries. Growing calls to cut carbon footprints
also entail producing closer to consumers. Rising levels of
automation form a final aspect of the equation: if robots can
manufacture products in the United States, a cheap labor force in
emerging countries becomes less of an attraction.

Many U.S. policy makers see the semiconductor sector as a top-
priority area for decoupling. In their view, cutting China’s access to
microchips would be a sure way to deal a blow to the country’s
technology sector. If Chinese firms run out of semiconductors, they
will be unable to produce electronic goods. Export controls on
microchips mean that the United States also has a seemingly cheap
and effective tool to decouple from China in this field. This reasoning
looks appealing. However, it does not hold up to scrutiny. In fact,
decoupling is both a bad idea and poor policy.”

Cutting the extensive ties that exist between American and
Chinese semiconductor companies would be difficult and expensive.
It would also hurt U.S. technology firms, cutting them out of global
innovation and depriving them of opportunities to shape technology
standards. Losing access to the Chinese market would also entail a
steep drop in revenues for U.S. semiconductor firms, which would
have no choice but to cut R&D. As a result, the United States could
lose its technological, and in turn military, superiority. Instead of
addressing national security risks and weakening the Chinese high-
tech sector, decoupling would create new challenges and
unintentionally bolster Beijing'’s rise.



To state the obvious and take a broad view beyond the sole
microchip industry, decoupling from China would be tremendously
difficult. The United States designed export controls to deal with
Moscow in the Cold War era, when the American and Soviet
economies had virtually no ties. At the time, the United States and
the Soviet Union were already decoupled; in fact, they had never
really been coupled. During the Cold War, Soviet products were
absent from America’'s supermarkets. U.S.-Soviet technology
exchanges were few and far between. Moscow did not buy American
tech firms in a Silicon Valley that did not even exist. However, China
Is a vastly greater opponent than the former Soviet Union ever was.

The U.S. and Chinese economies are fully intertwined.® China is
the world’s largest manufacturer of goods, with an output equivalent
to that of all American, German, and Japanese factories combined.®
China is also the United States’ largest trading partner, with a
turnover of more than half a trillion U.S. dollars every year; Beijing
represents the third biggest export market for American firms (after
Canada and Mexico) and the main source of U.S. imports.® Links
between companies on both sides of the Pacific are extensive.
Cargo ships endlessly make return journeys between the Californian
ports of Los Angeles or Long Beach and those of Shanghai,
Shenzhen, or Guangzhou.

Economic ties between the United States and China go far
beyond trade. American and Chinese supply chains have been
integrated for more than two decades; the production lines of most
U.S. technology firms span across both sides of the Pacific, making
use of America’s edge over innovation and of China’'s competitive
advantage when it comes to (cheap) production. Apple’s iPod may
look like an American product, for instance, but it is really made by
hundreds of different firms in dozens of countries, including China.'t

In addition to being difficult, decoupling would be long. Judging
by the time it took Japanese, South Korean, and Taiwanese high-
tech companies to move their supply chains to China in the 1990s,
relocating the production lines of American technology firms to U.S.
soil could take more than 20 years.*? Decoupling enthusiasts point
out that this might not be an issue: many of the events that shaped
the global economy took decades to unfold, as was the case for the



development of personal cars, the rise of the Internet, or the
democratization of cell phones. However, American businesses
object that decoupling has nothing to do with innovation-led, profit-
generating progress.

Decoupling would not present American companies with an
opportunity to grow and become more profitable. Cutting ties with
China would come with a hefty price tag for U.S. businesses. A
conservative estimate puts the price of moving away from China at
US$1 trillion over five years.® Tax breaks and other financial
incentives could help microchip companies to swallow the
decoupling pill, but many firms would still have to raise (and then
repay) huge amounts of debt to finance such an operation, weighing
on their profits for many years—unless American consumers foot the
bill.

The challenges that decoupling would pose would be even greater in
the microchip sector. Cutting ties to China would be costly for U.S.
semiconductor firms: they design microchips in America but have
them produced in Asian foundries, which manufacture three-quarters
of the world’s computer chips.** Building a foundry is far from cheap:
it costs around US$10 billion.*> Decoupling would entail relocating
dozens of such manufacturing facilities from China to the United
States. Something else would compress the profits of U.S.
semiconductor companies if they get out of China. At the moment,
the manufacture of microchips cannot be fully automated. This
means losing access to the comparatively cheap Chinese workforce
would increase production costs.

Relocating semiconductor production lines to the United States
would be expensive, but American microchip firms, such as Intel,
Texas Instruments, or Qualcomm, worry even more about something
else: if Washington cuts ties to Beijing, U.S. microchip companies
would gradually lose access to the Chinese market. This would
represent a death warrant for American semiconductor firms; China



accounts for one-third of global demand for computer chips.'®
Without access to the buoyant Chinese market, many U.S.
semiconductor businesses could go bust.

The extensive presence of American microchip companies in
China reflects this commercial reality: American semiconductor firms
have US$700 billion in assets, such as factories and research
centers, booked on Chinese soil. American technology giant Intel
illustrates how crucial China has become to U.S. microchip
companies. The business has US$5 billion worth in factories across
China, which is Intel’'s largest market; the country accounts for more
than a quarter of Intel's global revenues.'’ Intel is only one example:
virtually all American companies have a similarly large footprint in
China. As one insider puts it, “The idea that we can decouple from
China and our industry will still be successful is not tethered to
reality.”8

For U.S. semiconductor firms, losing access to the Chinese
market could cause their market shares to drop in other countries,
too. Washington’'s growing export controls arsenal means that
foreign companies are increasingly wary of doing business with U.S.
companies. Over time, some international businesses could feel that
avoiding American microchip technology altogether is a safer option.
This is already happening; some global chip producers already
market some of their semiconductors as “EAR free,” meaning that
they do not include American technology and are therefore not
sensitive to U.S. Export Administration Regulations.*®

Losing access to China, the largest market for semiconductors,
while inadvertently fostering the rise of foreign semiconductor firms
represents a dire threat for U.S. technological companies.?° In the
long term, decoupling from China could translate into a nearly 40
percent loss in the revenues of American microchip businesses.?* To
stay afloat, most U.S. makers of computer chips could have no
choice but to cut down on some seemingly unnecessary
investments, such as research and development. However, such a
step would come with catastrophic consequences.

American microchip companies currently spend around 20
percent of their revenues in R&D. In the ten years to 2020, this



represented more than US$300 billion.?? Such huge investments
form part of a virtuous circle. The more American microchip firms
invest in R&D, the more they cement their global technological lead.
The more cutting-edge the technology of American companies is, the
more these firms sell computer chips, which, in turn, subsidizes more
R&D. However, if revenues from China and possibly other countries
disappeatr, this virtuous circle could become a vicious one.?

The production of computer chips is among the most R&D-
intensive in the world, more than that of pharmaceutical products or
airplanes for instance.?* This means even a small drop in R&D
expenses comes with huge consequences. If they cut R&D budgets,
American companies would prove unable to keep developing ever
more innovative technology. Meanwhile, their foreign competitors
would gain new contracts in the markets that cannot (or do not want
to) work with U.S. companies anymore. As a result, these rivals
would be able to double down on R&D. Over time, U.S.
semiconductor firms could lose their position as the global leaders
for sophisticated microchip technology, to the benefit of their
competitors.

This may sound like a far-fetched scenario, but it would only be a
repeat of a well-known story.? In the late 1990s three American firms
—Lucent, Nortel, and Motorola—dominated the global
telecommunications sector. These three giants looked too big to fail,
until the bursting of the tech bubble in the early 2000s prompted a
sharp drop in their revenues. As a result, the American
telecommunications behemoths felt that they had no choice but to
cut R&D spending to stay afloat. Meanwhile, Chinese companies
started to flood the global market with cheap cell phones that proved
highly popular, especially in developing countries.

Within only ten years, the American telecommunications sector
became only a shadow of its former self, lagging behind its
European and Asian peers regarding innovation. Lucent, Nortel, and
Motorola were bought a few years later by their European
competitors, for a fraction of their previous valuations. Nowadays,
not a single world-class telecommunications company is American.
As a result, the United States depends on foreign companies, such
as Sweden’s Ericsson, Finland’s Nokia or South Korea’s Samsung,



to install the telecommunications infrastructure that forms the
backbone of today’s economy and security.

This cautionary tale might well repeat itself in the microchip
sector. It highlights the fact that the decoupling-induced risk to
America does not really come from losing its technological advance
to China outright. At any rate, this is unlikely to happen; as things
stand, Chinese semiconductor firms remain far less advanced than
their U.S. competitors. Instead, the danger that decoupling poses
stems from the loss in revenues that not being able to serve the
Chinese market and losing contracts in other countries would entail.
With profits severely curtailed, U.S. technology firms would probably
struggle to remain ahead of the global game for semiconductor
innovation.

Within a few decades, Washington could have no choice but to
do business with foreign companies to meet its advanced
semiconductor needs. Taiwanese and South Korean firms, which are
the world’s leading chip manufacturers, will be all too happy to sell
semiconductors to American firms for civilian purposes. However,
the situation may be different regarding military gear. Would foreign
countries sell their most advanced microchips to the United States or
would they prefer to keep their best technology for their own defense
forces? Could Beijing apply pressure on Taipei and Seoul to prevent
sensitive exports to the United States? Decoupling from China to
protect U.S. national security could have the exact opposite effect
and heighten military vulnerabilities.

The race to design technical standards for emerging technologies is
another overlooked aspect of the U.S.-China confrontation. As
Werner von Siemens, who later founded the Siemens empire, put it,
“He who owns the standards, owns the market.”?6 Nowadays, there
are standards for nearly every appliance, including the gauge of
railways, the frequencies of mobile phones, and the shape and
voltage of electrical plugs. Without common global rules, a cell



phone that works in the United States would not have any reception
in, say, Brazil. Setting up technical standards used to be a boring
affair. Amid U.S.-China tensions, geopolitics now plays an oversized
role in what has become a highly sensitive exercise. In a decoupling
scenario, America’s ability to promote the adoption of U.S.-made
standards could decrease.

The United States, Japan, and European countries have long
been the sole rule-makers for global technical standards. China, by
contrast, is a latecomer to the party. Until recently, the country had
virtually no presence in international standard-setting bodies, such
as the International Organization for Standardization (ISO; in charge
of promoting the adoption of unified standards across the world), the
International Telecommunications Union (ITU; focused on
telecommunications norms), and the International Electrotechnical
Commission (IEC; tasked with defining standards for all electronic
items).

This changed in 2015, when the Chinese leadership set out to
turn China from a minnow into the global leader for the design of
technical standards. Beijing had two goals in mind: influencing
innovation across the world and promoting the use of Chinese
technology. To achieve these objectives, Beijing beefed up the role
of its Ministry of Industry and Information Technology (MIIT), tasking
it to centralize the work of various Chinese research institutes and
companies on standards. As one industry insider explains, “We
participate in standardisation to influence how the market will shape
up.”?” China would be foolish to miss such a golden opportunity to
advance its interests and those of its high-tech companies.

China’s efforts to influence the design of global technological
standards turned out to be fruitful. Despite Beijing’s initial difficulties
to find qualified personnel to hold leadership positions in
international technical bodies, China’'s presence in the main rules-
setting organizations has grown sharply in recent years.?® In 2015
Zhang Xiaogang became the first Chinese president of 1ISO. In the
same year, Zhao Houlin began an eight-year stint as the secretary-
general of the ITU. Shu Yinbiao has been the IEC’s president since
2020.



China has made good use of its newly found presence in rules-
setting bodies. Chinese experts have become assiduous members
of their various working groups: the country is the third most active
participant in ISO technical committees (after France and the United
Kingdom), and the second most dynamic member of IEC panels
(after Germany). In all of these working groups, China’s
representatives strive to promote Chinese-made technical standards,
which may run counter to American ones. For instance, China has
long tried to support the development of WAPI, a competitor to WiFi.
In doing so, Beijing intends to advance its own domestic surveillance
goals.

Tech experts believe that under WAPI, governments enjoy a
great amount of control of what users do while browsing the Internet.
Many Chinese government agencies and key state contractors
already use the intrusive standard. Starting in 2003, Beijing tried to
go further and to have WAPI replace WiFi on a global scale.? So far
these efforts have failed; ISO has judged that WAPI may not be
rolled out internationally, as WiFi is already widely available.
However, there will probably be other WiFi/WAPI dilemmas in the
future. In addition, China knows that it has a trump card to promote
Chinese technological standards.

Beijing is rolling out made-in-China technology in the 70-odd
countries that form part of the Belt and Road Initiative (BRI)
infrastructure project. Alongside investments in roads, ports, and
railways, China has launched a “digital silk road” that promotes
Chinese technology in dozens of so-called smart cities across
several countries, including Serbia, Pakistan, or Egypt.3*® The
concept of smart cities is all about surveillance: participating capitals
get Chinese-made security cameras, 5G networks that transmit the
data of cameras in real time, and facial recognition software.3* The
amounts at stake are massive; Beijing has already invested nearly
US$80 billion in the scheme.®? In some years, China’s funding for
digital infrastructure in Africa is higher than that provided by all
multilateral agencies and Western governments combined.?

The coronavirus pandemic has given a new urgency to this push,

as many governments have curbed or monitored the movements of
their populations in an attempt to contain the outbreak. Beijing has



sensed an opportunity and resurrected long-held plans to launch a
“health silk road” alongside the digital one. In Ecuador, for instance,
the scheme comes with Huawei-made Covid-19 diagnostic tools for
hospitals (the technology sends lung scanners to China-based
servers before an artificial intelligence algorithm assesses the
severity of the patient’s condition).3*

All of the equipment that smart cities use as part of the digital silk
road relies on Chinese technology. Governments might not even
realize that they are signing up for a Chinese-made set of
technological standards. Many cash-strapped BRI states are lured
by the cheap prices that China is able to offer for high-tech gear,
especially for the roll-out of 5G networks. Chinese technology may
be genuinely better, too: in 165 countries, Beidou, the Chinese
competitor to America’s GPS, is up to three times more accurate
(perhaps this should not come as a surprise: in Chinese, the word
beidou means “big dipper”).®

Once the Chinese networks are up and running, it is too late (and
too expensive) for BRI governments to change their mind. Emerging
countries find themselves locked in with Chinese technology, giving
a long-term advantage to Beijing’s firms over American ones. China
also hopes that its willingness to set up and fund research centers in
BRI states will ensure that scientists from developing countries take
part in research and cooperation programs solely with their Chinese
counterparts, effectively cutting out American firms from such
exchanges. In the long term, Beijing is betting that increased
influence in the emerging world will also help to secure the support
of developing countries for Chinese-made standards in rules-setting
bodies.

There is no consensus in Washington’s corridors of power on the
merits or risks of decoupling. Some policy makers believe that
cutting ties with China is a necessity to protect America’s national
security and curb China’s technological rise. Other officials are more



circumspect. They usually cite the negative side-effects that such a
policy would involve and mention the intense lobbying of U.S.
semiconductor firms against decoupling plans. However, on the
other side of the Pacific, the decoupling question is not an “if” but a
“when.” Beijing believes that decoupling is inevitable. The
Communist leadership is getting ready for what it sees as the new
normal.

America’s export controls focus on the semiconductor sector,
which has become one of the many battlefields of the U.S.-China
conflict. In this area, Beijing believes that it has to take decisive
steps to address a life-or-death issue. A potential dearth of
semiconductors could decimate China’s technology firms. As a
result, the Chinese leadership intends to put an end to the country’s
reliance on U.S. microchip technology.2¢ This will not be easy. So far
China produces only 15 percent of the microchips it needs, making
the country a minor global player for semiconductors.®” However,
America’s decoupling plans have made China’s self-sufficiency
ambitions for computer chips pressing. Beijing calls this process the
new “Long March.” Communist media go further, dubbing the
process the “Great semiconductor leap forward.”®

China’s road toward autonomy for computer chips will be long.
High-tech innovation tends to be a networking exercise, with private
firms, universities, and research centers working together to develop
cutting-edge technology.®*® So far, China lacks such a high-tech
ecosystem when it comes to microchips. The country will have to
build a semiconductor industry from scratch. Chinese microchip
makers currently rely on U.S. technology to produce even
moderately advanced semiconductors. Innovation in microchips is a
race to the smallest: today’s smartphones have 100,000 times more
processing power than the NASA computer that sent Apollo 11 to the
moon in 1969.4° However, ever smaller microchips are hard to make.

As things stand, Chinese firms cannot produce semiconductors
of a smaller size than 40 nanometers (that is to say smaller than the
average growth of a nail over one minute) without American know-
how.** This may sound minuscule, but this remains too big by today’s
standards: the most sophisticated microchips are about eight times
smaller, and China does not have a clue how to produce these in



high volumes, let alone with low manufacturing error rates. The
United States is cashing in on years of research and development in
the microchip sector. However, Chinese firms have every intention to
catch up.

American firms currently dominate the semiconductor market, but
Beijing believes that they are not irreplaceable. The U.S.
Semiconductor Industry Association, which is supposed to boast
about America’s leadership for computer chips, shares this sanguine
assessment. The lobbying group believes that China may find non-
American suppliers for around 70 percent of its microchip needs.*
For Beijing, this estimate is excellent news. To build a semiconductor
sector that will be U.S.-proof, China simply has to focus its efforts on
acquiring technology and building up production lines for the
remaining 30 percent.** For the second largest economy in the
world, this sounds doable.

Chinese tech firms know that their survival is at stake. As a
result, they are doubling down on R&D spending to boost their
technological capabilities. In 2020 Huawei became the world leader
for patent applications at the UN-backed World Intellectual Property
Organization; the Chinese firm applied for 5,464 patents, nearly
double the amount of South Korea's Samsung, which was the
second-biggest applicant. Only one U.S. firm, Qualcomm, featured in
the otherwise Asia-dominated global top five.** By early 2021
Huawei held around 100,000 technology patents, an increase of
nearly 20 percent in only one year.

This investment push is already vyielding results. Huawei has
managed to make its production lines for 40-nanometer microchips
fully U.S.-proof.*> The Chinese company aims to design and build
20-nanometer semiconductors—small enough for high-tech 5G
equipment—without using any American technology by early 2023.4¢
Most tech experts believe that these are ambitious targets, which
Beijing could well miss by a few months or even years. However, in
the grand scheme of things, China’s direction is clear: in the long
run, the Communist leadership will do everything it takes to ensure
that it does not have to rely on U.S. know-how to design and build
semiconductors.



Beijing has established two milestones for its microchip self-
sufficiency plans, setting a first signpost for 2035.4” By that year,
China plans to have reached parity with the United States in the
microchip sector and to play a leading role in setting global
standards for semiconductors. The Communist leadership did not set
this target randomly: it took South Korea and Taiwan 15-20 years to
become global leaders for computer chips.*® Even if Beijing needs
more time than Seoul and Taipei to develop its semiconductor
industry, owing to a lesser degree of access to U.S. technology,
China should still make it broadly on time for its self-imposed 2035
deadline. However, China’s plans go way beyond 2035.

By 2049—the centenary of the birth of the People’s Republic—
Beijing intends to have replaced the United States as the world
leader in the semiconductor industry. At a time when the United
States struggles to think with a longer time horizon than that of a
four-year presidential term, China is playing the long game. Beijing
knows that reaching this ambitious goal will not be easy; Chinese
microchip firms will struggle in the short term, for lack of know-how.*°
To make up for the shortage of skills and the need to build a
semiconductor ecosystem from scratch, the Chinese leadership has
unveiled a massive investment push.

Beijing’s so-called “dual circulation” industrial strategy forms the
most visible layer of this plan.>® It is all about autonomy, reducing
China’s current reliance on exports as an engine of growth and
making domestic consumption the main pillar of the Chinese
economy. As part of this program, the Chinese leadership has
committed to spending US$120 billion to improve self-sufficiency in
the energy, health care, and high-tech industries, with a focus on
microchips.5* The investment plan goes with ten-year tax breaks,
cheap loans, and eye-popping levels of government subsidies for
chipmakers.? Beijing plans to channel public funding to Chinese
firms through 1,800 “government guidance funds” valued at more
than US$600 billion.53



This may sound like a lot, but this amount pales in comparison
with the US$1.4 trillion investment plan for semiconductors that
Chinese president Xi Jinping unveiled on the day after the U.S.
imposed export controls on Huawei.® Even if half of this amount
forms part of a rebranding operation—pretending that previously
planned funds are newly created—the sums at stake remain
colossal. Other initiatives will complement this plan, with a national
semiconductor fund valued at US$29 billion>® and state-sponsored
investment funds meant to support microchip start-ups.*® Overall,
these amounts are so high that they almost guarantee long-term
progress.>’

By comparison, U.S. public and private funding for semiconductor
R&D looks negligible. In the microchip sector, China’s investment
plans outspend those of the U.S. government by almost 50 to 1.5
Even under an optimistic scenario, U.S. federal funding for
semiconductors will not go much above US$50 billion in the coming
years.%® Adding the R&D expenses of American microchip firms does
not change the overall picture. All told, America’s spending in the
semiconductor sector represents only a fraction of China’s
investment push. However, many American tech experts remain
unconvinced that Beijing’s colossal investments will pay off.

Skeptics argue that a large share of the funds that Beijing is
putting on the table will be wasted. They are probably right. Around
22,000 Chinese companies registered as microchip firms in 2020 to
get hold of government subsidies.®® Many of them have little to no
experience in the semiconductor industry; Chinese government
records show that some used to sell auto parts, while other
specialized in seafood or online gaming.’? This means many of
China’s wannabe microchip companies will likely fail. Generous
government subsidies mean that other businesses will stay afloat
even though they are not profitable, raising the risk of a
“zombification” (as the survival of unhealthy companies is known) of
the sector.

Critics also point to recent scandals to argue that China’s push to
invest in computer chip companies is at best a scam and at worst a
fraud. Examples of flagship microchip projects that have gone wrong
abound. Partially built factories that were supposed to form part of



multibillion-dollar semiconductor hubs have popped up throughout
China. In many cases, the owners of the production plants had
managed to negotiate billions in grants from the Chinese
government.®? Months afterward, only a few half-finished buildings
and a couple of cranes stood at what were supposed to become
world-class innovation centers.®®* However, the Communist
leadership could not care less.

There is an old saying in Chinese: “If you build the nest, the birds
will come.” Beijing knows that if only 1 percent of the tens of
thousands of newly created semiconductor firms succeed, this will
be enough to create an ecosystem of a few hundred successful
Chinese microchip companies. As Lu Lei, the secretary-general of a
Shanghai-based industry group, said in a television interview, “We
must not view that as waste. We must look at it as the price you
have to pay to develop an industry. It's a natural process that has to
happen, you must have quantity to arrive at quality.®”

China’s end goal is to rebuild an entire, U.S.-proof supply chain for
semiconductors. So far Chinese firms remain way behind their
American competitors, which control the upper echelons—the design
of chip-creation software, the utilization of such software to sketch
semiconductors, and the manufacturing of equipment to produce
microchips—of the value chain. The small number of well-
established, mostly U.S., players in this niche area will make it
difficult for Chinese companies to enter the market. But over several
decades, there is no reason to think that China will not be able to
catch up. To achieve this goal, Beijing is betting that its massive
investment push will foster the rise of national champions.

For chip software design, the first step for the creation of a
microchip, China’s state-owned Huada Empyrean and Beijing-based
Cellixsoft aim to replace America’'s Synopsys, Cadence Design
Systems, and Mentor Graphics. For chip design, HiSilicon, a Huawei
subsidiary, is trying to compete with U.S.-based Qualcomm and



Broadcom. And for semiconductor manufacturing equipment, Naura
Technology Group and AMEC want to dethrone California-
headquartered Applied Materials and Lam Research.®® All of these
Chinese companies are much smaller than their U.S. competitors so
far, but they are growing fast; their combined revenues have grown
fourfold over the past decade.®®

China has left no stone unturned to rebuild an entire microchip
supply chain. Beyond replacing U.S. giants, Beijing is also creating
an entire ecosystem of smaller, highly specialized companies. These
new firms work in such obscure fields as vapor deposition
(Shenyang Piotech), lithography (Shanghai Micro Electronics
Equipment), rapid thermal processing (Mattson Technology),
chemical-mechanical planarization (Hwatsing and  Sizone
Technology), wafer cleaning (ACM Research), or metrology
(Shanghai Precision Measurement Semiconductor Technology).®’

China’'s ambitions go even further: within a few decades, the
Communist leadership wants to compete with global, integrated
device manufacturers (IDMs) such as Intel, IBM, or Samsung. These
world giants host most of the semiconductor fabrication chain in-
house, designing, manufacturing, and selling microchips directly to
smartphone makers or data centers. Beijing has an answer to these
firms, called Yangtze Memory Technologies. The business looks set
to work exactly like other IDMs, centralizing all design and
manufacturing processes in house.

Despite concerns around the financial situation of its parent
company, Yangtze Memory Technologies appears to be making
quick progress.%® In 2020 the Wuhan-based firm announced that it
had managed to build a highly sophisticated microchip that could
reasonably compete with Samsung’s top-notch technology.®®
Analysts remain skeptical; so far Yangtze Memory Technologies lags
behind its foreign competitors when it comes to stability and
reliability. However, experts agree that the company is catching up.
The firm has expanded the capacity of its US$24 billion
semiconductor plant in Wuhan to meets its goal of doubling
microchip production.”™



Over several decades, Beijing might become nearly self-sufficient
for semiconductors.”* China would likely be able to get rid of U.S.
microchips and to claim one of the top three global spots in the
sector, alongside Taiwan and South Korea. Chinese firms would
probably continue to struggle to build super-small microchips. This
would not be a problem. Taiwanese and South Korean firms would
likely specialize in cutting-edge semiconductors for sophisticated
products, such as smartphones; both countries already hold 100
percent of the world’s production capacity for semiconductors
smaller than 10 nanometers.”? Meanwhile, China would flood the
world with cheaper, good-enough chips for most electronic
equipment.

Gradually cash-strapped, and in turn less innovative, U.S.
microchip firms would be relegated to a distant fourth place in the
global league for semiconductor players. In retrospect, dethroning
America in the microchip sector has long been the goal of the
Chinese leadership, with investment plans in the sector dating back
to the 1980s. The previous aspirations of the Communist leadership
floundered, but the U.S. push to decouple from China makes it more
likely that Beijing’s semiconductor ambitions could finally succeed.
Washington’s decoupling plans, meant to choke the Chinese tech
industry, have every chance to backfire. It is American firms that
would choke, for China’s benefit.

In the words of Xi Jinping, the global economy is undergoing
changes “unseen in a hundred years.””? From his perspective,
decoupling is unavoidable, and China’s seemingly unstoppable rise
may only trigger America’s fall. Like many of his fellow Chinese
citizens, Xi Jinping hopes that over time, China will manage to
overcome its current technological reliance on the United States.
The Communist leader knows that there is little chance that the
reverse may ever be true: China’s oversized role as the world’'s
manufacturing powerhouse, producing two-thirds of consumer



electronics worldwide, means that the United States would struggle
to reduce its dependence on Chinese products.’

The impact of a potential decoupling would go way beyond the
United States and China. If the U.S. and Chinese economies were to
part ways, every country around the world would have to choose
sides, eventually. In some ways, this would be a repeat of what
happened during the Cold War, when all states had to pick a camp
between Washington and Moscow. Many countries would want to
refrain from doing so, but reality would soon catch up: nonaligned
states would not be able to operate two 5G telecommunications
networks—one with U.S. standards and another one with Chinese
technology—for instance. For consumers, this would be bad news.

To take the 5G example, such a scenario would not entail lower
costs for customers as a result of increased competition. The parallel
development of technology standards that do not work from one
country to another or even within the same country would actually
drive up costs. If a business signed up to a given standard for, say,
phone lines, its clients would have to use compatible technology to
get in touch. Prices might drop, as competition increases, but costs
would likely double as people would need to use two technology
standards (and in turn two phones) instead of one.

It is hard to predict which countries would side with the United
States and which would go with China, but it is possible to sketch out
broad trends. The economies of many Asian countries have become
too dependent on China, which concentrates more than half of the
region’s economic output, to cut ties with Beijing. In fact, 15 Asian
states—including close American allies such as Japan, Australia,
and South Korea—have recently signed up to a massive regional
free-trade agreement with China.” Beijing’s rising clout over Asia
would come at a heavy price for the United States; if Asian countries
feel that they have no choice but to side with China, the U.S. military
presence in the region could wane (except in a few spots such as
Japan and South Korea). This would leave China with a freer hand
to advance its territorial ambitions in the region.

In the rest of the developing world, including in Africa and Latin
America, the calculation might prove easier for many countries:



years of U.S. withdrawal, coupled with growing economic ties with
China, mean that aligning with Beijing might feel like the most natural
path. Vaccine diplomacy, as China’s widespread use of coronavirus
shots to advance its geopolitical interests is known, offers a glimpse
of such a scenario; since early 2021 Beijing has been sending
hundreds of millions of Chinese-made jabs to dozens of emerging
countries, making China the world’s largest exporter of Covid-19
vaccines. Many developing countries are genuinely grateful to have
received China’s jabs. Beijing can only rejoice, as vaccine diplomacy
will only further boost its global influence and leverage.

Europe, for its part, would find itself stuck between the United
States and China and try to tread carefully between the two giants.
Resentment against U.S. extraterritorial sanctions and increased
dependency on China for trade (the Chinese economy is the
European Union’s largest trade partner) could at times tilt the
balance in favor of Beijing. The strain that the Trump administration
put on transatlantic ties would undoubtedly be on the mind of
European leaders, too; many Europeans now assume that America’s
reliability varies depending on who lives at the White House.
However, if the United States and China entered into a direct conflict,
Europe would almost certainly side with Washington.

For the European Union, this would be a nightmare scenario.” If
Washington and Beijing went to war, for instance following a
miscalculation in the South China Sea, the United States would have
no qualms imposing stringent financial sanctions on Chinese firms
and state-owned banks. These would likely include a secondary
component, leaving European firms squeezed in the middle; EU
companies would have to choose between the American and
Chinese markets, which, combined, make up nearly half of the global
economy. In such a situation, many European businesses might not
be able to survive.

Even short of a military conflict, decoupling would make
cooperation between the United States and China even more
difficult. This would have a negative effect on global stewardship
over crucial topics where no progress may realistically be made
without both the United States and China at the negotiating table.
Such issues include climate change, nuclear proliferation, or the fight



against tomorrow’s pandemics. Cutting ties with Beijing would also
leave the United States with only little leverage over China in these
discussions; seeing American firms flock away from the Chinese
market or losing access to U.S. technology would not be a risk
anymore for Beijing.

In such a decoupled global landscape, U.S. sanctions that target
economic, financial, and technological exchanges would become
moot. Beijing could simply ignore Washington’s threats to impose
such measures. As a result, China would find that it has much
greater room for maneuver to advance its interests. The potential
cost of intervening militarily in the South China Sea or in Taiwan
would become lower, for instance. This is especially dangerous for
Taipei, which is the main global hub for the production of
semiconductors.

So far, China needs to keep ties to Taiwan in order to retain
access to the semiconductors that Chinese firms cannot yet
produce.”” From this perspective, microchips act as a deterrent
against Beijing’s military ambitions over the Taiwan Strait—China
regularly sends fighter jets to Taiwan’s air defense zone, prompting
U.S. military commanders to warn that China could try to take control
of the island by 2027.7® Decoupling makes this threat even more
credible.

America’s decoupling plans have convinced China that it needs
to build its own microchip industry. Once this is done, Beijing will
have only few reasons not to intervene in Taiwan.”® The United
States may well be caught off guard: decoupling also means that
Washington would have less and less visibility over China’s actions
and intentions as time unfolds. If a China-Taiwan conflict were to
erupt, Washington would have to go to war with Beijing or face the
risk of losing its credibility as a defense ally. A military conflict
between the United States and China would be a global catastrophe.
Instead of protecting U.S. national security, Washington’s plans to
decouple from China may well make the world a less safe place.



CONCLUSION

the third anniversary of this book project. Authors often worry

that their topic will go out of fashion. We anxiously follow the
news to make sure that the media have not moved on to a different
issue. While | put the finishing touches to my manuscript, Russia’s
invasion of Ukraine means that my fears were, sadly, unfounded.
Besides Russia, there are also no shortages of sanctions-related
news about China, Venezuela, and Iran. Despite the front-page
headlines, the real sanctions story has yet to be told: the days of
unilateral U.S. sanctions are numbered.

A s | write these lines the year 2022 has just started, marking

When it comes to sanctions, economic size matters. This is not good
news for Washington. In the early 2030s the Chinese economy will
displace that of the United States as the world’s largest. China’s
economic dominance will turn the threat of U.S. sanctions against
Beijing into mere rhetoric: sanctioning the world’s biggest economy
would damage the United States at least as much as it would hurt
China. In recent years, Beijing has also set up the infrastructure to



survive potential U.S. sanctions. The country boasts a growing tech
sector, a digital currency, and U.S.-proof financial channels. In the
U.S.-China conflict, America will need other weapons besides
sanctions.

The consequences of China’s economic supremacy on the
effectiveness of U.S. sanctions will extend beyond Chinese borders.
When America ruled the world, U.S. sanctions were a powerful tool;
nobody ever wants to get on the wrong side of the global policeman.
However, times have changed. Now that China has emerged as an
economic superpower, sanctioned countries have an alternative
partner to turn to. Beijing’s willingness to help others—chief among
them Russia—evade the consequences of U.S. sanctions creates a
vicious circle, further diminishing America’s clout and undermining
the impact of U.S. penalties.

Looking ahead, the United States will find itself fighting a losing
battle if it sanctions alone. As Moscow kept the world guessing about
its intentions in Ukraine in early 2022, the threat of more sanctions
being imposed against Russia was everywhere in the news.
However, it soon became clear that the threat of U.S. sanctions had
lost its potency and would not deter Russian president Vladimir
Putin. Since America first imposed sanctions on Russia in 2014, the
Kremlin has taken steps to insulate the country’s economy from the
United States. It has established financial channels that circumvent
the U.S. dollar. The greenback no longer features prominently in the
composition of Moscow’s foreign-exchange reserves. Trade ties with
the United States have dwindled to next to nothing.

The Kremlin’'s efforts to reduce Russia’s exposure to America
have effectively disarmed the threat of U.S. sanctions, leaving
Washington with little leverage in negotiations with Moscow. Only the
threat of guaranteed, joint U.S.-EU penalties could have had a
chance of making Putin think twice before invading Ukraine.
However, long-standing sanctions disputes and transatlantic



tensions made him bet that Europeans would be wary of going down
the sanctions road with Washington. Putin was wrong: following the
start of the war in Ukraine, Western collaboration on sanctions has
been robust. This is good news for the effectiveness of sanctions:
Russia cannot afford to go up against both America and Europe.

The 2022 vintage of Russia sanctions highlights that after
decades of going it alone, America needs its allies to implement
sanctions too. This shift away from unilateralism will call for a
reinvention of U.S. diplomacy. Multilateral sanctions, supported by
the United States, the European Union, Japan, and other like-
minded powers, will probably become the only option. Drafting these
measures is more difficult, but they have greater legitimacy and they
are harder to circumvent. Such sanctions would also avoid the
danger of antagonizing partners because (almost) everybody would
be aboard.

Having allies aboard will come with an added benefit for the
United States in helping to ensure that sanctions policy becomes
less unpredictable. When the United States imposes sanctions on a
whim, trust sinks to such low levels that targeted countries have no
incentive to comply with U.S. demands. They simply do not believe
that America will keep its side of the bargain and lift sanctions if they
change their behavior. This lack of trust undermines the
effectiveness of sanctions, which are not meant to be used as sticks
to punish rogue countries, but as carrots to reward those foes that
change their ways.

The Iranian example comes to mind. Since 2021 the glacial pace
of negotiations to revive the nuclear deal has shown that the rulers of
the Islamic republic are in no hurry to resurrect the agreement. They
know that the country has little to gain from U.S. sanctions relief.
Experience has taught them that even if all Western sanctions were
to be lifted, multinationals would not return to the Iranian market.
International firms remember that the United States unexpectedly
reimposed sanctions on Iran in 2018 despite the country’s
compliance with the nuclear agreement. When sanctions policy is so
unpredictable, countries have little incentive to comply with
Washington’s demands, undermining U.S. diplomacy.



In a best-case scenario, the development of multilateral penalties
will foster the establishment of a global framework to improve the
effectiveness of sanctions while limiting their side effects. The United
States could push for the creation of an international institution
overseeing sanctions. Similar organizations deal with issues that
require global collaboration, such as maritime law, the war on drugs,
and the resettlement of refugees. Why not set up one for sanctions?
However, there is a catch. The emergence of a Western-led
sanctions alliance would further deepen the divide between U.S.-
aligned countries and China-leaning states.

The time of peak U.S. sanctions has passed. American diplomats
will soon be deprived of their favorite weapon to cajole, threaten, or
punish U.S. enemies. In coming years, Washington will have to learn
to collaborate with partners and to negotiate with adversaries without
having the sanctions ace up its sleeve. The demise of U.S. unilateral
sanctions reflects both their potency (targeted countries were always
going to try to find ways to circumvent such powerful measures) and
the erosion of America’s position as the world's sole superpower.
Washington’s lack of interest in the side effects of its unilateral
policies also united both friends and enemies against U.S. sanctions.
For American policy makers, the loss of the previously all-powerful
sanctions weapon will be a seismic change.
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